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O
»The DatadProtection Act 2004 (DPA) gives
individuals the right to know what information is
held about them. It provides the legal framework
t6"ensure that personal information is handled
properky’®
»korensic DNA analysis joins a veryexclusive
club of physical intrusions that society tolerates
from the state. o
» [erefore it is essenhéT that the |ntru3|ons
iInherent in forensic DNA analysis be restiicted to
those circumstances that are truly necessary ang
reé*sonably justifiable in"a democratic society.
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>EnV|S|on|ng<fﬁe appropriate level of privacy protection
for the use of DNA database has beet? a complex
endeavor for magpy countries.

»>The question is whether privacy invasion is
outwelghad by a stronger societal interest in using DNA?
»Any regulatory framework enabling the setup of a DNA
database has to address the privacy issu€ “and make a
compelling cabe for using such a database.
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»Any storage and use of pergonal Information is an i

invasion of the individual’s pnvacy DNA information is

personal data and the FSL, a data controller faﬂfng

within the purview of the Data Protection Act (DPA). .
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v \ﬁhat do€s processing, legally speaking,
mean? ot©
>"processmgts means any operation or set of  »°
6perat|ons which is performed on the data and
includes -

»¢ollecting, organising or altering the data;
>retr|eV|ngoconsuIt|ng using, stonng or adapting
the data; o
»gisclosing the data b)? transmlttlng .
disseminating or otherwise making it available; or
>allgn|ng cembining, blocking, erasing or

of° ot

déstroylng the data. .
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o'
»"personal data" is defined urder the DPA as-
» data whicherelate to an individual who can be «°
identified from those data; or

of°

»¢lata or other information, including an opinion
formlng part of a database, whether or not
recorded in a material fogm about an individual **"
whose identity is appar%nt or can reasonably be
ascertained from the data, information of'c opinion.

o
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O
»Personal derta is defined under the DPA as data,
whether recorded electronically or g,merwise, which

relates to an identified or identifiable living individual, i.e

$O
whose identity"fs apparent or can reasonably be .
ascertairg)ed from the data.
OQ

> What does sensitive personal dagta mean?

\ ] . 'y . .
[t means per;%onal Information of a data ‘subject which

consists’ of information as to his/her - «°
" racial or ethnic originso
o% political opinion or adherence; <°
o*°
o° o° ot°
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religious belief or other belieft of a similar nature;
membetship to a trade union; o
physical or mental health;

$sexual preferences or practices;

the commission of an offence; or "

any pgoceedlngs for an offence Eommitted or
aIIeQed to have been committed by him, the «°
disposal of such prgceedmgs or the sentence of
any court in such proceeding.

O
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»Can sensitive data be process©d by a data
controller ? '
O o ©
%" »No sensitive data can be processed without the
consgnt of the data subject or where the latter has
made the data public, subject to certain further
soexceptions as provided in the Act.  °
O
>Howev?§r, as provided in section 25(2) of the DPA »°
no consent is required where the data controller is
sPerforming any obligation imposed by law toowhich he
IS a subject. o

QO O QQO
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Who is a déta controller’?
*He is a natural or legal persory f)erson who,
egher alone o jointly with any other person, o
fakes a decision with regard to the purposes for
which&nd in the manner in which any personal
gata are, or are to be, processed. «°

of°
In short, he is the persgn who processes

pe‘?"sonal information of individuals. o
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A datéq%ontroller Is under the obligation to
reqgister with the DPO. Otherwise, it is an offence.
Registration forms are available at the DPO or ong®
the website as from this week.

-A:medical practitioner would usually be the
controller of the data processed on hIS clients; a
company would be the controller 6t the data
proce%sed on its clients and employees; a sportsoqo
club would control thgodata processed on its
members and a publlc library controls theodata
processed on its users.

o o*°
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*The DPA has been fully proclaiihed on the 16t of
ngruary 2009 (except for section 17 relating to °
ﬁowers of entry and search).

-Additi®hal Amendments have been made to the
XA through the Additional Stimulug
Package(Mtiscellaneous Provisions) Act 2009 as
regards the prospectlve JFegistration of data ol
prgcessors and to give more mdependenge to the

Commissioner In the exercise of her functlons
of°
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» As per section 46 of the DPA’ the processing of
Rgrsonal datafor the purpose of the prevention of°
detection of crime is exempt from some of the
principfés of data protection and certain sections
ofthe Act. «©

Section 46provides:-The processing of personal
data for the purposes of s a
the’prevention or detection of crime; 0

the apprehension or prosecution of offer?ders; or
(-..)shall be eXempt from -

ot°
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thé Secone",O Third, Fourth and Eighth data
protection principles; o

5 ot© ot°
gectiong 23 to 26; and
o'

Rart VI of this Act in respect of blogking personal
data, *° "

to the extent to which tfg@ application of such
prdVisions would be likely to prejudice any of the

matters specifged In paragraphs (a) to (03.
ot

o
o° o° of

5/29/2025 13



>9f'ohe eight°principles elaborated in the First
Schedule of the Data Protectier Act provide some
pragmatlc framework to address, answer and =~ °
feason a number of vexing policy issues on the
privacy’regulation of DNA databases.

%The principles of prlvacy-sensmvg0 processing of
personal data are as follows:-

= The “collection limitation principle” provides that
the collection of persor?al iInformation must not be

O
limitless: of
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that persoﬁ%l iInformation should be lawfully and
fairly obtained, and where apprpnate with the
cgnsent of th:é’ individual concerned. o
The data quality principle” focuses on the need
of information to be relevant to the purpose for
which it is collected and used, andshould be kept
up-to-dates” e
=The "purpose specificaiion principle” sets out the
reduirement that personal information collected
for one purpose can not subsequently be used for
a different, |r?3:ompat|bleopurpose

ot°
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»The “useslimitation principle” specifies that
personal information may not $e disclosed or
Lg)sed for oth€r purposes except with the o
mdnwdgal s consent or by the authority of law.

ot
FI'he “security safeguard principlexvequires
security m&asures to prevent loss or
unauthorized access, modification or disclosuré.
=The “openness pr|n0|ple demands thagghe use
of personal lrlformatlon be transparent to the
liv%er i ° *°
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-T‘ﬁoe “Indivgdual participation principle” permits

the individual to have access tethe personal
Information sfored about him or her as well as  »°
giving him or her a right to have inaccurate
iInformation modified.

ot° o0

*Finally, the "accountability principle” stipulates
that the processor of personal information musts®”

be:held liable for violati®ns of his duties. R
\4
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> The dat&’ protectlon pr|n0|ples place an
emphasis on the purpose of the use of personal
ngformatlon @hd the need to narrowly tailor the o
meansqoof collection to the purpose.

\Y
» This Is where the collection limitation principle,
the data gtfality principle, the purpose
specification principle apd the use limitation
principle come together The more mvasgye the
means, the better the fit with the purpose has to

QO
bogo ©
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>What is data-matching under the DPA?

The “data matching procedure_;means any
procedure, wga,ether manually or by means of any,c
efectronic or other device, whereby personal data
collectgd for one or more purposes in respect of
1Q or more data subjects are compared with
Sersonal data collected for any oth&r purpose in
respect of those data subjects where the ot°
comparison — o

=js for the purpose of producing or verifyifig data

that; or «°

0
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?)roducesoor verlfles data in respect of which |t IS
reasonable to believe that it isepracticable that the
data, «° °
“smay be used, whether immediately or at any
subsequent time, for the purpose of taking any
Adverse action against any of those data
subjects
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The data- matchlng procedure may be carried out
subject to four conditions being "fulfilled:-

1 .the data stibject whose personal data is the o
subject to that procedure has given his consent to
the pr@cedure being carried out;

2°the Commissioner has consentegbto the
proceduresBeing carried out; and

3. the procedure Is carried out in accordance wﬁ?h
suth conditions as the Commissioner may
Impose; or

4 g IS reqwréa or permlgted under any other
enactment »

O
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A DATA CONTROLLER SHALL NOT TAKE ANY ADVERSE ACTION AGAINST ANY DATA

SUBJECT AS A CONSEQUENCE OF THE CARRYING OUT OF A DATA MATCHING

PROCEDURE- of©

UNLESS THE DATA CONTROLLER HAS SERVED A NOTICE IN WRITING ON THE DATA
SUBJECT - v

SPECIFYING THE ADVERSE ACTION IT PROPOSES TO TAKE AND THE REASONS

THEREFOR:®

STATING THAT THE DATA SUBJECT HAS 7 DAYS AFTER THE RECEIPT OF THE NOTICE TO
EHOW CAUSE WHY THE ADVERSE ACTION SHOULD NOT BE ‘PK?(EN;

SUBSECTION (2)SHALL NOT PRECLUDE A DATA CONTROLLER FROM TAKING ANY "

ADVERSE ACTION AGAINST ANY DATA SUBJECT IF COMPLIANCE WITH THE of

REQUIREMENTS OF THAT SUBSECTION SAALL PREJUDICE ANY INVESTIGATION INTO

THE COMMISSION OF ANY OFFENCE WHICH HAS BEEN, IS BEING OR ISHIKELY, TO BE

COMMITTED.
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