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Y hiect ich: ATAPROTECTION OFFICE s/
; _rm 1n it ani yitious endeavour % protect in

manner the privacy rights of all individuals are
the following principles derived from :-

_—

G:lz of the Universal Declaration of Human Rights of 10
ber 1948 provides:-

e — “No one shall be subjected to arbitrary interference with his
- —

~ privacy, family, he:ne or correspondence, nor to attacks ups

~->"  his honour and reputation. Everyone has the right to the

= - protection of the law against such in*:rference or attacks.



Q shall be subjected to arbitrary or unlawful
wifiterference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and
reputation.

"= Hvervone has the right to the protection of the law against
= sucuinterference or attacks.

-

— gf,u pne sl

o°

e :
;-.-;:.t,i‘ And in compliance v.:th the EU Directive 95/46 to secure

~“‘investment in the country.
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ta Protection Aci 200.; and
\ onl sections 1, 2, 4, 5 (b), (0), (e), (8),
( 6 of the Act have been

_l,nf ed that is, have force of law since

27J 2.04 Whereas the other provisions of the Act
domot yet enjoy legal existence as they have not
-ye —,_t' 2n proclaimed.
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rolftisioicetoavethe DPAasawhole
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c féuments have already been sent to the Senior Chief
aveot'the PMO for the proclamation together with the
‘n red r __; ulations, a draft of the website, the relevant guidelines

data trollers and data subjects +nd a leaflet addressed to the

Epﬁﬁhc.

= H eData Protection Act 2004 (DPA) gives individuals the right to
J—know what informaticr: is held about them. It provides a framework
to -ensure that personal information is handled properly.
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ation theyre €
adled accordmg to

). @fﬁce for help.

DPA, they can contact the

However, «re ough not all the sections of the DPA have yet been
prociaimn ae , the Commissioner, do ex.;oy the following powers, as
w' o rov1ded in section 5 of the Act:-
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e issue or approve coc.s of practice or guidelines;

-__,' o S ‘—’:‘

o QO —oraiiid and maintain a register of all data controllers;
-~ — promote self-regulation among data contrcliers;
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‘Tesearch into, and monitor developments in, data
gand computer technology, including data—matchlng
hnkage ensure that any adverse effects of such

..5__' ,.:Ex amine any proposal for data matching or data linkage that may
_,_::;“’-:" “involve an interference with, or may otherwise have adverse effects on

—-c_’——

e ~ the privacy of indiviaaals and ensure that any adverse effects of sucl:

—_—
-

= _ proposal on the privacy of 1nd1v1duals are minimised;

-

— do anything incidental or conducive to the attainment of the objects of,
and to the better performance of his duties and functions under this Act.



of°

-
- - '
4 xﬁ.
S Personal _data-»sh be prri.zessed fairly and lawfully.

—

| all be obtained only for ary specified
fu purpose, and shall not be further processed
m anner incompatible with that purpose.

._g

al data shall be accurate and, where necessary,
p to date.

" —— ¢-:

. ,:"—-E = Personal data processed for any purpose shall not be
-":-; k'ept longer than is necessary for that purpose or those

- purposes.

- e

- . Personal data shall be processed 1a accordance with the
rights of the data subjects under the Data Protection Act.
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)\What are the Jata protection prin

Bcuri and > amsatlonal measures shall be

|r|ﬁr (ne m__[_l_)vh arl praumnils ryyrlll brocessing of:
ata and against accidental loss or 1 struction of,
age ;]pi, personal data.

|
’

_u_n:_l 1: ta sha]l not be transferred to a third country
L_l_r_llj,j;é hat country ensures an adequate level of protection
for t "1 2 rights of data subjects in relation to the processing

£ onal data.
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;thposition of the Data Protection Office for

g the time being?

— I'h ce consists of the Commissioner for the time being, who is
e - 20 the head of the office.
——
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ZBWH IS the mission ¢ Ji: ] 'i_-,;Iata P.r.otectlon Ofﬁce

<o s ﬂ\ t__,..#‘g"

2'of the Dz ‘otection Office s to safeg:ud the privacy
indi dhals w1th regard to the processing of their personal
.z_v ‘ﬁs

<-—;——

~" e
-

the functions of Ziie Commissioner?

Y
o -
v

-
- -~
“

— ’ﬁ—-c
-

= —=5he. reglsters all data controllers in Mauritius, exercises control over
— "‘Jalldat rocessing acti ades in Maurltlus 1nvest1gates complaints,

i —

.~ undertakes research in data processing and computer technology,
~_amongst others.
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of Afyindividual [ or 6rgan1zat10n Who feel that their privacy rights
thiregard to thelr personal data may have been affected.

- —‘.

- —

»
-

X/ W ﬁ d loes the Data Pro*cction Office do when

‘.;, oz,ce1ves | complalntg
— “':-;""'—- —
— ’:: S

- -—

— -‘-"‘«It lnvestlgates the complaint, unless the complaint is frivolous,
A -and as soon as possible, notify the complainant in writing of its
- ~ decision.
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mmissioner finds that a data controller or a data
g acting in violation of the Data Protection Act, she may servz.
nt notice on the data controller or the data processor
m/her to take such steps within the period otRume specified
*Wthh must not be less than 21 days, to remedy the matter
ment the measures recomr:ciided by the Commissioner in the
Cnt notice.

)-a =—Thedata controller or the data processor must then notify the data
—— ~<:1‘1b_,]ect of his compliance with the enforcement notice, not later thai 21
days after such compliance.

-

13



‘v

. DAl
SHIOTCETuen ot Ls g
ot L L

4 g 3
e
L
Dy
S

e -
Nl iy
R - -

[ pers son who does not comply with the

e ént notice and does n2! have a reasonable

A 1' or not complying will commit an offence, the
=T n'ﬁlty of which will be a fine not exceeding Rs 50,000
"—aI;d Imprisonment ot exceeding 2 years.

‘_'

‘-—'
———

-
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J J J il J 1 e | J v e
1S COMMISsIoNESviFHIeVIew that the mnvestigatio

the commission of a criminal offence unc-1 the Data
on Act, she can refer the matter to the Police.

o
e

e Con ’@'f'{:sioner can also request information from a person

enever it 1s required for the Commissioner to discharge her
O functions properly by sending a notice.

0 - -

1CL10!

- ~m poy
= D A -
- - —

= =— Th- Commissioner can also carry out security checks when she

' ’E.: ~believes that the processing or transfer of data by a data controller
~  will entail specific rizks to the privacy rights of the data subjec’s io

B essessathe 'securitﬁ measures taken by the data controller prior to
| -~ the beginning of the processing or trans{<r.

-
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sioner can als ,ca’*i s out | periodical audits of the

’()r r| |r1| rJerrr’o ’-—’l“ rr CHASIIEE. r)grrl) ,mru /Irrl e da g_

Jwgrmt ] O P — .

’&v’l

Anvotficer of J:he Data Protection Office may at any time enter and
SELTChthe pr mlses where data processing activities are being

[ F,F,Em dwe llln house, the officer .nust show a warrant to enter
( 'Sl” voch the Wellmg house issued by a magistrate.

-
. -

4—-* —’An ofﬁcer of the Data Protection Office may at any time enter and
- .. search the premises where data processing activities are being
> carried on.

— Ifit is a dwelling house, the officer must show a warrant to enter
and seavcn the welhng house issued by a magistrate.

16



ALISLiy: mththe DULCO! eofthe

'-“,)J'J’v ¥ .._.. I
1C ('Jc-»..' [C"' AT

J't a T' ans information which can be processed by automated
ans or manually through a filing system.

17
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/AW it does sensiti

ubject vwhich consists

hnic origin;
oplmon or adherence;
us belief or other belief of a similar nature;

—

) Tershlp to a trade union;

Q

e physmal or mental health;

—-—"2"'*3-’« ~ sexual preferenc<:s or practices;

. o —
— _— "‘:‘_

— - W=

—_—
: — _the commission of an offence; or

\

any proceedings for an offence committed or alleged to have
beer :ommitted by him, the disposal of such proceedings or
the sentence of any court in such proceeding.

18




esitive data can be processed withe it the

t of the data subject or the latter has made the
ublic, subject to certain further exceptions as
led in the Act.

OQ ——:-'-‘ = s
VAWHhc is a data controller 4

e .
¥ . = -

~  — A data controller is a person or a group of persons
-~ .. whodecide as t» the purposes for which personal data
~ 1s to be processed.

19
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‘?m;—: yoiuia "data contrc

-

(*Qll.-n“'lru.r peopleor DoAY, WHO deterral

ses and the r means of the processing, both in the pubhc and
u@’é ector. A medical practitioner would usually be the
TG 3! 0 fthe data processed on his clients; a company would
ontroller of the data processed on its chents and

ees; a sports club would cerirol the data processed on its

o1 ers. and a public library controls the data processed on its

20




m to protect the data subyjects

-
yrinciples not im _ _
#alS0 a: ve d business practices that

[ + T .JI nt——

\J
[ L

1231 S fi T e = = nta
[oreliablerandielficientdataprocessing

-

fiie < .
: R e | e
. o
.“ -

Ny

f‘fr'oller must adhere to the Data Protection

= = e .
— e B

- YW here the data controller is not established in Mauritius,

- he must nominate a representative who resides in
Mauritius Yo carry out his data processing activities
through an office in Mauritius.

A




centroller 1s therefore the natural’pe
(|l )or the legal persc ho controls and i 13
1€ 105 L L'.:i-,’r)jf_”r oS or r'j’rr,

AN

. SLGE, L ————

controller carries with it serious legal

'é 1t1es so you should be quite clear if these
1sibilities apply to you or your organisation. If you
1any doubt, or are unsure about the 1dentltg of the
= “data controller in any particular case, you should consult
= your legal adviser or seek the advice of the Data

—— "mtectlon Commissioner.
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=
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= 1o /‘bn ,ng- D Or process any ‘information dbOllt 11v1ng
r)eo,)léf e

QQ?H pr. J(’l’ e to find out who controls the contents and
1Se O s ersonal information ept, you should ask
- yo ri.‘;é f the following questions:-

== - Who decides what personal information is going to be

— kept'f‘

" — Who decides the use to which th information will be
put?

23
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1ich 1t holas; your o o msatlen—ls - E—
Lipoel ._us J_.LL"". 1) ,f yourholcatthe

, but some other organlsatlon decides and
_.“ or what happens to the data, then that
sation is the data contoller and your

1is a "data processor”.

Bl O <
©

ah
e

|_ (== =

L

.

l—
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nea apc ’)__‘ Quﬂa_ I' Process persc l.%ﬁ'._‘&‘)'.'_ td
HSIDHITAOr orcontrolfover the personal 2 ata; the

pI OCESSor .

\ o
)

Ak

i Aldata processor is distinct from the data controller for whom they
== =are processing the personal data. An employee of a data controller,
= orasection or unit within a company which is processing personal
-~ data for the company 25 a whole, is not a "data processor".

— -

—

-

» However, someone who is not employed by the data controller, but
is contracted to provide a particular data processing service (such as
a tax advis«y, or a telemarketing company used to manage customer
accounts) would be a data processor.

-

25



I)is a

J,L' fc T one company or person to be both a data controller

| _g.; focessor in respect of distinct sets of personal data.

4‘:

N "'“‘——P
A -

- .,;4- ‘_ w4 a:mple a payroll company would be the data controller in
_..,..e: ‘Tﬁspect'of the data about its own staff, but would be the data
-~ - ’processor in respect o1 the staff payroll data it is processing for its

- client companies.

26
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ESPOnS] 'tles concern the necessity to keep personal data
J:%-h nauthorised access, alteration, unlawful disclosure,

1 or accidental loss and the duty to destroy data whenever
:Such a notification from the data controller

27




How.is the ch;:gnfor --

o O g mmissioner's role ( -qrsu atose W,ho keer personal-, —
Ao (‘erlr)l/ WErel *'r_e PO 1_;

OQO = : - . —

y.m; 3 t:lude the serving of legal notices compelling data

I'S e )Eu rovide information needed to assist his enquires, or

“’, A data controller to implement one or more provisions of

8. She. may investigate complaints made by the general public
—mvestlgatlons proactively.

s~ She m. y for example, authorise officers to enter premises and to
-ﬁf-- ﬁ' e of persona] information ke é)t how it is processed
_4_-:-;. anc thé securlty measures in place. You and your staff must

~ —(:Uoperate fully with such officers.

-

» Adata controller found guilty of an offence under the Acts can be
fined to a maximum of Rs 200,000 and imprisoned to a maximum
of five yeurs.

28



= D Do you ‘have appropriate security measures in place?

" ’B'o you have approprlate procedures 1n place to ensure
~  that each data item is kept up-to-daie?

"

29



. ™ -
- *
2 Protection

— -

> Do /oll"r%/e,. defined: ,).)JQ‘ prvetentioniperiodsiforal
2O [LCINS o’iﬂg nal data?
o

DO Jol | £ 4,1 o a data protection policy in place?

jb /ol,,g na e procedures for handling access requests

..v'

= "o ‘

-/ __r;g;v <0 clear on whether or not you should be
__,;_,eg“lstered'?

P

- - ».Are your staff appropriately trained in data protection?

_.v

- = Do you regularly review and audit the data which you
hold and the manner in which they are processed?

30
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osecutlon of offenders;
"E-'f ]lectlon of an

- “'Q-;. y

tax, duvy or any such similar charges;

===« Jiealth and social work;
T e
e - —7;," “"_
—— ,ﬂ e
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o) ——
SHjournal rz m hterature art, research history and statistics;

. "’JI e

. »/_'r_ e infi rmatlon 1s required to be made available to the
O uiiy 'a the law or in connection with legal proceedings;

- \_

. dom ne t1c purposes; and

"{"? sifidential information between client and legal
—— practltloner is exempt from the application of certain or all
*-.f' — prowsmns of the Data Protection Act

- e
-
-
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SIATN'RESPON Lolrizs
0" - — -

— -

-
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"ST ]
~

Ve about whether or not we need to be
: tﬁred ith the Data Protection Commaissioner?

at Dn 1S required, 1s the registration kept up to
cl Le QBS the registration accurately reflect our
~pract r\,s s for handling personal data? [Remember, if
= Jour data- -handling practices are out of line with the
?‘-’"'-details set out in ycur register entry, you may be

" committing an offence.]

» [Is a named individual responsible for meeting our
registrat’cn requirements?

.

.

<9

-~ %—‘ S T
k\
1\: ‘
“L: a

{ah
L-—
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.

‘c on n of the personal data being processed, the purpose
ehiit is being processed and the category of data subjects
ed where possible their names.

A s ‘tement as to whether he/sk holds sensitive personal data

= ;:: de-seription of the intended recipients of the information
- —;—:i- “detained by the data controller.

= — Adescription of the ~ountry to which the data controller intends

-—x,‘

- -

-~ _ .+ to transfer data.

-
-

- Where an offence is committed, which court has

jurisdiction to try the criminal case?
* The Intermediate Court will have jurisdiction.



-

ns. a]Jd for a period of one year and if registration is not
41}W111 be cancelled.

- e — —

—— -"-‘

2 _ Yes, the penalty is a fine not exceeding Rs ::00,000 and
lmprlsonment not exceeding 5 years.

35



g |
s 1ow ;3) 0 -t- anize yourself to ensure the

Qde_,g ion of data within your

O gan "" atmn"

o° .

 — -g—(u".—
-

- ' »

= i;.’ e ught of access 1s the most important right that an
individual has and vou need to organize yourself for

’- *handhng access requests. Dealing with access requests is
- not your only obligation. Staff shotid also be made aware

of the obligations imposed by the Data Protection Act.

36



plyavou should::
Qo at + .. " = - .‘ » A‘ X . : : . | .
=Rpnsue that the basic principles of data protection are explained
LOStall nrr' b

QO
~ T Lnsur et at there are regular updates to guidance material and
Staff training and awareness, so that data protection is a “living”
f) ‘ocess aligned to the way the o: ‘sanisation conducts its
- bu ‘ll g“SS‘

- .

,—‘-‘ -

— S Document procedur=s, for example with regard to accuracy ana
— = . - have regular securicy reviews;

-

— Allocate responsibility for compliance and set-out what in-house
sanctions may be imposed if correct procedures are not followed;

— Set out the circumstan:.cs in which personal data m.ay be

disclosed to third parties. =




) e ‘need to know principle’ — only personal
assary for the purpose should be collected and
uld only be ab f to access the personal data that
to carry out their functions;

,_—-v -—Have adequate access controls, firewalls and virus
=—— —protectlon and do not forget manual files;

-

o There should be retention policies for the various
categor::s of data.

38



.. t for the individual is the right of access.
y this means that you have to supply to the
ual the personal data thac you hold if a valid

| ‘"L 1s made under Section 41.

: -::?—'Ffre iime limit for complying with an access request is 28
_~ days. In order to ensure your comp!:ance with the time

limit and your other access obligations the following
organisational and procedural steps may be effected:

39



ator or a Data Protectior Uificer who
51b1e for the response to the access request.
2\ i o h of the functions and responsibilities of the
6@90 rrl q1ator should be circulated within the
prganisation and staff should be advised of the necessity
IOTCO-0 eratlon with the Co-erdinator.

-—._4-
e —

—

3‘" A "§ub_]ect access matters should be submitted to the Co-
= '-ordmator

”»—-{"
-

-

= Check the validity of the access request. Ensure that it is
1n writing, that the appropriate fee is included.

40




SAIN' RESPONS:
B - E

wosutficient material'has been suprnhed to
ively Identlfy the individual. This is most

Leol J 0 _rr nt as a third party may provide false material to
g aital Se access request.

\.r ""
\',

- _-;— =

G at sufﬁc1ent informat:on to locate the data has
'r BeN 2 ghed IT 1t 1s not clear what kind of data is being
4 este you should ask the data subj ct for more
':"" = m ormation. This culd involve identi the
’databases locations or files to be searched or giving a
~ description of the interactions the 1'1d1v1dual has had
with the organisation.

= —

» Lag the date of receipt of the valid request.
41




‘clof all'steps taken to locate and ce':ate data — it
divisions of the organisation are involved, have

3 % ghed off” by the appropriate person.

hieck each item of data to establish whether any of the
iestrictions on or denial of access provided by section 43
— _::‘;t 2?’.‘[)1}7'

- P el -
-—’ -
- ™~ —,_J
_j—_—“_ -

~ s Ifdata relating to a third party is involved, do not
disclose without the consent of the third party such data.
An opinion given by a third party may be disclosed
unless it 15 an opinion which was given in confidence on
the clear understanding that it would be treated as
confidential.

-
-
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ito j;rocess of responding to the request:
i ngéu ehmlto 28 days.

>
?lqr oply th rc e data mn an intelligible form (include an
gxplanation of terms if necessary). Also provide

rl-wv ription of purposes, disclusees and source of data
=2 (@inle:=s revealing the source would be contrary to the
== uﬁlc 1nterest) Number the documents supplied. Have
?_;“‘ the response “signeda-off” by an appropriate person.

i

-

-

» Regularly review your procedures and processes.
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AINIRESPONSIBILITIES
G — .

9 and Codes of Practice
quirements of data 1protectlor.l law are quite
and applying the rules and principles of data

otection to your business activities is often a matter

T .\

=

~— == However, for some businesses and professions,
~  Interpreting and apolying data protection law is not so
- straightforward, and sometimes requires a fine

~  appreciation of the ethical norms 2:«d standards, and
the traditional expectations of good practice,

associat=d with that sector.




' c e Data P ?rteetlon-Aetn
| *___Lftr_‘_,_g ( 'r' _“:\\.: over

e a dlrect Input into the establishment of data
ste standards within their sector.

e
=
— -

- -
e '
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1 for the data controller tc devise a
ctice that is appropriate to his sector.
: mmissioner agrees that the code
¢ § adequate data pratection for
= ﬂ"ruimls then the code of practice may be
= proved by her and incorporated through
’rEgulatlons to be enacted under the Act. The

- code will then have the force o iaw, and will be
binding upon all data controllers in that sector.

46
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TISSTONCTHWIL . EEP A TESISET ¢

| '(c@ es and guldehnes Whlch W111 be
or public inspection. Upon the
f the prescribed fee, provide copies or
om the register.

- ~ _— ——
. .
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[iye you \ WOl Td llke to Initiate a code of practice, to clarify

oW data protection rules are o be applied for your

= sector; then we suggest that you contact the Data

: "5— “Protection Commissioner, with a view to arranging

'i == dlscussmns to pros:ess the matter. The Commissioner

~willbe glad to provide you with pract:cal advice on what

- should be covered in your code of practice, and on how

circumstznces specific to your sector might be handled.
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—_— e —— o= e ——

U!.‘d‘:." 3'.:‘-4‘[10! ' a1 nta lﬂ_:f).r...-';' f‘.' il!-'y.'.!i_ !* — ea
o - keeps personal
rding that particular individual on computer or in a
stem and 1s entitled to:

——
e i 4L [ Rm—— oy e e S
ASWIHILE St Lo controller, w:

4 3

-

-
i

SMANCOpY Of T 1e data upon payment of the prescribed fee,

—

Q0 o = -

Y = Whetb=r the data kept bg.the data controller include personal

== =data rexting to the data subject, (c) a description of the purposes
= for whichit is held and (d) a description of those to whom the data

~  may be disclosed unless compliance with such a request would be in:

— ~vreach of the confidenhality obligation of the data controller.

-
-

-

-
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bout whom a data controller keeps personal
n computer or in a relevant filing system, has a
or gﬁtS under the Act, in addition to the Right of

> M= -
—_—— -—

.
[ lieseincluc ethe right to have any inaccurate information rectified or
Jw Eé'a’t()'have personal data taken off a direct marketing or direct

il = = ‘ o

lmg list and the righ* to complain to the Data Protection

- ZG'Gmmlssmner

-—

-
o

u\,
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troller is also of: liged to explain to the dava subject the

|any automated decision making process where the

psonsignificantly affects the individual and the decision is solely
' tomated process.

4

L

1 s

Lilv ™
S i
=
% —

e
L n

‘cof access” is subject to a limited number of exceptions,

which are listed below.
e~ "
i
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f,lm'dg{,ﬂ:n ‘access request must:-

data controller in writing by filling in the request for
b orm available on the website or at the Data

any’ C E‘talls which might be needed to help the data controller
qder *—fmm or her and locate all the information the data controller
= f- ay=keep about him/her.

== .
-__ ¥
‘———/

,’Q"

The 1nd1v1dual must also pay the data controller the access fee

—
—
—

';',-.-"

-

L
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= e

ey

ugg;ti 43 of the Data Protection Act provides that the right of

-

- access does not apply in a number of cases.

- R T
- |

=f

-

Y’ - N8 3
= F“E e obligation to comply with an access request does not apply where the data
S ) . P . . . -

—  controller is not supplied w1 the information he reasonably requires in
-~ urder to satisfy himself as to the identity of the person making the request

. and to locate the information which the person se:ks;
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_"Q.lrl"l‘/d_ll’l‘)fl gr __l-*
ller under the M 4uritian law;

ss does not include a right to see personal data about another

? out that other person’s consent. This is necessary to protect
T ,"hts of the other person. Where personal data consists of
ot opinion about the data suvject by another person, the data
'a right to that expression of o dplmon except where that
f opinion was given in confidence;

_.—:‘Lhe right of access does not include the revelation cf evidence of the
- commission of a ecriminal offence other than an offence under the Act.
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BIcomply ‘I'..l _._\-s ragu;sg;r 'yrrr J_;r dis u
INg 1o ano 'f' er person, he may refuse the request unless
has consented to the disclosure of his personal data to

rfthe request or he obtains the written approval of the

ight of 2 u eSS does not include informaiion given in confidence to the

(l MUO ol \er for the purposes of the education, training or employment,

- Or Pros mctlve education, of the data subject, the appointment or

s ﬁsp'9ctlve appomtment of the data subject to any office, the provision or

= ’pf('ispectlve provision by th~ data subject of any service, the personal data

-y I:equested consist of information recorded by candidates during an
“academic, professional or other examination;

—

-
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- Data Protection Office

« 7 SN

- 6th Floor,
New Government Centre,
Port Louis
+ (230) 201 3604
wimo-dpo@mail.gov.mu

www.dataprotection.gov.mu
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