" PRESENTED BY MRS DRUDEISHA CAULLYCHURN "

W MADHUB o
DATA PROTECTION COMMISSIONER
PRIME MINISTER'S OFFICE

1 12.08




0\00




c»@or(,phshed by showmg somethmg you have

accor
such as a licence or a passport. Sometimes it also

. required something you know, such asa password
or a PIN. .\s we move into a time when we need more
secure and accurate measures, we begin to look at
nsing something you ace: biometrics.
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matl emétlcal methods apphcable to data an- Kot
proly}ems in the biological sciences.

- The term "biometrics" is derived from thkz= Greek
words bio (life) and metric (to measuré) For our use,
biometrics refers to technologies for measuring and
analyzing a person's physiological or behavioral
characteristics, such as fingerprints, irises, voice
patterns, facial patterns, and hand measuremcnts,
for identification and verification purposes.




~ Identification is determining who a person is. It involves
. taking the measured characteristic and trying to find a
match in a database containing records of people and that

characteristic. This method can require a large amount of <©

Frocessing power and some time if the database isvery =~

arge. It is often used in deczrmining the identity of a
~'suspect from crime scene information.




hey are. It mvolves takmg the measured

e charactenstlc and comparing it to the previously
- _“recorded data for that person. This metiod requires
less procgssing power and time, and is often used for
accessing places or information.




B etrlc devices consist of a reader or scanning
dem\e software that converts the gathered

mformatlon into digital form, and a database that
" stores the biometric data for comparison with
previous vecords. When converting the biometric
input, the software identifies specific points of data
2s match points. The match points are processed
using an algorithm into a value that can be
compared with biometric data in the database.




'*or Vénﬁcatlon whlle physmal blometrlcs can be»-

v\" - used for either identification or verification.
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Examples of physical biometrics include:

- Ineasur iIlg DO dy lengths (IlO longer
- analyzing fingertip patterns
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- measuring the shape of the

\™
;\.,@nalyzing features of colored ring of
v/

- analyzing h:100d vessels in the eye
- analyzing vein patterns
- analyzing genetic makeup
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inder BEtion 2 of the DPA which provides: .
persc)nal data" means -

V\&ata which relate to an individual who Sk be
1dent1ﬁec{ irom those data; or

data or other information, including an opinion
forming part of a database, whether or not recorded
in a material form, about an individual whose
identity is apparent or can reasonably be ascertained
from the data. information or opinion;”




V\v dlstlnctlve representatlon of a physmlqg:cal or
behavioral characteristic.
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sh.bn ina pnvacy-neutral fashion, and ina pnvacy—

. protective fashion. Biometric technology is what we
make it. v

. a s\ .
Biometrics are neither a protector nor an enemy of "0

privacy; instead, the type of deployment determines
the relation between biometrics and privacy.

The basic classifications of privacy are persornial and
informational.



required to venfy one’s 1dent1ty through a ﬁnger-s can
or vGice-scan can be seen as intrusive, impersonal, or
rmstrustful These objections to biometrics are based
“on personal privacy. ot

Informatwnal Privacy. A more common objection to
biometrics is based on informational privacy; how
hiometric data might be misused, tracked, linked, and
otherwise abused. Potential privacy-invasive riisuses
of biometrics are as follows:
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wledge :

- defined purposes
~ Unauthorized use - using biometric information for
_ purposes other than those for which it was criginally
o acquired Ot

Unauthorized disclosure - sharing or transmitting
biometric information without the user’s explicit X
permission

JUnique identifier — using biometric information to track
a user across various databases, to link different
identities, and to amalgamate personal data for the
purposes of stirveillance or social control



Imp\yper transmission — transmitting biometric

information in logical proximity to personal data such as
- name, address, social security number -
Forensic t:sage - using biometric information to facilitate
investigative searches, which may be categorized as

unreasonable search and seizure

Function creep - gradually using biometric data for a

variety of purposes beyond its original intention and
scope




Etle, hlgh quahty data about a person S physmal
chafacterlstlcs which needs to be treated with care.

- When we collect biometric information fl‘O”‘l a person,
we are not just collecting information abd’ut that person,
but information of that person. Biometric information
cuts across both informatioral privacy and physical
privacy. It can reveal sensitive information about us; our

health, genetic background, age and it is unique o each
of us.
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Inique biometric templates are generated every
time » user interacts with a biometric system. As
an example, two immediately successive
placements of a finger on a biometric <2vice

generate entirely different templates. and never
generate an identical template.

Therefore, for most techrologies, there is simply
a0 such thing as a 100% match. This is not to
imply that the systems are not secure .
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eclgwlogles that fac1htate mformatlon handlmg

Technologlcal neutrality does not mean that we should
“ not take into consideration technological change.

Technological neutrality allows the DPA to be adequately

flexible to accommodate technological change. o™

A privacy regime must not 2o out of date every time
‘technology changes!




of that technology which have not yet been dlscove red
in their entirety.

- Isit then wise to say that they are 100% re]\l cble?
Obwouslx not. This is why we need some\jvery strong
safeguards, both in terms of physical and technical
security safeguards to be ab!- to defeat any potential side
effects this technology may have on the privacy rights of
individuals, if we opt to use it in our daily lives, coupled

with effective ]aws such as the Data Protection Act.




ANY QUESTIONS OR
C@MMENT S5?




