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® “AN OVERVIEW OF THE LEGAL REQUIREMENTS IMPOSED
BY THE DATA PROTECTION ACT ON DATA CONTROLLERS
AND THE CCRRESPONDING RIGHTS OF DATA SUBJECTS.”

@ Presented by Mrs Drudeisha Caullychurn-Madhub , Data
Protection Commissioner, Prime Minister’s Office.

® pmo-dpo@mail.gov.mu
® 201-36-04

® 6t floor, New Government Centre
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@Data privacy is the relationshirz between collection
and dissemirnation of data, technology, the public
expectation of privacy, and the legal issues
surrounding them.

®Privacy concerns exist wherever personally
identifiable information is collectecd and stored - in
digital form or otherwise. Improper or non-existent
disclosure control can be the root cause for privacy
issues. Data privacy issues can arise in response to
information from a wide range of sources, such as:
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Healthcare records

Criminal justice investigations and proceedings
Financial institutions and transactions
Biological traits, such as genetic material
Residence and geographic records

Ethnicity

The challenge in data privacy is to share data
while protecting personally identifiable
information.
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® Defining Piivacy

® Of all the human rights in the international catalogue,
privacy is perkhaps the most difficult to define. Definitions
of privacy vary widely according to context and
environment. In many countries, the concept has been

fused with data protection, which interprets privacy in
terms of management of personal information.

® Outside this rather strict context, privacy protection is
frequently seen as a way of drawing the line at how far
society can intrude into a person’s affairs. The lack of a
single definition should nct imply that the issue lacks
importance. As one writer observed, "in one sense, all
human rights are aspects of the right to privacy.”
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® Asnects of Privacy

@ Privacy can be divided into the following separate but related
concepts:

@ Information privacy, which involves the establishment of rules
governing the collection and handling of personal data such as
credit information, and medical and government records. It is
also knewn as “data protection’;

@ Bodily privacy, which concerns the protection of people’s
bhysical selves against invasive procedures such as genetic
tests, drug testing and cavity searches;

@ Privacy of communications, which covers the security and
privacy of mail, telephones, £-mail and other forms of
communication; and

@ Territorial privacy, which concerns the setting of {imits on
intrusion into the domestic and other environments such as
the workplace or public space. This includes searches, video
surveillance and ID checks.
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® Legality

® The legal protection of the right to privacy in general -
and of data privacy in particular - varies greatly around
the world.

@ No one shall be subjected to arbitrary interference with
his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation. Everyone has the
right to the protection of the law against such
interference or attacks.

® —Universal Declaration of Human Rights, Article 12 ,
aiticle 17 of the ICCPR and article 22 of the Code Civil
Mauricien.
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@ The right to data privacy is heavily regulated and rigidly
enforced in Europe. Article 8 of the turopean Convention
on Human Rights (ECHR) provides a right to respect for
one's "private and family life, his home and his
corresrondence”, subject to certain restrictions.

® The European Court of Human Rights has given this article
a very broad interpretation in its jurisprudence. According
to the Couit's case law the collection of information by
officials of the state about an individual without his
consent always falls within the scope of Article 8.
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@ Thus, gathering information for the official census,
recording iingerprints and photographs in a police
register, collecting medical datza ur details of personal
expenditures and implementing a system of personal
identification have been judged to raise data privacy
issues. Any state interference with a person's privacy
is only acceptable for the Court if three conditions

are fulfilled:
® The interierence is in accordance with the law

@ The interference pursues a legitimate goal
@ The interference is necessary in a democratic society
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® Since, the government is not the only entity which
may pose a threat to data privacy. other citizens and
private companies, also engage in far more
threatening activities, especially since the automated
processing of data became widespread;

@ The Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data was
firstly conc'luded within the Council of Europe in
1981. This convention obliges the signatories to enact
legislation concerning the automatic processing of
personal data, which many duly did.
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@ The Europzan Union Data Protection Directives

® In 1995, the European Union enacted the Data Protection
Directive in order to harmonize member states laws in
providing consistent levels of protections for citizens and
ensuring the free flow of personal data within the
European Union.

@ The directive sets a baseline common level of privacy that
not only reinforces current data protection law, but also
establishes a range of new rights. It applies to the
processing of personal information in electronic and
manual files.
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® A Key concept in the European data protection model is
"enforceabitity.” Data subjects have rights established in
explicit rules.

@ Every Europezn Union country has a data protection
commissioner or agency that enforces the rules. It is
expected that the countries with which Europe does
business will need to provide a similar level of oversight.

«» This explains why Mauritius has also opt«d for the
creation cf a data protection commission and why our
legislation needs to be compliant with the norms
established by the EU.
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® The basic principles established by the Directive are:

@ the right to know where the data originated; the right to
have inaccurate data rectified;

@ a right of recourse in the event of unlawful processing;
and the right to withhold permission to use data in some
circumistances. For example, individuals have the right to
opt-out free of charge from being sent direct marketing
material.

® The Directive contains strengthened protections over the
use of sensitive personal data relating, for example, to
health, sex life or religious or philosophical beliefs.
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® Thea commercial and goveriiment use of such information will
generally require "explicit and unambiguous” consent of the
data subject.

@ The EU Directive on Data Protection contains a number of key
principles whicii must be complied with. Anyone processing
personal data must comply with the eight enforceable
principles of good practice, i.e, the data must be:

@ Fairly and lawfully processed.

@ Processed for limited purposes.

@ Adequate, relevant and not excessive.

@ Accurate.

® Not kept longer than necessary.

® Processed in accordance with the data subject’s rights.

® Secure.

@ Not transferred to countries without adequate protection.
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® These principles are also echoed in our legislation in
the First Schedule since they represent the
international norms on data protection and privacy.

® Definition of Personal Data:-

@ Personal data covers both facts and opinions about
the individual. It also includes information regarding
the intentions of the data controller towards the
individual, although in some limited circumstances
exemptions will apply. With processing, the definitiun
is far wider than before. For example, it incorporates
the concepts of ‘'obtaining’, 'holding and ‘disclosing.
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@ T he definition of personal data in the Data
Protection Act reads as follows:

® “personal data” means data which relates to
(a living) individual who can be identified from
those data or the data or other information,
including an opinion forming part of a
database, whether or not recorded in material
form, about an individual whose identity is
apparent or can be reasonably ascertained
from the data, information or opiniori.”
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A similar definition is contained in the EU Data Protection
Directive (95/46/EC):
“personal data” shall mean any iniormation relating to
an identified = identifiable natural person (‘Data
Subject’); an identifiable person is one who can be
identified, directly or indirectly, in particular by
reference to an identification number or to one or more
tactors specific to his physical, physiolegical, mental,
economic, cultural or social identity.

® The definition is - deliberately - a very broad one. In

principle, it covers any iniormation that relates to an
identifiable, living individual.
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® There are different ways in which an individual can
be considered ‘identifiable’. A person’s full name is
an obvious likely identifier. But a person can also be
identifiable {rom other information, including a
combination of identification elements such as
physical characteristics, pseudonyms occupation,
address etc.

® The definition is also technology neutral. It does not
matter how the personal data is stored - on paper, %ii
an IT system, on a CCTV system etc.

@ More extensive guidance on this topic is coiitained in
Opinion 4/2007 of the EU Article 29 Working Party
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® DATA PROCESSING

@ Data processing is any computer precess that converts
raw data into information or knowledge. The processing is
usually assunred to be automated and running on a
computer.

@ Because data are most useful when well-presented and
actually informative, data-processing systems are often
referred to as information systems to emphasize their
practicality. Nevertheless, both terms are roughly
synonymous, performing similar conversions.
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@ YWhat is data protection?

@ When you give your personal details to an organisation or
individual, they have a duty to keep tiiese details private and
safe. This process is known as data protection. We refer to
organisations or individuals who control the contents and use
of your personal details as ‘data controllers’.

® Most of us give information about ourselves to groups such as
government bodies, banks, insurance companies, medical
professionals and telephone companies to use their services or
meet certain conditions. Organisations or individuals can also
get information about us from: other sources. Under data
rrotection law, you have rights regarding the use of these
personal details and data controllers have certain
responsibilities in how they handle this information.
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@ When do these rights apply?

® You have the right to data protection when your details
are:
e held on a computer;
» held on paper or other manual forming part of a
structured filing system; and

« mace up of photographs or video recordings of your
image or recordings of your voice.

® What is the aim of these rights?

® Data protection rights will help you to make sure that the
information stored about ycu is:
« factually correct;
 only available to those who should have it; and
 only used for stated purposes.
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®When sheuld | contact the Data Protection
Commissioner?

@lf you are rot happy with how your details are
being used, you should contact the
orgarisation in question. If you believe that
the organisation or individual is still not
respecting your data protection rights, you
should contact the Office of the Data
Protection Commissioner to ask for help.

Wednesday, May 21, 2025 21



MATA DDNATCrTIN NCCIrrc

a ALV 1IN ) S | N N | I S

@ 1. Right to have your details used in line with data protection
regulations

@ A data controller who holds information about you must:
» get and use tiie information fairly;
» keep it for only one or more cleariy stated and lawful
purposes;
 use znd make known this information only in ways that are in
keeping with these purposes;
» keep the information safe;
» make sure that the information is factualiy correct,
complete aiid up-to-date;
« make sure that there is enough information - but not too

much - and that it is relevant;
» Keep the information for no longer than is needed for the

reason stated; and
» give you a copy of your personal information when you ask

for it.
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