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® “THIS PRESENTATION WILL OFFER"%O YOU A SIMPLIFIED
OUNDERSTANBI&G OF THE INTRICACIES OF THE DATA %
““PROTECTION ACT AND HOW THE IMPLEMENTATION OF
THIS LEGISLATION WILL AFFECT YOUR DAILY LIFE.”

%Presented by Mrs Drudeisha Caullychurn-Madhub , Data
Y Protection Q(c')ommissioner, Prime Ministefs Office.

® pmo-dpo@omail.gov.mu R
® %91 -36-04 ot°
® 6th floor, New Government Centre °
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PROTECTION COMMISSIOI;IER

Data privacy i'?%:he relationship between collection and dissemination of
data, technology, the public expectation of privacy, and the legal issues
surrougding them.

Priv&‘{/ concerns exist wherever personally identifiable information is
collected and stored - in digital form or otherwise. Improper or non-existent
disclosure control can be the root cause for privac&e%sues Data privacy
issues can awe in response to information from a wide range of sources,

such as:
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Healthcare records

iminal justice investigations and proceedings"QO
Financgg_l institutions and transactions
Biological traits, such as genetic material
Residence and geographic records*°
Ethnicity & <
The challenge in data privacy is to share data
while protecting personally identifiablege
information. _
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@ Defining Privacy

® Of all the humah rights in the international catalogue, privacefO
s perhaps the most difficult to define. Definitions of privacy
vary widely according to context and environment. In many
countfies, the concept has been fused with data protection,
cyvhich interprets privacy in terms of management of personal
OQ 1 oQ
information.

o Outside thi¥' rather strict context, privacy protection is o
frequently seen as a way of drawing the line at how far socﬁgty
can intrude into a person’s aﬁ%irs. The lack of a single
Yefinition should not imply that the issue lacks importance. As
one writer observed, "in one sense, all human rights are
aspects of theogight to privacy.”

QO
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© Aspects of Privacy of

@ Privacy can be g;joided into the following separate but related o*°
oaconcepts:

@ Information privacy, which involves the establishment of rules
governing the collection and handling of personal data such as credit
information, and medical and government records. It is also known
as "data protection’; .

0
® Bodily privacy, which concerns the protection‘of people’s physical
selves agai nvasive procedures such as genetic tests, drug testing
and cavity searches; o*°

® Privacy of communications, which covers the security and privacy
mail, telephones, e-mail and other forms of communication; and

® Territorial privacy, which concerns the setting of limits‘n intrusion
into the domestic and other environments such as the workplace or
public space. This includes searches, video surveillance and ID
checks. © = ‘
oQ OQ )
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® Legality o
L

®.The legal proféction of the right to privacy in general
°*and of data privacy in particular - varies greatly around
the wosld.

® No one shall be subjected to arbitrary interference with

+his privacy, family, home or correspondetice, nor to
attacks upen his honour and reputation. Everyone has the
right to the protection of the law against such or°
interference or attacks. «°

@LQOUniversal Declaration of Human Rights, Article 12 ,
article 17 of the ICCPR and article 22 of the Code Civil
Mauricien. °
o° «° of
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o¥

@oThe right to 8%\ta privacy is heavily regulated and rigidly
enforced in Europe. Article 8 of the European Convention
on Hufflan Rights (ECHR) provides a right to respect for
one's “private and family life, his home a@d his
correspond%nce subject to certain res?rlctlons

® The European Court of Human Rights has given this artigle
a very broad interpretatior®in its jurisprudence. According
€0 the Court's case law the collection of lnforn'@tlon )Y
officials of the state about an individual without his

consent alway# falls within the scope of Article 8.
o° «° of
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® Thus, gathering information for the official census, =
<;ecordmg fmé‘rprints and photographs in a police of

o register, collecting medical data or details of personal
expenditures and implementing a system of personal
<;dentlflcatlon have been judged to raise data privacy
issues. Any state interference with a pe?%on S privacy is
only acce[ytable for the Court if three conditions are -0

fulfilled: O v
@Fhe interference is in accordance with the law

Q©
® The interference pursues a legitimate goal Y

® che interferefi¢e is necessary in a democratic soc1ety
%)
o° o°
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® The government is not the only en‘fity which may pose a
threat to dat#‘privacy. Other citizens, and private o
companies most importantly, engage in far more
threaténing activities, especially since the automated
(Processmg of data became widespread;

® The Convenr,lon for the Protection of Individuals with
regard to Automatic Processing of Personal Data was «°
firstly concluded within the>Council of Europe in 1981.
Fhis convention obliges the signatories to enact
legislation concerning the automatic proceSSIﬁg of
personal dat%,cwhlch many duly did.
o° «° of
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® The European Union Data Protecthon Directives
@dn 1995, the Eilropean Union enacted the Data Protectloﬂ
Directive in order to harmonize member states’ laws in
providing consistent levels of protections for citizens and
@nsurmg the free flow of personal data Wdthln the
European Uglon

® The dlrectlve sets a baseline common level of privacy that
not only reinforces currenk@ata protection law, but also
@stablishes a range of new rights. It applies to y;l
processing of personal information in electronic and

manual files.°
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® A key concept in the European data protection model is 4
s'enforceabilibif.)' Data subjects have rights established in®*

explicit rules.

® EveryEuropean Union country has a data protection
commissioner or agency that enforces the rules. It is

. : ; : R
expected that the countries with whichEurope does
business will need to provide a similar level of oversigh&o

® This explains why Mauritiuschas also opted for the
¢reation of a data protection commission and why our
legislation needs to be compliant with the norms
established by‘the EU.

oQO OQO OQ
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® The basic principles established by,the Directive are:

® the right to kpow where the data originated; the right tqg°
«*have inaccurate data rectified;

® a righof recourse in the event of unlawful processing;
and the right to withhold permission to use data in some

*¢ircumstances. For example, individualsfiave the right to
opt-out fre® of charge from being sent direct marketing
material. of

® khe Directive contains str%ngthened protectlons over the
use of sensitive personal data relating, for exaffiple, to
health, sex llfQ% or religious or philosophical beliefs.
)

®_o©0
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@ The commercial and government use ¥t such information w1[l
generally requike "explicit and unambiguous” consent of the
cdata subject. ©

‘® The EU Directive on Data Protection contains a number of key
pnnCI#lres which must be complied with. Anyone processing
personal data must comply with the eight enforceable
<pr1nc1ples of good practice, i.e, the data mggt be:

® Fairly and lagvfully processed.

o Processed for limited purposes.

@ Adequate, relevant and not gzscesswe

© A€curate.

@ Not kept longer than necessary. o
® Processed in accordance with the data subject’s rights.

® Sgcure. o <°
oNot transferred to countrieS’ w1thout adequate protection.
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® These principles are also echoed irv6ur legislation in the
First Schedulgcsmce they represent the international = ©
o*horms on data protection and privacy.

® Definition of Personal Data:-

® Personal data covers both facts and oplmons about the

**individual. It also includes information ﬁégardmg the
intentionssdt the data controller towards the individual,
although in some limited circumstances exemptions WIW
apply. With processing, th® definition is far w1der than
before. For example, it incorporates the concebts of
‘'obtaining/, hggjmg and 'disclosing'.

o
oQO OQO OQ
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® The definition of personal data in tfié Data Protection Act
reads as folloyss: o°

S ‘personal data” means data which relates to (a living)
individual who can be identified from those data or the
data or other information, including an opinion forming

*part of a database, whether or not recosded in material
form, abowfan 1nd1v1dual whose identity is apparent or
can be reasonably ascertalnoed from the data, informatidn
Q6 opinion.’ of

o *°
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A similar definition is contained inthe EU Data Protection
Directive (954%6/EC): ot
**personal data” shall mean any information relating to
an identified or identifiable natural person (‘Data
Subjégt’); an identifiable person is one who can be
.ddentified, directly or indirectly, in partigular by
reference tg an identification number or to one or more
factors spécific to his physical, physiological, mental, .o
economic, cultural or socia&bidentity. >
@Fhe definition is - delibergtely - a very broad one. In
principle, it covers any information that relatés$ to an
identifiable, (l)g;ging individual.
O

o
0? OQO OQ
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@ There are different ways in which aQn individual can be
OconSIdered ‘identifiable’. A person’s full name is an S
" obvious likely identifier. But a person can also be
identiffable from other information, including a
comb1nat1on of identification elements such as physical
*e characterlstoms pseudonyms occupatlorPQ address etc.

® The definition is also technology neutral. It does not «°
matter how the personal d@ta is stored - on paper, on an
4P system, on a CCTV system etc. e

® More extensive guidance on this topic is contained in
Opinion 4/20Q7 of the EU Article 29 Working Party

oQO OQO OQ
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@ DATA PROCESSING O

@cpata processm?g is any computer process that converts data o
%“into information or knowledge. The processing is usually
assumed to be automated and running on a computer.

® Because data are most useful when well- presented and

o actually informative, data-processing systefhs are often
referred tosds information systems to emphasize their
practicality. Nevertheless, both terms are roughly synonymdﬁs
pgrformmg similar conversuﬁis data-processing systems
<11.yp1cally manipulate raw data into information, ane likewise
information systems typically take raw data as input to

produce inforgsation as output. :
o° «° of
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® What is data protection? o

© When you givegfour personal details to an organisation or ~ °

wqndividual, they have a duty to keep these details private ané)
safe. This process is known as data protection. We refer to
organjsations or individuals who control the contents and use
of your personal details as ‘data controllers’.

@Most of us give information about ourselvesgdo groups such as
government bodies, banks, insurance companies, medical
professionals and telephone companies to use their services or
meet certain conditions. Organisations or individuals can alsd
get information about us frastY other sources. Under data
Protection law, you have rights regarding the use of these
personal details and data controllers have certain®”

responsibilities én how they handle this information.
\'{
> o °©
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® When do these rights apply? of

® You have the rght to data protection when your details are: ot°
%% held on a computer;

« held on paper or other manual forming part of a structured

filing $ystem; and

¢ made up of photographs or video recordingé of your image or
“recordings of your voice. ©

© What is theaim of these rights? o0

@ Data protection rights will h%tp you to make sure that the v
information stored about yoU is:
« factually correct; o°
 only available to those who should have it; and
« only used fog:Stated purposes.
o° «° o
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® When should | contact the Data Protection Commissioner?

OQO OQO OQO

@ If you are not happy with how your details are being used,
you sHould contact the organisation in question. If you

oqcbelieve that the organisation or individ%@é is still not
respectin%&wur data protection rights, you should contact

the Office of the Data Protection Commissioner to ask fe?

help. °
ot°
ot
ot° %
o° «° of
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® 1. Right to have your details used in line With data protection
regulations ©° o°
@A data controller who holds information about you must:
» get and use the information fairly;
« keepsit for only one or more clearly stated and lawful purposes;
« use and make known this information only in ways that are in
%keeping with these purposes; o°
« keep the information safe;
« make surethat the lnformation is factually correct, complete ar@,
up -to-date;
ake sure that there is enougﬂ? information - but not too much -
ﬁ?nd that it is relevant;
» keep the lnformatlon for no longer than is needed for" the reason
stated; and
oglve you a cop?r of your persorg)al information when you ask fogrdt
o o
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@ 2. Right to information about your pe??)%nal details

® Data controlleg®who obtain your personal information must °

~%Bive you:
« the name of the organisation or person collecting the
inforrgation or for whom they are collecting the information;
» the Feason why they want your details; and

. any other information that you may need to make sure that

" they are handling your details fairly - for eXxample the details
of other orgéhisations or people to' whom they may give your
personal details. *°

® If an organisation or individust Fets your personal details from
eone else and not directly from you, they must tell you
which details they hold and give you the name of the original
data controller.
of°
o *°
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® 3. Right to access your personal details of

® You can ask forg@“opy of all your personal details by filling in the ot°
«*request for access to personal data form to be sent to any
organisation or person holding these details on a computer or in

manualcform.

@ You can also ask the data controller to inform you of any opinions
o*given about you, unless the data controller considers that the
opinions areogmnfidential. Even in such cases, your right to such
information will usually be greater than the right of the person w
gave this opinion in private. Thisyright does not apply, however, in a
P\ R
small number of cases where iP'could harm certain interests - for
‘©xample when someone is investigating an offence. «°

@ You should also be informed of, and given the chance to object to,
any decisions aQ@Jt you that are automatically generated by a
0Qc)mputer without any humané&wolvement. o*°
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@ 4. Right to know if your personal detaﬁs are being held

@df you think thit an organisation or individual may be hold1ng°
% some of your personal details, you can ask them to confirm
this within 28 days. If they do have personal details about
you, they must tell you which details they hold and the
o*Teason why they are holding this informaties’

® 5. Right to«¢hange or remove your details

@ If you discover that a data cogtroller has details about you
tjmat are not factually correé’t you can ask them to change
or in some cases, remove these details. of°

QO

O o s
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@ Similarly, if you feel that the orgamsa‘hon or person does not
have a valid redson for holding your personal details or that ot®

o9 they have taken these details in an unfair way, you can ask
them (t)@change or remove these details.

@ In both cases, you can fill in the form to be sent to the
otOrganisation or person, explaining your cong€rns or outlining
which detait® are incorrect. Within 28 days, the organisation

must do as you ask or explain why they will not do so. o°
QO
o :
of°
Q0
o ¥ QO

° »
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@ 6. Right to prevent use of your persoﬁ);l details

® ~You can also ask a data controller not to use your personal o

o detalls for purposes other than their main purpose - for
exampie for marketing. You can do this by simply writing to
the organisation or person holding your details and outlining

o*Your views. Within 28 days, they must do as*Jou ask or explain
why they wjt? not do so.

O

oft°
o
o oF
o®
oft°
ot° %
0?0 OQO QQ
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@ How do | request access to my deta1l59

@ ~You must fill in*the request for access to personal data form o
WhICh will be shortly available on the website of the office,
www.dataprotection.gov.mu and on the government portal in
the section “download forms” as well as in GN 22/09, i.e the

o*Data Protection Regulations 09 which have ¢8me into force on
the 16* of#ebruary 09.

@ You must then send this form to the data controller who mL@&
cgmply with it within 28 day§, subject to certain exceptions

Drovided in the law." <
o
Q
OQ OQ )
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@ 7. Right to remove your details from a direct marketing

list of° o
\'s
© If a data controller holds personal details about you for
directttharketing purposes, you can ask them to remove
your details. You can do this by writing to, the organisation

¥ or person hglding these details. They must let you know
within 28 8Qays if they have dealt with your request. «°
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® 8. Right to object of

® A data controld&r may intend to use your details for official ot°

o‘?opurposes, in the public interest or for their own interests. If
you feel that doing so could cause you unnecessary damage or
distress, you may ask the data controller not to use your
personal details. This right does not apply if;,

9 you have already agreed that the data cdiitroller can use
your details:” 5
« a data controller needs your details under the terms of a o
contract to which you have géteed;
o election candidates or political parties need yougéjetails for

electoral purposes; or 9
» a data contr%uer needs your details for legal reasons.
0
o QO

° »
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@ You can also object to use of your personal details for
Odlrect marketifng purposes if these details are taken fror®
“the electoral register or from information made public by
law, sweh as a shareholders’ register. There is no charge
for objecting.

$9. Right to greedom fram automated detsion making

® Generally, lmportant decisions about you based on yourg©
personal details should haye a human input and must not
$Be automatically generated by a computer, unless you
agree to this. For example, such decisions maoy be about

your work pesformance, creditworthiness or reliability.
oQO OQO OQO
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@ 10. Right to refuse direct marketing calls or mail

@df you do not Wwant to receive direct marketing telephone cal&
Y you should contact your service provider. They will make a
nhote Qfcyour request in the National Directory Database (‘opt-
out’ register). If you have not included your phone number in

o*this register, you can also refuse such callsdsy simply asking
the caller Qoft to phone you again. An organisation must get
your permission before they contact you by fax machine or «*°
agtomated dialling for direct*tharketing purposes.

oAn organisation must also get your permission befgie they send
marketing emails to your computer or before they send

marketing textcfhessages to your mobile phone. 5
oQO OQO OQ
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® Are you a data controller? of

olf you, as an #tdividual or an organisation, collect, stores®

“or process any data about living people on any type of
computer or in a structured filing system, then you are a
data ¢ontroller. In practice, to establish whether or not

sYou are a data controller, you should asks°do you decide
what infor(gamation is to be collected, stored, to what use it
is put and when it should be deleted or altered. &°

® Bgcause of the serious legaP responsibilities attached to a
dlata controller under the Act, you should seek che advice
of the Commissioner if you have any doubts as’to whether
or not you area data controller in any particular case.

o 0 o°

of o°
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® What are your responsibilities as a déta controller?

® You have certaifi key responsibilities in relation to the of

o*Information which you process. These may be summarised in
terms of the eight fundamental rules which you must follow.
TheseSfules which are detailed in this guide apply to all data
gcontrollers. Certain categories of data contrgllers are also

““obliged to register with the Data Protectiofi‘Commissioner. This
is a separat@ legal requirement and in no way obviates the A
need to comply with the requirements of the Acts having soc*
registered. of°

®There are some specific requirements on which more details
can be found on our website, in various annual reports of the
Data Protectio(@cﬁommissioner or by contacting this Office
oq&rectly. <° o°
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® These include: o 4
@dhe obllgator?f requirement on certain categories of data P

controllers to register with the Data Protection
Comniissioner. Guidance notes of Registration for Data
&ontrollers will also be made available sfprtly from this
% Office. If yQu are required to register afid are not it is
illegal to ﬁrocess personal data. &

® the specific requirements fér marketing by phone, e-mail,
fax or other electronic means, including text message,
are also covered.

® the processing“of publicly avallable information for otlger
qSurposes including dlrectOPnarketmg are also covered®

4/23/2025
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® How do you as a data controller erisure compliance with
the law? ° of

$ You must make yourself aware of your data protection
respo&sibilities, in particular, to process personal data
fairly. You should ensure that your staff are made aware

»Of their responsibilities through approprigte induction
training wi;h refresher training as necessary and the
availability of an internal data protection policy that is°
relevant to the personal data held by you. An internal
policy which reflects the eight fundamental dat@
protection rules and applies them to your orgahisation,

O

which is enforced through supervision and regular review

oggd audit, is 9 valuable cg?g\pliance tool. ©°
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® How is the Act enforced? 0

@oThe Commlss?%ner s role is to ensure that those who ke ?)
personal data comply with the provisions of the Act. She
has asWide range of enforcement powers to assist her in
@nsurmg that the principles of data prote&tlon are being
" observed. Tgese powers include the seerg of legal
notices co?npelllng data controllers to provide lnformatlgm
needed to assist his enqum;es and compelling a data
gontroller to implement one or more prov1s1ons of the Act
in a particular prescribed manner. of

o
oQO OQO OQ
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® She may investigate complaints made by the general
CPublic or cargyPout investigations proactively. She may, for’
ov'example, authorise officers to inspect the type of
personal information kept, how it is processed and the
secur’?%y measures in place in compliance with the power
&0 carry out security checks and compliance audits. You
and your sg@ff are required to co-operal?e fully with such

officers. o0

Y
® A data controller found guilty of an offence under the Act
js°liable to imprisonment. -

® The Commissioner also publishes an annual report which
names, in certain cases, those data controllers that were
ogbe subject of investigatigm or action by his Office. °
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® The Eight Rules of Data Protection of

® You must.., ;0 o*°
+*© @ 1. Obtain and process information fairly

® 2. Keep it only for one or more specified, explicit and
lawtll purposes

® 3. Use and disclose it only in ways compatible with
OQO these purposes OQO

® 4. Keep lt,csafe and secure

® 5. Keep it accurate, complete and up-to-date

® 6. Ensure that it is adequate,g relevant and not
QO excessive

® 7. Retain it for no longer than is necessary for the OQO
purpose or purposes

® 8. Give a cc)éasb of his/her personal data to an
2O individual, on request 2O
0 0
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@ 1. Obtain and process information ?alrly

@oTo fairly obtéﬁ'l data the data subject must, at the time *
the personal data is being collected, be made aware of:

® the ndme and address of the data controller;
@the fact that the data is being collected;°
® the purpos#’in collecting the data;

@ the identity of any represeqratatlve nominated for the
purposes of the Act; v

® the persons or categories of persons to whom the data
may be disclosed;

O

O

of°

O
oQ OQO OQ
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® whether replies to questions askedare voluntary or
obligatory and the consequences of not providing replies
O .
.do those questions;

® The consequences for the data subject if all or part of the
requeﬁ?ed data is not provided;

@dhe right to rectify their data if inaccurate g5 processed
0 ey 0
unfairly;

® In addition? where the personal data is not obtained from theo
data subject, either at the time their data is first processed’ or
ab the time of disclosure to ® third party, all the above
information must be provided to the data subjectafid they
must also be informed of the identity of the original data
controller frogpWhom the information was obtained and the
Lategories of data concernegh oft°
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® To fairly process personal data it miust have been fairly
obtained, andv‘the data subject must have given consents®”
+*to the processing; or

® the pggcessmg must be necessary for one of the following
reasons -

@the performance of a contract to whichothe data subject
is a party;«°
@ in order to take steps at the request of the data subJecftQo
prior to entering into a coritract;
@%o protect the vital interests of the data; °
® for the admlmgtratlon of justice;

© Ip the public Ynterest. O &

4/23/2025 42



THE OFFICE OF THE DATA PROTECTION
COMMISSIONER  +° :

of°

® 2. Keep it only for one or more speciﬁ%%, explicit and lawful
purposes o

Q
@%ou may only Reep data for a purpose(s) that are specific,
lawful and clearly stated and the data should only be
processed in a manner compatible with that purpose(s). An
individual has a right to question the purpose for which you
.hold his/her data and you must be able to identify that
Y purpose. %

o To comply With this rule:

® In general a person should know the reason/s why you are
ollecting and retaining their’ data.

® "The purpose for which the data is being collectedghould be a
lawful one

© You should be@ware of the different sets of data which you
Okeep and specific purpose %gceach. «°

o'

of°
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@ 3. Use and disclose it only in ways @?ompatible with these
purposes o*° ot
® Any use or disclosure must be necessary for the
purp%se(s) or compatible with the purpose(s) for which
you collect and keep the data. You should ask yourself
sWhether the data subject would be surpgised to learn that
a particul%;ouse of or disclosure of their data is taking
place. °

® A key test of compatibilitysis:

O
o%o you use the data only in ways consistent with the
purpose(s) for which they are kept?

® do you discles? the data only in ways consistent with that
{Purpose(s)? or° o
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® The rule, that disclosures of information Must always be compatible
with the purpose(s) for which that information is kept, is lifted in 2©
oacertain restrictéd cases by Section 52 of the Act. Examples of such
cases would include some obvious situations where disclosure of the
infornﬁation is required in connection with legal proceedings or for
obtaining legal advice or for the purpose of defending legal rights.

&Any processing of personal data by a data procgsSor on your behalf
must also be undertaken in compliance with the Act. This requires
that, as a m??\imum, any such processing takes place subject toa _g

; cee OF
contract between the controller and the processor which specifies
the conditions under which thesdata may be processed, the security
Tonditions attaching to the processing of the data and that the data
be deleted or returned upon completion or terminatiofi of the
contract. The data controller is also required to take reasonable
steps to ensurec®ompliance by t(t)le data processor with these o0

<ﬁ.9quirements. of ©
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® 4. Keep it safe and secure of

® Appropriate segurity measures must be taken against of

o*Unauthorised access to, or alteration, disclosure or destruction
of the data, and against their accidental loss or destruction.
The séCurity of personal information is all-important, but the
key word here is appropriate, in that it is more significant in

““some situations than in others, depending &h such matters as
confidentiafity and sensitivity and the harm that might result
from an unauthorised disclosure. ot

® I;I@gh standards of security av%? nevertheless, essential for all
‘Personal information. The nature of security used Jay take
into account what is available technologically, the cost of
implementati%@oand the sensitivity of the data in question.

o «© *°
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® A minimum standard of security would include the 4
Ofollowmg of° o

'® access to central IT servers to be restricted in a secure
locatish to a limited number of staff with appropriate
<procedures for the accompaniment of g -authorised
% staff or congractors

® access to any personal data within an organisation to b@zo
restrlcted to authorised staff on a ‘need-to-know’ basis in
dccordance with a defined policy; o0

® access to computer systems should be password protected
w1th other factors of authentlcatlon as appropriate to (;he
<§en51t|v1ty of the informatidn;
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® There should be strict controls on the downloading of
CPersonal datasfrom an organisation’s IT system. Such <°
o¥'downloading can easily be blocked by technical means
(disabling drives etc)
®A log§ing and reporting system is an important tool in

sassisting the network administrator in identifying abuses
and develgpaing appropriate responses.

® Encryption of

® Epcrypting (“scrambling” }o¥ata can add a further useful
<{‘f‘zlyer of security. It can be considered an essential
measure where personal data is stored on a portable
device. As with passwords, this measure is pointless
Jdhless the key to decryptthe data is kept secure. ot®
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® Anti-Virus Software s

@cAntl -Virus soﬂ?ware is not only required to prevent
infection from the internet (either e-mail or web-
sourced). Viruses may also be introduced from portable
@ewces such as memory sticks - a furtheg reason for
strlctly llmlglng their use. No anti-virus Y)ackage will
prevent all’ infections, as they are only updated in <°
response to infections. It 1§oessent1al that users update
stich software on a regular basis, but also keep Xlgllant for
potential threats. A policy of not opening e- -mail
attachments gqmm unexpected sources can be a useful
Jvay of preventing infectign. of
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® Firewalls

QCA firewall is @ssentlal where there is any external
connectivity, either to other networks or to the internet.
It is important that firewalls are properly configured, as
they are a key weapon in combating unatéthorlsed access

ot
attempts. T(;\e importance of firewalls has increased as
orgamsat18ns and individuals increasingly avail O
of "always-on" internet cogmectlons exposing themselves
40 a greater possibility of attack.

ot°

o *°
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ot©
® Automatic screen savers

@cMost systems"%ﬁlow for screensavers to activate after a
period of inactivity, on the computer. This automatic
activation is useful as the alternative manual locking of a
Cyvorkstatlon requires positive action by th)e user every
“time he/ sh% leaves the computer unatt&nded. Regardless
of which rfiethod an organisation employs, computers «°
should be locked when una;ctended This not only applles
40 computers in public areas but to all computgrs It is
pointless having an access control system in pf’a\ce if
unattended cemputers may be accessed by any staff
Jnember. & o°
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® Logs and Audit trails u

O
@dt is of coursé’pointless having an access control system
\Y, . : : : g
and security policy if the system cannot identify any
potensfial abuses. Consequently, a system should be able
to identify the user name that accessed a file, as well as
R : N
the time of? the access. A log of alterations made, along
with authdr/editor, should also be created. Not only cano
. . ; B : SEQ
this help in the effective agdministration of the security
system, its existence should also act as a deterrent to
those staff tempted to abuse the system. of

ot°

0
«© & N
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® The Human Factor of

® No matter what“technical or physical controls are placed on at°

o‘?osystem, the most important security measure is to ensure that
staff are aware of their responsibilities. Passwords should not
be written down and left in convenient places; passwords
Should not be shared amongst colleagues; unexpected e-mail

“attachments should not be opened unless fir'st screened by
anti-virus ssftware.

@ Certification oF

o
@{5@ 27001 is an information ?%anagement standard approved by
he International Organisation for StandardisationH a body is
certified to be ISO 27001 compliant, it would demonstrate
compliance witl the security requirements of the Data
Protection Act

O

° of°
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® Portable Devices VS

o laptops, persbhal organisers and other form of portable@‘20

“*devices are especially vulnerable, as there is not only a
higher,sisk of theft, but also a new risk of accidental loss.
It would be a sensible precaution not only to have

~@adequate security measures, but also todimit what data
are placeq)qon such machines in the first place.

® Where a data controller considers it essential to store «°
pgrsonal data on a portablg”device, encryption of the
device to a standard that makes it impossible tg access
the data without the encryption key should be’the
norm. Such personal data should be deleted from the
(p@rtable device as soon aécpossible. . °
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® Back-up systems 0

@cA back up sy§§em is an essential means of recovering frofn
the loss or destruction of data. While some system should
be inglace, the frequency and nature of back up will
depend, amongst other factors, on the or(gamsatlon
concerned %nd the nature of data being’ processed The
security standards for back- -up data are the same as for «°

live data. 0
ot°

ot
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@ Remote Access ot
© Where a workgi©is allowed to access the network from a o°
wYemote location (e.g. From home or from an off-site visit),
such access is creating a potential weakness in the system.
Therefgre, the need for such access should be properly
assessed and security measures reassessed before remote
J@access is granted. o

® Wireless networks

® Access to a’server by means of a wireless connection (such aso

infrared or radio siﬁnals) can expose the network to novel
ans of attack. The physical environment in which such

%ystems are used may also be a factor in determining any
weakness in the system security. As with remote access,
wireless networks should be assessed on security grounds
r%ther than sotély on apparer&t ease of use.
o o
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® Physical Security

@cPhysma secu?ﬁy includes issues like perimeter security
(office locked and alarmed when not in use); computer
locatish (so that the screen may not be viewed by
(gnembers of the publlc), and secure dlspQ§al of records
(effectwe y)ﬂplng ' of data stored electr%mcally, secure
disposal of" paper records).

ot°
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@ The Data Protection Act does not deté‘?lospeaflc security
measures that asData Controller or Data Processor must have o
dn place. Rather section 27 of the Act places an obligation on

Y persons to have appropriate security and organisational

measugges in place to prevent "unauthorised access to,

alteration, disclosure of, accidental loss and destruction of the

éjata n hlS control.”

® However, when determining measures, a nﬁmber of factors
need be tal®h into account:

@ The state of technological development o*
@ The cost of implementing nﬂ?asures

©The harm that might result from unauthonsed or usttawful
processing;

® The nature of fe data concerned;
o the special risks that exist igpthe processing of the data. o*°
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® 5. Keep it accurate, complete and up- to date
©6Apart from ens‘imng compliance with the Act, this requ1reme’ﬂ9t
% has an additional importance in that you may be liable to an
individwal for damages if you fail to observe the duty of care
provision in the Act applying to the handling of personal data
o*which tends to arise substantially in relatiasi“to decisions or
actions base€é on inaccurate data. In addition, it is also in the
interests of your business to ensure accurate data for reasons’
of eff1c1ency and effective detision making.

©<a'?o comply with this rule you should ensure that: ©

@ your clerical and computer procedures are adequate with
agproprlate Créss- -checking to ensure high levels of data o0
@ccuracy; o v
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® the general requ1rement to keep personal data up-to- date
Qchas been fulls?‘examined:; o
\Y,

@ appropriate procedures are in place, including periodic
review‘and audit, to ensure that each data item is kept
<yp -to-date.

@ Note: o0
V)

® The accuracy requirement does not apply to back-up
dgta that is, to data keptOnly for the specific and
{imited purpose of replacing other data in the gvent of

their being lost, destroyed or damaged.
o‘?o

of©

O
oQO OQO OQ
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® 6. Ensure that it is adequate, relevant and not excessive 4
@oYou can fulfll"ﬁus requirement by making sure you are o
seeking and retaining only the minimum amount of
persoial data which you need to achieve your purpose(s).
OYou should decide on specific criteria by yhlch to assess
% what is adeguate relevant, and not excessive and apply
those critéfia to each lnformatlon item and the purpose/s
for which it is held. <

o0 comply with this rule you should ensure thagahe
information sought and held is:

o
oQO OQO OQ
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@ adequate in relation to the purpose/s for which you 4
_sought it; of° o
\Y,

@ relevant in relation to the purpose/s for which you sought
| S

ggcnot excessive in relation to the purpose({@ for which you
sought it. «°

® A periodic review should be carried out of the relevance®
of the personal data sought“from data subjects through
the various channels by which information is cgtlected,
i.e. forms, website etc. In addition, a review should also

be undertakesi“on the above basis of any personal ;
dfiformation already helds*° ©
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@ 7. Retain it for no longer than is necessary for the purpose
Pr purposes ot® Sl
® This requirement places a responsibility on data
contreflers to be clear about the length of time for which
@ata will be kept and the reason why thenformation is
i being retaIQ)ed It is a key requirement 8?f the Data
Protectior’Act as personal data collected for one purpOS@
cannot be retained once tI;;at initial purpose has cease
£Qually, as long as personal data is retained the _full
obligations of the Act attach to it. If you don’ fﬁwold it

anymore theQsthe Act does not apply.

0
«© & N
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@ You should assign specific responSIB‘;hty to someone for
Oensurmg thatfiles are regularly purged and that personaﬂQO
information is not retained any longer than necessary.
This ¢cah include appropriate anonymisation of personal
data after a defined period if there is a need to retain
*hon- personal data. *°

®To complyOWIth this rule you should have:

®a deflned policy on retention periods for all items of
Personal data kept; O

® management, clerical and computer procedures in place

to implementSuch a policy.
oQO OQO OQ
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@ 8. Give a copy of his/her personal data to that individual,
O request o o

©0n making an access request any individual about whom
you ke€p personal data is entitled to:

Q@ copy of the data you are keeping abougohim or her;
® know the gategories of their data and your purpose/s for

processing it; ot©
® I§eow the identity of those*to whom you disclose the data;
o*°
ot°
o° «° ot
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@ know the source of the data, unless it is contrary to 4
daubllc interest’ of

‘© know the logic involved in automated decisions;

o data Held in the form of opinions, except where such

oq@plmons were given in confidence and eyen in such cases
where the  person ’s fundamental rights suggest that they
should access the data in question it should be given. ©

® |tolS important that you have clear co-ordinated
‘brocedures in place to ensure that all relevangqmanual
files and computers are checked for the data in respect of

which the ace®ss request is being made.
oQO OQO OQ
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® In response to an access request you must: 2
@csupply the ln‘f‘f)rmatlon to the individual promptly and o

within 28 days of receiving the request;

® provm% the information in a form which will be clear to
cthe ordinary person, e.g. any codes musgcbe explained.

@ If you do net keep any information about the individual
making the request you should tell them so within the 28
dgys However, the fee must be refunded if you do not
%omply with the request, or if you have to rectify,
supplement or erase the personal data concerned.

® o

o0

o® o ot

o'
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@ If you restrict the individual’s right oP%ccess in accordance
with one of th@%¥ery limited restrictions set down in the Act,o?°
OQOyou must notify the data subject in writing within 28 days and
you moqgt include a statement of the reasons for refusal.

@ Transferring Personal data Abroad

#'An area of concern for many data controlle¥s are the
requirement$ necessary for the transfer of data abroad. Therg
are special conditions that have to be met before transferrifig
Qgrsonal data outside MauritfUs. This is termed a finding of
‘adequacy. In such a case, one of the following congitions must
be met if a transfer is to take place. Either the transfer must
be: of°

O o QO

o<onsented to by the data subject; or v

4/23/2025 68



THE OFFICE OF THE DATA PROTECTION |
COMMISSIONER  +° :

ot°
of®
QO
Qdecessary foPQtohe performance of a contract between thé
data controller and the data subject; or

® nece§§§ry for the taking of steps at the request of the
.slata subject with a view to his or her entering into a
o : o
contract vg& the data controller; or

® necessary for the conclusion of a contract between thex°
data controller and a thirdeparty, that is entered into at
the request of the data subject and is in the interests of
the data subject, or for the performance of such a

contract; or o¢°
oQO OQO OQ
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@dn the pubhc‘ﬁwterest to safeguard public security or
national security; or

® authofised by the Data Protection Commissioner, on such

< .terms as may be approved by the Comm@sloner as
ensuring th@ adequate safeguards for the protection of
the rights of the data subjects, for instance,the approvab
of a contract which is basgé@ on EU model contracts or the
$ransfer is by a US company which is certified 3s what is
known as Safe Harbor compliant.

O
oQO OQO OQ
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® Powers of the Data Protection Commissioner

O
égdnvestigatioﬁﬁ by the Data Protection Commissioner

® the Commissioner must investigate any complaints which
O . - §r
she réteives from individuals who feel that personal
.dnformation about them is not being treated in
0 . R -
accordancedwith the Act, unless she is of the opinion that

ot°

such complaints are “frivolous or vexatious". *°
® The Commissioner’s Decisi®h can be appealed to the ICT
Fribunal. <
Q0
QO > o <©
O o¥ A
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® The Commissioner may also launch investigations on her
own initiative? where she is of the opinion that there S
might be a breach of the Act, or where she considers it
approptiate in order to ensure compliance with the
Act In practice, the investigations to ensure compliance

*take the forom of privacy audits. oF

® The data controller gets advance notice and the aim of co
the privacy audit is to assist in improving data protection
practices. It is only in the event of serious breaOches
being discovered or failure of the data controller to

implement regpmmendations that further sanctions would
be considered. 0 *°

o'

o'
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® The Commissioner’s Power to Obtaiit‘Information

® the Data Protegtion Commissioner may require any person toe®
w%Provide her with whatever information the Commissioner
needs to carry out her functions, such as to pursue an
invesglgation. The Commissioner exercises this power by
providing a written notice, called an "information notice”, to
-&he person. QO

® A person th receives an information notice has the right to
appeal it t&°ICT Tribunal. o0

® Failure to comply with an information notice without e
reasonable excuse is an offerice. Knowingly to provide false
fhformation, or information that is misleading in a material
respect, in response to an information notice is artY offence. No
legal prohibitiop may stand in the way of compliance with an

information netice. %
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® The Commissioner’s Power to Enforée Compliance with the
Act 0
\¢

@The Commissioner may require a data controller or data
processor to take whatever steps the Commissioner considers
appropxiate to com{)ly with the terms of the Data Protection
Act. Such steps could include correcting the data, blocking the

.&ata from use for certain purposes, supplementing the data

0 . « . .
with a statement which the Commissioner approves, or erasing
the data aldigether.

@ The Commissioner exercises this power by providing a writén
notice, called an "enforcemetit notice”, to the data controller
©r data processor. A person who receives an enforcement
notice has the right to appeal it to the ICT Tribunat.

e It is an offence fto fail or refuse to comply with an
egforcement notice without (r)easonable excuse.

ot of

ot°
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® The Commissioner’s Power to Prohibit Overseas
QOTransfer of PéFsonal Data of
®As already mentioned before,the Data Protection
Comnissioner may prohibit the transfer of personal data
Cfrom the State to a place outside the State.
o'
®ln conSIderaag whether to exercise this power, the
Commissioner must have regard to the need to facilitatgo

lnternatlonal transfers of jsfformation.

@‘ﬁ: is an offence not to comply with the order ofthe
Commisioner.

O

o
oQO OQO OQ
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® Power to prosecute offenders under Data Protection
Act. of° o
o :
® Codes of Practice

® The Gdmmissioner can prepare and publish codes of

0Qcpractice for guidance in applying data pretection law to
particular gseas. Codes of good practice, whether drawn
up by the Commissioner or by other bodies as allowed by°

the law, may be enacted as°regulations to have statutory
Effect. o0

o *°
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® The Commissioner has prepared foJr guidelines up to NOW_
Wthh are cugiently in the process of publication, and will’
be made available to all data controllers very soon and a
leafletwill also be circulated to the general public
explaining the functions of the office. The fee charged for
*the purchase of the guidelines is Rs 350* each as provided
as prov1deiﬂ)y the law whereas the leaflet will be free o(g

charge. -0
Y
Q©
Y
ot
ot° %
oQO OQO o°
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