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w Cloud Computing
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w Data Security

10 w Best Practices
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DATAPROTECTIORNCT
AN ACT

Toprovide for theprotection of the
privacy rights of individualsn view of the
developments in the techniques used to
capture, transmit, manipulate, record or
store datarelating to individuals. ‘
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DEFINITIONS

D15 meansinformation in a form whichg

a) (i) is capableof being processedby meansof equipment
operating automatically in response to instructions
givenfor that purpose and

(i) Is recorded with the intent of it being processedby
suchequipment, or

b) IS recorded as part of a relevant filing system or
Intendedto be part of arelevantfiling systen




DEFINITION& ont.)

PlE s L2z irmeansg
a) data which relate to an individual who can be identified
from those data;

a) data or other information, including an opinion forming
part of a database,whether or not recordedin a material
form, about an individual whoseidentity is apparentor can
reasonablybe ascertainedfrom the data, information or
opinion;



EXAMPLE®FPERSONADATA

X Nameof individual
X Address

X CarRegistratiorNo.
X Telephone No.

x Bank Account No.

x Emall




DEFINITIONS ont.)

Sensitive Personal Data

Membership
to Trade

Religious / Union

Similar
Belief

Political
Opinion /
Adherence

Racial / Sensitive

Ethnic Personal
Origin

Physical /
Mental
Health

Sexual
Preferences
/ Practices

Criminal
Convictions




PI‘OCESSHI@; means any operation or set of operations

which is performed on the data wholly or partly by automatic

means,or otherwise than by automatic means,andincludescg

C collecting,organisingor altering the data;

C retrieving, consulting,using,storing or adaptingthe data;

C disclosing the data by transmitting, disseminating or
otherwise makingit available or

C aligning, combining, blocking, erasing or destroying the

data;
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DATAPROTECTIONRINCIPLES

EIESUZEIREIPIE

Personaldata shallbe processedairly and lawfully.




DATAPROTECTIONRINCIPLES

ETaElCUSEDS
Forexample,if an organisationis collectingpersonaldata using
application forms, the organisationis advisedto explain the

purposes/usegtc. on suchformssuchas

A This data will be used by the organisation for xxxx
purposes

A All personaldata will be processedin accordancewith the
DataProtection Act 2004

A | agree/disagree that the organisation processes my
personaldata in the way describedabove



DATAPROTECTIONRINCIPLES

S ECONGETIRNEIRIE

Personal data shall be obtained only for any
specified and lawful purpose, and shall not be
further processed in any manner incompatible

with that purpose.




DATAPROTECTIONRINCIPLES
ETaElCaUSEPS
Prepare a statement of the purpose/purposesfor

whichthe organisatiorholdsinformation aboutothers

Remember

Anyindividualhasthe right to ask the organisationto

state the purpose/sfor which suchinformationis kepit.



DATAPROTECTIONRINCIPLES

T EREIPIE

Personal data shall be adequate, relevant
and not excessive In relation to the purpose

for which they are processed.




DATAPROTECTIONRINCIPLES

ETaEliEaUSIEDS
Decide on specific criteria by which to decide

what is adequate relevant,and not excessive

Applythose criteriato eachinformation item and

the purposedsfor whichit is held.




DATAPROTECTIONRINCIPLES

EQUITIEIFIRNEIPIE

Personal data shall be accurate and, where

necessary, kept up tolate.




DATAPROTECTIONRINCIPLES
ETadeliCaUSTED:
Assign specific responsibility for data accuracy
under the Data Protection Act and arrange

periodicreviewandaudit.

Ty




DATAPROTECTIONRINCIPLES

ETEETIREIDIE

Personal data processed for any purpose

7

shall not be kept longer than is necessary

for that purpose or thosepurposes




DATAPROTECTIONRINCIPLES

ETaEliEaUSIEDS

Assign specific responsibility to someone for

ensuringthat files are regularly purged and that
personal information is not retained any longer

than necessary




DATAPROTECTIONRINCIPLES

SIXUNEFIRIEIPIE

Personal data shall be processed in
accordance with the rights of the data

subjects under thigAct.




Undersection41 of the DataProtectionAct,on making
a written request to a data controller, any individual
about whom a data controller keeps personal

Information on computeror in a relevantfiling system
IS entitled to:

A a copy of his/her data upon payment of the
prescribedee (Rs75),

A whether the data kept by him include personaldata
relatingto the datasubject

A adescriptionof the purposedor whichit is held:




DATAPROTECTIONRINCIPLES

S EVERUETIRETPIE

Appropriate security andrganisational
measures shall be taken against

unauthorisedor unlawful processing of

personal data and against accidental loss or

destruction of, or damage to, personaata.




DATAPROTECTIORRINCIPLES
PTaClCUSIED:S
Compilea checklistof securitymeasuredor your own

systems

In addition, where an agent is being retained to
processpersonaldata on behalf of the organisation
there should be a sound contractual basisfor this,

with appropriatesecuritysafeguardsn place



DATAPROTECTIONRINCIPLES

ETQNTNETNEIPIE

Personal data shall not be transferred to
another country, unless that country ensures
an adequate level of protection for the rights
of data subjects In relation to the processing

of personaldata.




DATAPROTECTIONRINCIPLES

A Authorisation is required from the Data Protectior

Commissioner to transfer da&broad.

A Organisation must fill and submit to this office the
WENF YAaFSN 2F t SNE DY | f

http://dataprotection.govmu.org



http://dataprotection.govmu.org/
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PRIVACYMPACTASSESSMENPIA)

ETAY 001 Qe ueSuUD et

A PrivacyAssessments seenas a valuabletool for businesses
& governments

A Thisapplicationwill enablepublic and private bodiesto make
Informed choices

A 1t will often be the casethat a privacyenhancingsolution will
be no more difficult or more costly to implement than an
Intrusive one, if the option is identified sufficiently.

A However,this shouldnot be the motivation sincewe are here
dealingwith the humanright to privacy.




PRIVACYMPACTASSESSMENPIA)
=V aeY ASSESSHIE
A Protection of privacyis more than simply avoiding

a breach of the law. It involves striving for
somethingbetter.

A Privacylmpact Assessment& PrivacyCompliance
Assessments are new techniques which are
Increasingly being used internationally to better
manageprivacyrisks




PRIVACYMPACTASSESSMENPIA)
ETIVaEY ASSESSHISIEoNS,

A Othersinclude audits, privacy sealsand associateo

self-regulatory initiatives and privacy enhancing

technologies

A Each builds on the bedrock of the enforceable
privacy rights for citizens and consumers

enshrinedin law.




PRIVACYMPACTASSESSMENPIA)
=FIVaEY ASSESSHISIEons,
,A Theseassessmentare being encouragedas a means

by which businessand government can proactively
identify and avoid privacyproblems

A Internationally, these assessmentglay an important
part of a policy approachto build trust and confidence

In businessand these processesare recommendedas
part of any new Project such as the HRMISin the

public sector




PRIVACYMPACTASSESSMENPIA)

ft AboutUs= Thelaw= DataConfrollers® Downloads and Links=  Decisions

Highlights News

“DATA PROTECTION OFFICE'

YOUR PRIVACY,
OUR CONCERN

1 I 'Y I8

. MISSION

Vieb Links

Safequarding the processing of your personal data in the
present age of Information and Communication.

» Far regsiraton or

renewal of

ragisirabon as a dala Condroler

Related Laws~  Essentials

Documents/Forms

& List of Regsdered Data Controflers

mplovee

o List of Regsdered Data Cordroders

in-Emplo
o Data Protection Audt Questio
ala Conbobers and Dat
0CE35008 - ¥ format

o Data Protecton Audt Questionnare

for Data Controders and Data

=TV dE)

A The questionnaire

from website

(highlightedin red).

esament . Quastionnare a0

for Data Controders

A Demoof application




PRIVACYMPACTASSESSMENPIA)

E=TIVACy Dy DESIC
A Privacy by design is an approach to projects that

promotes privacy and data protection compliance
from the start.

A Unfortunately, these issuesare often bolted on asan
after-thought or ignoredaltogether.

A It helps organisations comply with their obligations
underthe legislation




PRIVACYMPACTASSESSMENPIA)

ETVaEYByr D ESIU

A The Data Protection Office encouragesorganisations
to ensure that privacy and data protection is a key
considerationin the early stagesof any project, and
then throughout its lifecycle

A Forexamplewhen:

I building new IT systemsfor storing or accessingpersonaldata;

I developing legislation, policy or strategies that have privacy
implications,

I embarkingon a data sharinginitiative; or using data for new
purposes




PRIVACYMPACTASSESSMENPIA)
| Bewe'it~ o t.kihc'a ‘Paviacy By Design’ A=prodich

l

A Increasedawarenessof privacy and data protection across

an organisation

A Organisations are more likely to meet their legal

obligationsand lesslikely to breachthe DPA

A Actions are lesslikely to be privacy intrusive and have a

negativeimpacton individuals




PRIVACYMPACTASSESSMENPIA)
Bewelits o tkinec a ‘P-ivacy By Design’ A=prouich
(eony,;

A Taking a privacy by design approach is an essential tool in
minimisingprivacyrisksand building trust.

A Designingprojects, processesproducts or systemswith privacy
In mind at the outset canleadto benefitswhich include

V Potential problemsare identified at an early stage,when addressingthem will
often be simplerand lesscostly.

V Increasedawarenessof privacyand data protection acrossan organisation

V Organisationsare more likely to meet their legal obligations and lesslikely to
breachthe DPA

V Actions are lesslikely to be privacy intrusive and have a negative impact on
individuals




CASESTUDY

(1

@E

__PROTECTION - ul Q
o) Bl g
/ 2 -. 7 a
< [-.

TR
|



CASESTUDY

| . A Fingerprintfor attendance purpose

ADecisiorof the DPC
\ V Decisionl7 & 19

ADeterminationof ICT Appeal Tribunal

V 9 April 2015 & 5 August 2015
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QLOUDCOMPUTING

@ 1oud Compudrng et anSaton:

A Organisations are increasingly moving to cloud
acrossall application areasaswell as platform and
Infrastructure investments

A Cloud deployments are growing in size,and more
missioncritical areas of their businessare being
run out of the cloud.

A Cloud is also becoming a new way to engage
directly with customersand partners




QLOUDCOMPUTING

VaNQUSIHYPESOINEIOUU

A Onpremise
A Out of premise(PublicCloud)

A Hybrid




QLOUDCOMPUTING

WWO I11a|ORSSUE;
A Cloudsourcingis an underdevelopedcapability and

requiresnewer skillsand experiences

A Contract requirements negotiation checklistwhich
organisations have to work out with all their

stakeholdersto supporttheir businessstrategy.




QLOUDCOMPUTING

ata EToeCuon 1SSl
A You will have to seek authorisation from the Data

ProtectionCommissionefor the transfer of data abroad

A Retention period dependson the purposeof the processing

of the personaldata asper section28 of DPA

A The duration which hasto be determined by you must be

reasonablyjustified.



QLOUDCOMPUTING

dtd FIoleCUoN ISSUEeEeons,;
A Section 27 of DPA explains the shared legal
responsibilities between a data controller

(Organisatior) and a data processor (the cloud
provider).

A Hence, the data controller must ensure that any
selected cloud computing solution is configured,
deployed, and managedto meet the security, privacy,
and other requirementsof the organisation



QLOUDCOMPUTING

Ldtd FToIECUON ASSUSEEONE
A Encryptionis recommendedduring the transit of data from

your companyto the cloud provider.

A The country where the cloud provider is operating should

have data protection principlesin force.

A In other cases,there is a need to have data protection

clausesn your contract




QLOUDCOMPUTING

Ldtd FToIECUON ASSUSEEONE
A Encryptionis recommendedduring the transit of data from

your companyto the cloud provider.

A The country where the cloud provider is operating should

have data protection principlesin force.

A In other cases,there is a need to have data protection

clausesn your contract




QLOUDCOMPUTING

ata FIoeCuon 1SStesEeONnirde:
A You will need to have a written contract with the cloud

provider that coversthe following points amongstothers:
I Continuity of service,backupsand integrity.
I Certificationsuchas|SO27001compliant
I Auditing of the cloud provider by third party.
I Appropriate accessights are provided to officers of your company
for creation,amendmentand deletion of data with audit trails.
I Termination of contract Ensurethat all personaldata are returned

to you and no copiesare kept at the cloud provider.




QLOUDCOMPUTING

GUIaelne DPO

A A Consultour guidelinetitled Vol. 7- éRWA(Y ENHANCING TECHNOLOGIES

’ Z —~  \\= . bsol f ff
Gt NA Brihahéing Technologies — Compianca with bats protection Laws

Volume 7

\ "4

An Absolute Necessity for
Effective Compliance with Data
Protection [ | & avhich covers

cloud computing technology and

/
which is available on our website . /
A

http:// dataprotection.govmuorq

Guadance ssued by the Date Protection Commavoner
10 assst data controfiers and peocessors i implemending prvacy

under publications enharcong techrologes
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QLOUDCOMPUTING

@HERUSETUI FETETEIE
A & . NEI&dContractNegotiations/ KSO1 f A a0 ¢

A Forresterreport for an overview of the key areasyou need
to considerwhen negotiating a cloud contract and advice

for negotiatingwith cloudvendors
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DISCLOSUR

INFORMATION

An organisation must ensure that personal

Information In its possession is not disclosed in any

mannerincompatiblewith the purposes for which

such data has been collected, which is an offence

under section 29 of the Data Protectiofct.



Theprincipleis that the prior consentfrom the concerned
data subject should be obtained before any disclosureis
made, unlessthe exceptionsunder section 24(2) of the

DPAare applicablein the circumstancessfollows:

C For the performance of a contract to which the data
subjectis a party and/or;

C For compliance with any legal obligation to which the
organisationis subject
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DATASHARING

The organisationwho ownsthe personaldata, i.e. the

data controller, is responsiblefor the personaldatain

his custody,

\\ As per section 24(1) of the Data Protection Act, the
expressconsentof the data subjectis required before
sharingcan be done and the data subject should be
iInformed of that at the time of collection of the

personaldata accordingto section22 of DPA



