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w Familiarize yourself with the Data Protection Act
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w Understand some key definitions
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w Be aware of the Data Protection Principles

w Privacy Impact Assessment (PIA)

w Smart Device Apps
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w Disclosure of information

4 w Data Sharing

w Data Security
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w Best Practices

10 w Case Study




Contact Us

Website: http:// dataprotection.govmu.org

Email:pmo-dpo@govmu.org

. Telephone 4600253

Address:
5th Floor, Sicom Tower, Walitreet, Ebene
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DATAPROTECTIORNCT
AN ACT

Toprovide for theprotection of the
privacy rights of individualsn view of the
developments in the techniques used to
capture, transmit, manipulate, record or
store datarelating to individuals. ‘
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DEFINITIONS

D15 meansinformation in a form whichg

a) (i) is capableof being processedby meansof equipment
operating automatically in response to instructions
givenfor that purpose and

(i) Is recorded with the intent of it being processedby
suchequipment, or

b) IS recorded as part of a relevant filing system or
Intendedto be part of arelevantfiling systen




DEFINITION& ont.)

PlE s L2z irmeansg
a) data which relate to an individual who can be identified
from those data;

a) data or other information, including an opinion forming
part of a database,whether or not recordedin a material
form, about an individual whoseidentity is apparentor can
reasonablybe ascertainedfrom the data, information or
opinion;



EXAMPLE®FPERSONADATA

X Nameof individual
X Address

X CarRegistratiorNo.
X Telephone No.

x Bank Account No.

x Emall




DEFINITIONS ont.)

Sensitive Personal Data

Membership
to Trade

Religious / Union

Similar
Belief

Political
Opinion /
Adherence

Racial / Sensitive

Ethnic Personal
Origin

Physical /
Mental
Health

Sexual
Preferences
/ Practices

Criminal
Convictions




PI‘OCESSHI@; means any operation or set of operations

which is performed on the data wholly or partly by automatic

means,or otherwise than by automatic means,andincludescg

C collecting,organisingor altering the data;

C retrieving, consulting,using,storing or adaptingthe data;

C disclosing the data by transmitting, disseminating or
otherwise makingit available or

C aligning, combining, blocking, erasing or destroying the

data;
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DATAPROTECTIONRINCIPLES

EIESUZEIREIPIE

Personaldata shallbe processedairly and lawfully.




DATAPROTECTIONRINCIPLES

ETaElCUSEDS
Forexample,if an organisationis collectingpersonaldata using
application forms, the organisationis advisedto explain the

purposes/usegtc. on suchformssuchas

A This data will be used by the organisation for xxxx
purposes

A All personaldata will be processedin accordancewith the
DataProtection Act 2004

A | agree/disagree that the organisation processes my
personaldata in the way describedabove



DATAPROTECTIONRINCIPLES

S ECONGETIRNEIRIE

Personal data shall be obtained only for any
specified and lawful purpose, and shall not be
further processed in any manner incompatible

with that purpose.




DATAPROTECTIONRINCIPLES
ETaElCaUSEPS
Prepare a statement of the purpose/purposesfor

whichthe organisatiorholdsinformation aboutothers

Remember

Anyindividualhasthe right to ask the organisationto

state the purpose/sfor which suchinformationis kepit.



DATAPROTECTIONRINCIPLES

T EREIPIE

Personal data shall be adequate, relevant
and not excessive In relation to the purpose

for which they are processed.




DATAPROTECTIONRINCIPLES

ETaEliEaUSIEDS
Decide on specific criteria by which to decide

what is adequate relevant,and not excessive

Applythose criteriato eachinformation item and

the purposedsfor whichit is held.




DATAPROTECTIONRINCIPLES

EQUITIEIFIRNEIPIE

Personal data shall be accurate and, where

necessary, kept up tolate.




DATAPROTECTIONRINCIPLES
ETadeliCaUSTED:
Assign specific responsibility for data accuracy
under the Data Protection Act and arrange

periodicreviewandaudit.

Ty




DATAPROTECTIONRINCIPLES

ETEETIREIDIE

Personal data processed for any purpose

7

shall not be kept longer than is necessary

for that purpose or thosepurposes




DATAPROTECTIONRINCIPLES

ETaEliEaUSIEDS

Assign specific responsibility to someone for

ensuringthat files are regularly purged and that
personal information is not retained any longer

than necessary




DATAPROTECTIONRINCIPLES

SIXUNEFIRIEIPIE

Personal data shall be processed in
accordance with the rights of the data

subjects under thigAct.




Undersection41 of the DataProtectionAct,on making
a written request to a data controller, any individual
about whom a data controller keeps personal

Information on computeror in a relevantfiling system
IS entitled to:

A a copy of his/her data upon payment of the
prescribedee (Rs75),

A whether the data kept by him include personaldata
relatingto the datasubject

A adescriptionof the purposedor whichit is held:




DATAPROTECTIONRINCIPLES

S EVERUETIRETPIE

Appropriate security andrganisational
measures shall be taken against

unauthorisedor unlawful processing of

personal data and against accidental loss or

destruction of, or damage to, personaata.




DATAPROTECTIORRINCIPLES
PTaClCUSIED:S
Compilea checklistof securitymeasuredor your own

systems

In addition, where an agent is being retained to
processpersonaldata on behalf of the organisation
there should be a sound contractual basisfor this,

with appropriatesecuritysafeguardsn place



DATAPROTECTIONRINCIPLES

ETQNTNETNEIPIE

Personal data shall not be transferred to
another country, unless that country ensures
an adequate level of protection for the rights
of data subjects In relation to the processing

of personaldata.




DATAPROTECTIONRINCIPLES

A Authorisation is required from the Data Protectior

Commissioner to transfer da&broad.

A Organisation must fill and submit to this office the
WENF YAaFSN 2F t SNE DY | f

http://dataprotection.govmu.org
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PRIVACYMPACTASSESSMENPIA)

ETAY 001 Qe ueSuUD et

A PrivacyAssessments seenas a valuabletool for businesses
& governments

A Thisapplicationwill enablepublic and private bodiesto make
Informed choices

A 1t will often be the casethat a privacyenhancingsolution will
be no more difficult or more costly to implement than an
Intrusive one, if the option is identified sufficiently.

A However, this should not be the motivation since we are
dealingwith the humanright to privacy.




PRIVACYMPACTASSESSMENPIA)
=V aeY ASSESSHIE
A Protection of privacyis more than simply avoiding

a breach of the law. It involves striving for
somethingbetter.

A Privacylmpact Assessment& PrivacyCompliance
Assessments are new techniques which are
Increasingly being used internationally to better
manageprivacyrisks




PRIVACYMPACTASSESSMENPIA)
ETIVaEY ASSESSHISIEoNS,

A Othersinclude audits, privacy sealsand associateo

self-regulatory initiatives and privacy enhancing

technologies

A Each builds on the bedrock of the enforceable
privacy rights for citizens and consumers

enshrinedin law.




PRIVACYMPACTASSESSMENPIA)
=FIVaEY ASSESSHISIEons,
,A Theseassessmentare being encouragedas a means

by which businessand government can proactively
identify and avoid privacyproblems

A Internationally, these assessmentglay an important
part of a policy approachto build trust and confidence

In businessand these processesare recommendedas
part of any new Project such as the HRMISin the

public sector




PRIVACYMPACTASSESSMENPIA)
ETIVaey ASSESSHIE@ons

A Demoof application

A Thequestionnairefrom the Data Protection Office

website.




PRIVACYMPACTASSESSMENPIA)

ft AboutUs= Thelaw= DataControliers® Downloads and Links=  Decisions  Related Laws~  Essentials

Highlights News Events Documents/Forms

WDATA PROTECTION OFFICE ((_ n
=4 Cont).

YOUR PRIVACY,
OUR CONCERN ~ If The questionnaire

from DPO website

pre & @ 9 ‘&5 next an &l Assesyment . Questionnare a0
Cala P hon tor Data Controdess

. oo e |IE (nighlighted in red)

o Safeguarding the processing of your personal data in the : "“:""" P
,E‘;ﬁmm 8 s Birblr present age of Information and Communication. nineh e ]
x OSelf AssessmentQuestionnaire on Data Protection for
Data Controllers and Process@rs
(available in pdf and word version)




PRIVACYMPACTASSESSMENPIA)

E=TIVACy Dy DESIC
A Privacy by design is an approach to projects that

promotes privacy and data protection compliance
from the start.

A Unfortunately, these issuesare often bolted on asan
after-thought or ignoredaltogether.

A It helps organisations comply with their obligations
underthe legislation




PRIVACYMPACTASSESSMENPIA)

ETVaEYByr D ESIU

A The Data Protection Office encouragesorganisations
to ensure that privacy and data protection is a key
considerationin the early stagesof any project, and
then throughout its lifecycle

A Forexamplewhen:

I building new IT systemsfor storing or accessingpersonaldata;

I developing legislation, policy or strategies that have privacy
implications,

I embarkingon a data sharinginitiative; or using data for new
purposes




PRIVACYMPACTASSESSMENPIA)
| Bewe'it~ o t.kihc'a ‘Paviacy By Design’ A=prodich

l

A Increasedawarenessof privacy and data protection across

an organisation

A Organisations are more likely to meet their legal

obligationsand lesslikely to breachthe DPA

A Actions are lesslikely to be privacy intrusive and have a

negativeimpacton individuals




PRIVACYMPACTASSESSMENPIA)
Bewelits ot ki a ‘P-ivacy By Design’ A=prouich
(eons,;

A Taking a privacy by design approach is an essential tool in
minimisingprivacyrisksand building trust.

Ve

A Designingprojects, processesproducts or systemswith privacy
In mind at the outset canleadto benefitswhich include

V Potential problemsare identified at an early stage,when addressingthem will
often be simplerand lesscostly.

V Increasedawarenessof privacyand data protection acrossan organisation

V Organisationsare more likely to meet their legal obligations and lesslikely to
breachthe DPA

V Actions are lesslikely to be privacy intrusive and have a negative impact on
individuals
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SVMARTDEVICEAPPS

ARQUEADDS 0N o Ml IWEVIC

A Appsinclude activities suchas
V Webbrowsing
V Communicatiorn{e-mail, telephony& internet messaging)
V Entertainment(gamesyideo/ movies& music)
V SociaNetworking
V Banking
V Locationbasedservices

A Appscan collect large quantities of data & processthem in
order to provide servicesto end user.

V Eg. data stored on the device by end user and data from different
sensorsjncludinglocation




SVMARTDEVICEAPPS

’

dta ETOECUON A2 TG
A ldentifying potential data controllers

I Sections3(3), 3(4) & 3(5) of the Data Protection Act (DPA)are
relevant

A Section3(3):
Subjectto Part VII, this Act shallapplyto a data controller ¢

a) who Is establishedin Mauritius and processesdata in the
contextof that establishmentand

b) who is not establishedin Mauritius but uses equipment in
Mauritius for processingdata, other than for the purpose of
transitthrough Mauritius.




SVMARTDEVICEAPPS

dla EIoecuon HrinclieEeons,
A Section3(4):

A data controller, falling within subsection(3)(b) shallnominatefor
the purposesof this Act, a representativeestablishedn Mauritius.

A Section3(5):
Forthe purposesof subsection(3)(a)anypersonwho ¢
a) isordinarilyresidentin Mauritius,

b) carriesout data processingactivitiesthrough an office, branch
or agencyin Mauritius,

shallbe treated asbeingestablishedn Mauritius.




SVARTDEVICE®PPS
dla EIoecuon HrinclieEeons,

A The conceptof a S& (i I 0 f Asackudabiy determining
whetherthe DPAIsapplicable

A An organisation XYZis involvedin the developmentof apps
for CountryA.

A XYZs geographicallyocatedoutside CountryA.

A XYZshould considerthat all the requirementsof apps must
complywith data protection laws of CountryA.




MARTDEVICE&APPS

Hersonaldt

A Many types of data on
smart mobile device are
personaldata.

A They are personal data
wheneverthey relateto:
I a living individual, who
IS directly or indirectly
Identifiable to the
controller,

I athird party,
I the owner of the device,
I anyotherindividual
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SVMARTDEVICEAPPS

l ' EErsSonal diaEcons,

Y& Datacanbe:

I collectedandprocessedn the deviceor,

i oncetransferred,elsewhere,on appR S @S f 2riiBSdNJ

LJ: NJinkaSteu®ure,viaconnectionto anexternalAPI,

I In reaktime without the knowledgeof the end user
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SVMARTDEVICEAPPS

EEersonalldial (L or

A Examplesof suchpersonaldata that can have a significant
Impact on the private lives of the users and other
Individuals

Location,
Contacts,

Unique device and
customer identifiers (such
as IMEI, IMSI, UDID &
mobile phonenumber),

|dentity of datasubject,

Identity of the phone (i.e.
nameof the phone),

Credit card & payment
data,

V

< < <

< <

Phone call logs, SMS or
Instantmessaging,

Browsinghistory,
Email,

Information societyservice
authentication credentials
(services with  social
features),

Pictures& videos,
Biometrics



SVMARTDEVICEAPPS

EONSEN

A As per section 2 of the DPA, consentto processpersonal
data must have 3 characteristics

1) ad ¥ NB $ 2 &pwsent
V a user must have the choice to accept or refuse the

processingf hispersonaldata,

V If an app needsto processpersonaldata, a user must be

free to acceptor refuse,

V optionto W/ | yoOothérfisestop installationof app must
be available




MARTDEVICE®PPS
EONSEN{HCO A

2) GAYTF2NYSRE
V the datasubjectmusthavethe necessarynformationat hisend
In orderto form anaccurategjudgment,

V suchinformation must be made availablebefore any personal
datais processed,

V includes data processing that could take place during
installationof app.




SMARTDEVICE&APPS
EONSENIHCO
3) ALISOATAOE
V the expressionof consentmust relate to the processingof a
particulardataitem or a limited categoryof dataprocessing

V it is for this reason that simply clickingan & A y &huttoh f
cannot be regarded as valid consent for the processingof
personaldatadue to the fact that consentcannotbe a blanket

authorisation,

V In somecasesusersare ableto give a granularconsent,where
consentis sought for each type of data the app intends to
access,



SVMARTDEVICEAPPS

EONSENI(HCOA
3) ALISOATAOE
V the alternative approachfor an app developeraskingits users

to accepta lengthyset of terms and conditionsand/ or privacy
policydoesnot constitute specificconsent

V specificmeansthat the consentmust be limited to the specific
purposeof advisinghe userabouta particularproduct



SVMARTDEVICEAPPS

EONSENI(HCOA
3) ()& a LIS ©eigfdcdlian app

V the location data from the device may therefore only be
accessedavhenthe userisusingthe appfor that purpose,

V the dza Sdeddeéntto processgeolocationdata doesnot allow
the app to continuouslycollect location data from the device
(Note: additional information and separate consent may be
required)



SVMARTDEVICEAPPS

EONSENT(HCOAN
3) (i) & & LIS OeigFcanriinicationapp

V to accessthe contact list, the user must be able to select
contactsthat the userwishesto communicatewith,

V Instead of havingto grant accessto the entire addressbook
(including contact details of non-users of that service that
cannot have consentedto the processingof data relating to
them).

V also relates to the practice of tracking user behaviour by
advertisersandanyother third party.




SVMARTDEVICEAPPS

EONSETNEoNE
A Note: Evenif the consent meets the three elements

described above, it i1s not a license for unfair and
unlawful processingo take place

A If the purpose of the data processingis excessive
and/or disproportionate, even if the user has
consented,the app developerwill not have a valid legal
groundandwould be in violation of the DPA




SVMARTDEVICEAPPS

EOoNniractual fegal-grour
A Anexceptionunder section24 or 25 of the DPA-

A Eg.: a user consentsto the installation of a mobile

bankingapp.

I In order to fulfill a requestto make a payment,the bankdoes
not haveto askfor the separateconsentof the userto disclose

his name and bank account number to the recipient of the
payment

I This disclosureis strictly necessaryin order to perform the
contractwith this specificuser,

I the bank hasa legal ground under section 24(2)(a) or section
25(2)(a)(iv) of the Data Protection Act concerning sensitive
personaldata.




SVMARTDEVICEAPPS

Eoniractual fegal-grounaeons,
A Anexceptionunder section24 or 25 of the DPA-

A Thesamereasoningappliesto communicationapps

I when they provide essentialinformation such as an account
name, e-mail addressor phone number to another individual
that the userwishesto communicatewith,

I the disclosureis obviouslynecessaryto perform the contract




SVMARTDEVICEAPPS

EUIPOSE /N italom & date, MiniimSauio
A Purposelimitation :-

I enablesusersto makea deliberatechoiceto trust a party
with their personaldataasthey:

V will learnhow their dataare beingused,and

V will be ableto rely on the limitative purposedescriptionto
understandfor what purposesheir datawill be used

A The purposesof the data processingherefore need to
be well-defined and comprehensibldor an averageuser
without expertlegalor technicalknowledge




SVMARTDEVICEAPPS

EUrPOSe/ IO -0 dtd MINIMmiSUONEOnNS

A Purposelimitation goeshand-in-hand with the principle
of dataminimisation

A To prevent unnecessaryand potentially unlawful data
processing, app developers must carefully consider
which data are strictly necessaryto perform the desired
functionality,

A Third parties obtaining accesso the user data through
the apps must respect the principles of purpose
limitation and dataminimisation

A Information and user controls are the key features to
ensurethe respectof the principlesof data minimisation
and purposelimitation.




SVMARTDEVICEAPPS

SECUNLIY
A Appdevelopersnust

I take measuresto prevent unauthorised accessto personal

data by ensuringthat data are protected both in transit and
when stored,

I carefully consider their methods of user identification and
authentication

A Thegoalof compliancewith the securityobligationis twofold:

I 1t will empowerusersto more stringentlycontrol their data,

I enhancethe level of trust in the entities that actually handle
dza Sddth Q

A App storesare an important intermediarybetweenend users

& app developersand shouldincludea numberof robustand
effectivecheckson apps




IMARTDEVICE&APPS
e onIgAUON 4O /INFOLN. a1 AN EXCOIETI R TEQUITEC

A Accordingto section22 of the DPA,eachdata subjecthasa
right to know the identity of the data controller who is
processindheir personaldata.

A In the context of apps,the end user has the right to know
what type of personaldata is being processedand for what
purpose/sthe datais/are intendedto be used

A If the personal data of the user are collected from other
actorsin the app ecosystemthe end userhasthe right to be
Informedaboutsuchdataprocessing




SVMARTDEVICEAPPS

e odiigauon 1O /INFormM: ananescoenteduUItet
(Ceo)plc)

Therefore, If processingpersonal data, the relevant data
controllermustinform potential usersat the minimumabout

I who they are (identity and contactdetail),

I the precisecategoriesof personaldata the app developerwill
collectandprocess,

I why (for what precisepurposes),
I whetherdatawill be disclosedo third parties,

I how usersmay exercisetheir rights, in terms of withdrawal of

consentanddeletionof data




SVMARTDEVICEAPPS

e ODNgaUON O /INFOLIN. a1 AN ENCO IETIMEGUILET
(Ceo)plc)

A Availabilityof this information on personaldata processings

critical in order to obtain consentfrom the userfor the data
processing

A Users need to know who is legally responsible for the

processingf their personaldata and how that controller can
be contacted

A End users must be adequately informed which data are
collectedaboutthem andwhy.




MARTDEVICE&APPS

hhe obligaton L0 /ioiin: andinelcoiten tecuies
(Eone,

Data controllers should be able to provide to the users
Informationon:

proportionality considerationsfor the types of dat
collectedor accessedn the device,

retenton periods or the data,

. securitymeasuresapplied by the data controller,

- privacy policies should also include information o
how the DPAIs beingcompliedwith.




SVMARTDEVICEAPPS

RECOMMMENHAON

A Appdevelopersmust

V

V

comply with their obligations as data controllers when they
processdata from and about users

comply with their obligations as data controllers when they
contract with data processorssuch as if they outsource the
collection and processingof personal data to developers,
programmersandfor examplecloudstorageproviders

take the necessaryorganisationaland technical measuresto
ensurethe protection of the personaldata they process at all
stagesof the designand implementation of the app (privacyby
design)

be aware that consent does not legitimise excessive or
disproportionate data processing



SVMARTDEVICEAPPS

RECOMMMENHAON

A App storesmust

V

V

comply with their obligations as data controllers when they
processdata from and about users

enforce the Information obligation of the app developer
Includingthe types of datathe appis ableto accessand for what
purposesaswell aswhetherthe datais sharedwith third parties

Implementa privacyfriendly remote uninstall mechanism

provide detailed information on the app submissionchecksthey
actuallyperform, includingthose aimedto asses$rivacyand data
protectionissues

warn app developersabout the specificities of the DPA before
submittingthe applicationin Mauritius.



SVMARTDEVICEAPPS

nEEoMneEelersige)s
A OSanddevicemanufacturersmust

V employ privacy by designprinciplesto prevent secretmonitoring
of the user,

V ensuresecurityof processing

V ensure (the default settingsof) pre-installed apps are compliant
with data protection laws

V Ensurethe availability of appropriate mechanismgo inform and
educatethe end user about what the appscando and what data
they areableto access

V Implement consentcollection mechanismsan their OSat the first
launchof the app or the first time the app attemptsto accesone
of the categoriesof datathat havesignificanimpacton privacy




SVMARTDEVICEAPPS

RECOMMMENHAON

A Third parties must

V

V

comply with their obligations as data controllers when they
processpersonaldata about users

comply with the consentrequirement determined in section 2
of the DPAwhen they read or write data on mobile devices,in
cooperation with the app developersand/or app stores, which
essentiallyprovide userwith the information on the purposesof
dataprocessing

developand implementsimplebut secureonline accesgools for
users,without collectingadditional excessivepersonaldata;

only collect and process data that are consistent with the
contextwherethe userprovidesthe data.



MARTDEVICE&APPS

GUIaeline PPO
Further information may be
obtained in the guideline Vol. 11 A GUID&E
a! guide on Apps on Smart SZZZZ;DEV,CES
5 S @A, QWBiéhéis available on

our website:

http ://dataprotection .govmuorg

under publications
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DISCLOSUR

INFORMATION

An organisation must ensure that personal

Information In its possession is not disclosed in any

mannerincompatiblewith the purposes for which

such data has been collected, which is an offence

under section 29 of the Data Protectiofct.



Theprincipleis that the prior consentfrom the concerned
data subject should be obtained before any disclosureis
made, unlessthe exceptionsunder section 24(2) of the

DPAare applicablein the circumstancessfollows:

C For the performance of a contract to which the data
subjectis a party and/or;

C For compliance with any legal obligation to which the
organisationis subject




DATASHARING
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DATASHARING

The organisationwho ownsthe personaldata, i.e. the

data controller, is responsiblefor the personaldatain

his custody,

\\ As per section 24(1) of the Data Protection Act, the
expressconsentof the data subjectis required before
sharingcan be done and the data subject should be
iInformed of that at the time of collection of the

personaldata accordingto section22 of DPA



