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Registration 
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Part III, Section 14 



Why to Register? 

óó... no person shall act as controller or 

processor unless he or it is registered 

with the Commissioner...ôô 
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Part III, Section 14: Legal Requirement to Register 



Who should Register? 

Controller 

ÅA person who or public body which, alone or jointly with 
others,  

Ådetermines the purposes and 

Åmeans of the processing of personal data and 

Åhas decision making power with respect to the processing. 

Processor 

ÅA person who, or public body which, processes personal data 
on behalf of a controller  
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Medical Practitioner, Barrister, Ministry, 

private companies 

Company A manages and hosts servers of Company X 



Process of Registration 
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Fill in 
Application 
Form and 

submit 
documents 

Effect 
Payment 

Approval by 
DPC  

Issuance of 
Certificate 



Registration Form 
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Controller 
/ 

Processor 
details 

Data 
Protection 

Officer 
details 

Types of 
personal 

data 

Special 
Categories 

of 
personal 

data  

Purpose 

Disclosure 

Transfer of 
personal 

data 
abroad  

Risks and 
security 

measures 



Only 1 form for Registration and amended fee structure 

Validity of Registration Certificate: 3 Years 

Renewal Deadline: 3 months prior to Expiry Date 

Notify the Commissioner about the change in particulars 
within 14 days 

Cancellation and variation of Terms of Registration Certificate 
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Amendment to Registration 

/ Renewal With the coming of the New 

Regulation 
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For providing any false or 
misleading information in the 

particulars of information  

A fine not exceeding 100,000 
rupees  

Imprisonment for a term not 
exceeding 5 years 

Offence 
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Offence 

Failure to notify about 
change in particulars 

A fine not exceeding 
50,000 rupees  

 



Principles relating to 

Processing of 

Personal  Data 
Section 21 

6 Privacy Principles for Controllers and Processors 



Principles relating to Processing 

of personal data (1)  

ÅEmployer to disclose salary details 
of employees to tax authorities, 
without consent. 

Lawfulness, fairness 
and transparency 

Å A General Practitioner cannot 
disclose patients details to his wife 
who owns a travel agency. 

Purpose limitation 

Explicit, specified and 
legitimate purposes and 
not processed in a way 
incompatible with the 

purposes 

ÅSpecific questions about health 
conditions are queried to only 
relevant manual occupations. 

Data minimisation 

Adequate, relevant and 
limited to what is 

necessary, in relation 
to the purposes 
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Principles relating to Processing 

of personal data (2) 
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ÅA mis-diagnosis of a medical 
condition is still kept as it is relevant 
for the treatment given to the patient 
or to additional health problems. 

Accuracy: 

Accurate and, where 
necessary,  up-to-date. 

Erasure and rectification 
without delay. 

ÅDeletion of emergency numbers for 
staff who have left the organisation. 

Storage limitation: 

Storage of personal data 
permitting Identification of 
data subjects for no longer 

than necessary 

ÅRectification of an incorrect address 
Data subjectsô rights: 

Processing in  accordance 
with data subjectôs rights 



TO-DO List 

Review internal policies and audit 
procedures  

Update these policies and 
procedures where necessary to 
ensure that they are consistent with 
the revised principles. 

Provide appropriate training to 
ensure that the business is thinking 
about data protection issues at all 
levels. 
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Roles and 

Responsibilities of 

Controllers 
Part IV 



Ensure verification 
and effectiveness of 

these measures 

Adopt policies and 
implement appropriate 
technical and organisational 
measures to demonstrate 
compliance for processing of 
personal data 
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Roles and Responsibilities of 

Controllers/Processors (1) 



Roles and Responsibilities of 

Controllers/Processors(2) 

Collection of data 
for a lawful 

purpose and is 
necessary for that 

purpose 

Bear the burden of 
proof for data 
subjectôs consent 
for the processing 
of personal data 

Notify and 
Communicate  

about for Personal 
Data Breach 

Ensure appropriate 
data security and 

organisational  
measures 

Duty to destroy 
personal data as 
soon as purpose 

lapses 

Ensure the 
lawfulness of 
processing of 
personal data 

Comply with the 
requirements to 
process Special 

Category of 
Personal Data 

Consent for the 
processing of 

personal data of 
children 

Keep records of all 
processing 

operations under 
his or its 

responsibility 

Perform data 
protection impact 
assessment for 

high risks 
operations 

Comply with the 
requirements for 

prior authorisation 
or consultation 

from DPO 

Designate an 
officer responsible 
for data protection 
compliance issues 
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Collection of Personal 

Data 
Section 23 

For a lawful purpose connected with a function or activity of the 
controller  

Necessary for that purpose 



Collection of Personal Data 

Identity and Contact 
details of the 

controller and its 
representative 

Purpose of the  
personal data 

Intended Recipients 
of the data 

Whether the 
collection is 
voluntary or 
mandatory 

Existence of the 
right to withdraw 

consent at any time 

Existence of  right 
of rectification, 

restriction, erasure 
of personal data 
and to object to 

processing  

Existence of 
Automated decision 

making, and the 
consequences of 
such processing 

Period for storing 
personal data 

Right to lodge a 
complaint with the 

Commissioner 

Transfer of personal 
data abroad and the 

adequacy of 
protection by that 

country 

Further information 
necessary to 
guarantee fair 

processing of the 
personal data 
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Direct or Indirect Collection ï Requirement to inform data subjects 

about:  



Exemption 

ÅThe data subject already has the information. 

 

Indirect Data 
Collection 

ÅThe provision of such information proves 
impossible or would involve a disproportionate 
effort. 

ÅThe recording or disclosure of the data is laid down 
by law. 

20 



Role of Data 

Protection Officer 
Section 22 



Who can be a Data Protection 

Officer? 
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Professional with experience 
and knowledge of data 

protection laws 

Existing Employee 

New Employee 

External Officer 

As long as there is no conflict of interest with 

professional duties 

Mandatory appointment of an officer responsible for data protection 

compliance issues. 

As long as there is a rigorous contract for 

appropriate safeguards 



Roles of Data Protection 

Officer 
Inform and advise the controller/processor and the employees about the 
obligations to comply with the DPA 2017 

Monitor compliance with the DPA 2017 

Advise on data protection impact assessments  

Train staff  

Conduct internal audits 

Be the point of contact for the Data Protection Office and for individuals 
whose data are processed 
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Determine 
whether to 

appoint a Data 
Protection 

Officer 

Enable DPO 
to work 

Independently 

Ensure that 
DPO reports 

to the highest 
management 

Provide 
adequate 

resources to 
fulfill the 

obligations 
under the DPA 

2017 
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Obligations of 

Controllers/Processors 
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Thank you 



Date: 06 March 2018 

Venue: Intercontinental Hotel, Balaclava Fort 
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By Mrs Pravina Dodah  

Data Protection Officer/Senior Data Protection Officer 

ÇConsent 

 

Ç Notification of personal data 

breach and Communication of 

personal data breach to data subject 
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What is 

consent? 
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Freely 
Given 

Specific 

Informed 

 

Unambiguous by 
statement or a 
clear affirmative 
action  

Indication signifying agreement  

to processing 

Consent 


