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0 Aims ofdhe DP#& °
(came into force on 15 January 2018)

> To strengthen the control andspersonal autonomy
of data subjects (individuals) over their pers@?‘\al

ot° data. o°
OQO OQO
">*tn line with the European Union’s General Data
Protection Regulation (GDPR). o*©
QQO 0QO OQO

Q)
> To g?mplify the regulatory environment for business

In our digital economg/qo 0

o o0

S

> To promote the safe transfer of personal data to

and frop®foreign jurisdictions

o of©
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# Benefits of the Act”

> Increased accountability of controllers
o Implement better processes %"

of©

0
O Better organisations oF
S ©  Better productivity
o Strengthen customer trust o0
o Gain confidence and trust © o‘?o
©
of
> Enhanced data subjects’ rights of individuals fob”
greater control gver their personat' data.

> Improve the digital Iegal landscape to regpond to

the new EU requiréments for adequa
attracting foreign investors.

[> Minimised risk of data breaches
9
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Mapping between DPA and
GDPR




DPA (Saction) GDPR (Article)

6 - Investigation of complaints 40 - Codes of conduct (2)(k)

Amicable settlement of disputes and

conduct of hearings has been included. 090 .

21- Principles relating to 5 - Principles relating to proc@vs‘;ing
OQOprocessing of psq@onal data of personal data

22 - Duties of controller 24 - Responﬁgility of tggcontroller

| O

23 - Collection of personal data 13 - Information to be provided OQO

90 where personal data are collected
© " of© from the d4ta subject
24 - Conditions for consent 7 - Conditions for consent
2° 2°

25 - Notification of personal data " 33 - Notification of aBersonaI d

breach breach to the supervisory authority

26 - Communication of personal 34 - Communication of a personal

data breach to c@ﬁ subject data brea&h to the data subject

o . ot
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DPA (Section) GDPR (Article)

28 - Lawful processing 6 - Lawfulness of processing
29 - Special categories of personal 9 - Proc«é’ang of special catego&ies
data of personal data o°
0‘3030 - Personal da{ﬁ%f child 8 - Conditions applicable to child's
consent in re[gjion to information
society services o‘?o
31 - Se@ﬁriw of processing 28 - Processor "
29 - Processing under the authority
OQQ 20 of the controlier or processor
o © 32 - SecuriR/ of processing
33 - Record of processing 30 - Records of processing
operations _ activities
34 - Data protection impact Y 35-Data protection irﬁpact 0?0
assessment assessment
35. Prior authorisation and 36 - Prior consultation
consultation of© 0
o

ot




DPA (Section) GDPR (Article)

<§ - Transfer of rsonal data

46 - Transfers subject to

outside Mauritius appropriate safeguards
49 - Derogations for specific
| situation_ﬁ’0 a
37 - Right of access 15 - Right of access by the da?g
0?9 of° subject
38 - Automated individual decision = 22- Automated individualodecision-
| making making, inclading profiting
39 - Re%%-fication, erasure or 16 - Right to rectification a
restriction of processing 17 - Right to erasure (‘right to be>"
) forgotten’) _o
o' 0 Q
o of 18 - Right o restriction of
of processing
40 - Right to object +°“ 21 - Right to object " -0
©
44 - Exceptions and Restrictions 23 - Restrictions
| 48 - CertificationovO 42 - Cert!efg:ation
o S
o




The Data Protection Office




» T he Pata Protection Office
(DPO)

> Public office which acts with complete

OQO : 0o . 5 pum
independence and impartiality.
P _LOQU_\L .

of©

Q)
QO

> Not subject to the control or direction «°
of any otherperson or auttority in the

dis‘éﬁarge of its functions.

of©

O O

of of :
> Head of the Office is the Data

Protegjion Commissioner.
9
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20 n?d REGISTRATION OF CONTROLLERS AND PROCESSORS

s Functions of DPQ +*
- ENSURE COMPLIANCE WITH DP%Q@17 AND REGULATIONS

o°

m * INVESTIGATION OF COI@QINTS eg@
v * SENSITISATION/ TRAINING
0
= EXERCISﬁ)NTROL ON ALL DATE%ROTEC'HON ISSUES

» CONDUCT DATA P&OTEC“ON COMPLIANCE AUDITS
o' S L

+ COOPERATE WITH SUPERVISORY AUTHORITIES OF OTHER
COUNTRIES
O+ RESEARCH ON DATA PROCESSING AND COMPUTER
~ TECHNOLOGY of©

©

@Qo
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Some Definitions

Sectioii 2 - Interpretation




+ Basic®Concépts

0 )
of 0
o o o any information relating to a data subject.
ersonai
S
data o 8
ot°
o0

* an iden%’{@éd or identifiable indi&rﬁal (any data which
can identify an individual),

« in particular by reference to an identifier such as a
Data name, an identifiéation number, location ;an a
SUbj ect online identifier or to one or more factors specificto ¥
the physical, physiological, genetic, mental,
economic, cultural or social identity of that individual./

of°




+ Basic®Concépts

« an operation or set of operations performed on personal data or sets of
personal data, whether or not by automated means, such as collection,
recording, organisation, structuring,storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissem&q n
or otherwise making available, alignment or combination, restriction,

scsure or destruction.

Processin
o0 d y

of° S
» a person who or public body which, alone or jointly with others,
determines the purposes and means of the processing of
personal data and has decision making power with respect to tQpc‘
processing.

\

S
\'4 S
0 of© of y,
~N
9O ©
* a person who, or a?ublic body which, processes Bersonal data()q<>
on behalf of a controller.
Processor
®,
]
\'4
o OQO
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Registration of Controllers
and Processors

Sactions 14 to 20
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* Regiétratiod  ©

Should controllers and process‘t?rs register W|tt3>
the Data Protectlon Office? > YES

> “_ no pérson shall act as controller or processor unless he
or it is registered with the Commissioner-2° Part Il Q?ECUOI‘I

97

of
> Validity of Reglstratlcgw Certificate: 3 yea‘(g
o*°
> Renewal: 3 months prior to expiry
o*° o° "
> Notification of change in particulars within 14 days °©
e
o ® of©




WHAT™ ?

AREYOUR 9 ﬁ
OBLIGATIONS %
S

Obligations on controllers

and processors
Sections 421 o 33

17



Obllgatlgns on controllers and

* proces&ors

of°

Principles relating to
processing of personal
data

Duties of Controller

&

(Designate a data
protection officer)

" Collection of personal
data
oY

9?3

Conditions for consent

(beer burden of proof
<®F consent prior to
processing)

Notify personal data
breach to this office

@Qmumcate p%@onal
data breach #8'data

subject

Duty to
pers

stroy
data

@nsure lawfulness of
processing of personal
data

IG?G .
Comply with

requirements to
process special
categories of data

i

Consent for processing

Ensure appropriate data

Keep record of all

personal data for security and processing operations
children organizational
OQO measures

ot~

\ﬁC




of©

i

Principles relating to processing

20
© 0
52 !
o*©
.II._awfulness, Fairness and Data Minimisation OQQ'»urpose Limjgation
e Nid Personal data shall be Personal data*shall be collected
Pe data shall be processed adequate, relevant and not for specified, explicit and
lawfully, fairly and in a transparent excessive in relation to the legitimate purposes and not QO
manner in relation to any data pUrpose; further processed in a manrigr
subject 9 ' o that is incompatible with those
OQ OQ purposes
20
Accuracy storagesLimitation Rights of Bata subject f°
Personal data shall be accurate Personal data shall be kept in a Personal shall be processed in
and where necessary kept up to form which permits identification accordance with the rights of data
date. of data subjects for no longer than subjects
is necessary for the purposes for B
OQO which the personal data are
) processed; OQO

o'




Duties of Contrdller — S&ction 22

Every controller must adopt policies and
implement appropriate technical andw ‘0-\\
organisational measures so as to ensure

.cand be able te, demonstrate that the & =
processing of p8rsonal data is performed in
accordance with this Act.

Respor

Such measures includes: ﬂ

OQO O implementing appropria&e data security
and org%nisational meaAsures; “i D“

O keeping of documentation as per section l
33;

O Performing data protectiono impact
assessment as per section 3?; Fu) Lla

O Comply with requirements of prior
authorization and consultation as per
section 35;

ooDesignateQ(a’n officer responsible for dataOQO
of protection.




Duties afContréller — Settion 22

Data Protection Officer
Should a controller appoint a data 9@

protection officer?

YES according to section 22 2(e)

[> Even though tﬁg%ata protection officer is
responsible for assisting the controller or
processor in monitoring the internal
corapliance, the officer is not personally
regponsible for any non-compliance with
the Act by the controller or processor.

OQO D It will be up to the controller eprocessor
to demonstrate compliance,?egardless of
how mucf? autonomy the data protection A data protection officer can be an

officer is granted. existing employee or new employee

OQO re2u'ted or an external officer.

[> It is the responsibility of the controller or processor to determine whether they need
to have a single or different data protection officer(s) for their subsidiaries. For
example, a single data protection officer may be designated for several subsidiaries,

taking accoun@Qheir organisational structure and size.
[> d?&e: This office has published a guide on the 981e and responsibilities of a data .

2
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Collection of personal data — Section
g3 & 7 y

[> Collect personal data for a lawful purpose.

T T T

O The organisation’s contact details and

S where appliéable its representative and any
data protection officer;

of

data;
Q)QQ'O whom you intend to disclose the data;
O Whether the collection is voluntary or
mandatory;
QO o

O  Right to withdraw conssqoat any time;

O Rightg,o of data ‘subjects: Access,
Rectﬁcation, Erasure, Object to
Processing;

O Automated decision makin%?Oand the
consequences of such processing;
O Period for storing the data;
O Right to lodge a complaint with the
Commissioner:;
O To which()@&mtries they intend to transfer o
OQO the data. ot




(oonditiops for Gonsent xSection 24

> The controller must be able to supply  Relilitbl:
Consent means any freely given specific,

informed and unambiguous indication of

evidence that consent has been of

obtained (Venﬁable)- the wishes of a data subject; either by a
o statement or a clear affirmative action,
0? QO by which he signifies his agreement to

[> Consent can be withdrawn at any time. personal data relating to him being
prozessed.

D V\@& consent is not necessary for a N
provision of a service, then you should not eec O
. . s \ o2&
90 require consent. It is thus the responsibility ce
© of controllers to determ&ﬂ? same. Section o Q\ d\sa%‘

28(1 )(b)&@A 2017 provides for exceptions
regarding consent.

of©
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otification afersonal d8ia
breach — Section 25

[> As soon as the controller
becomes aware that a personal
data breach ga@ occurred,

[> the latter must notify the Data
Protection Office, without undue
delay and, where feasible, not

later than 72 hours. o
0?
QO

[> Section 85 (3) of the Act provides
details on how the notiﬁcatiorb
should be. of
© A Personal Data Breach

Notification form is available on
this office website.

Controlleréqﬁbcessor should filled
o in this form and send to this office
S

Commufifcation of personal
data breach to data subject
- Sectg)on 26

Q

[> Whiere a personal data breach is
likely to result in a highorisk to
the rights and freedoms of the
individugé

]
o of

[> the controller must communic%e
that breach to the data sulbsjéct,
withogmndue delay, in order to
allow”’ him / her to take the
necessary precautions;

]
> E.g. by replacir@Q credit carqéoif
the data subject’'s card details
have been leaked

ot°




, Duty i@ destrgpy persgnal data
Section 27

> Where the purpose for keeping‘personal data has
lapsed, every controller shall destroy the datd’ as

of° soon asis reasonably practicable; and notify any
processor holding the data. of© o©
of° .
> Retention period has to be defined by th&
of controllers/proce&@ors by taking dfito account other
lawss’"
of© of©

> Example: Personal data may be removed froni”
marketing list/database if data subject withdraws

consent 20

S

0 of©
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seLawfulsprocessing — Settion 28

> No person shall process perseffal data unless the
data subject consents to the processing for oné or

o n
of more spé%lfled purposes.
1390 Qo
Or _ For the performance of a contract to wh@h the
Excéptions  data subject is a party "
apply (for o®
59 example) For compliance with any legal@bligation to which
.o the contrdiler is subjectto
9
To protect vital interests of data subject
RO O
9 S 20
for the purpose of historical, statistical or scientific
research amongst others
o0
0 ° of©

&



.Special, categories gf personal

" data —OSection 29

> Previously known as sensitive persongi‘data under the DPA. It
now includes “genetic data” and “biometric data” wdié?’e
0 processeg?&o uniquely identify a person”.

> Personal data which are, by their nature, ggrticularly sensitive
in relation to fundamental rights and freedoms meﬁospeciﬁc
Qp?otection as the context of their processing could create

significant risks to the fundamental riahts and freedoms. of©

o0 + = Go F
O GO TT
*@Eﬁ@
wr @ P 5l

Religious beliefs

o
o o

fiifi

Race, nationality

of

o

Sexual life

X2

S

O Health status Philosophical beliefs

of
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Persongl Datg of child— Section

30

> Children have the same rights-@s adults over thglr
personal data.

00
> Childrefi'merit specific protection with regard to their
personal data. o*© °

><Children are less aware of the risks, consequences
and safeguards and their rights in relation to th§

processmg of persdnal data. o*©
> Pare‘htal consent for children under the age of 16.

> “Reasonable efforts” by the controller 0 vern‘y
consent.




Seourlty of prog;essmg — Section
#31 :

> Appropriate technical and organisational measures must

be implemented to prevent unalthorised access 60
alteration, disclosure, accidental loss and destructlo?i of

0
o personal d%ﬁa.

|> Such measures include:




Secuntg of proeessing = Section
"31(Cntd)

. _ 9 .
If the controller is  acts only on instruttions received from the
usmg the o controller and

“"services of &
processor, the o
contreller is still
O .
responsible °
© under the DPA

o
for data _-» kﬁ%lements appropriate security measures for
prote oti O?IQ and so protecting any personal data processed

must ensure -0
through a written ©
contract that the

processor .

of



sePrior segurity check — Segtion 32

> The Data Protection Commissioner may carry out
inspections and assessments of the security measures
imposed on the controller or proce@%or

of°
of©
o
o o
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