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10 Reasons 
Why Privacy Rights are Important 
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PrivacyRightspreventthegovernmentfrom spyingon people(withoutcause)

PrivacyRightskeeporganisationsfrom usingpersonaldatafor theirowngoals

PrivacyRightshelpensurethosewhostealor misusedataareheldaccountable

PrivacyRightshelpmaintainsocialboundaries

PrivacyRightshelpbuild trust

PrivacyRightsensurewehavecontroloverour data

PrivacyRightsprotectfreedomof speechandthought

PrivacyRightslet youengagefreelyin politics

PrivacyRightsprotectreputations
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PrivacyRightsprotectyourfinances10
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Data Privacy Trends in 2023
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Global rise in data privacy regulations

Companies will invest more in privacy technologies

A cookielessfuture

Greater transparency in the collection and processing of personal data

Increase in requests and complaints of data subjects

More data security and privacy job positions
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1. Global rise in data privacy regulations

The globalrisein dataprivacyregulationswill continueto risein 2023. By theendof 2024,
it is expectedthat75% of the globalpopulationwill haveits personalinformationcovered
underprivacyregulations.

2. Companies will invest more in privacy technologies

Privacy-enhancingtechnologiestook the centerstagein 2022and will continueto rise in
2023. In 2019GooglelaunchedPrivacySandboxandis currentlyworkingon Trust token
API andotherprivacytechnologiesto replacethird-partycookies. In 2021ð2022, bigtech
companieswere chargedwith multi-million fines for the GDPR breaches. The total
amount of fines appointedon Meta alone until the end of 2022 by the Irish Data
ProtectionCommissionfor breachingthe GDPR and ePrivacyDirectiveseeksnearlyû1
billion. In addition,the Irish DataProtectionCommissionalsohas40 open inquiriesfor
other big techcompanies. This tendencywill continuein 2023, and weshouldseemore
companieschargedwith big fines for breachesof privacy regulations,especiallythe
Europeanones.

Source: https://cookie-script.com/blog/data-privacy-trends-in-2023
http://www.pptback.com/flowers-abstract-gradient-yellow-flowers-
pptbackground.html
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3. A cookielessfuture

Googlehasannouncedthatby theendof 2023, it will officiallystopsupportingThird-Party
Cookieson the GoogleChromebrowser. The trendwill continuefor removingcookiesin
favorof consent-baseddata-collectingsolutions.

4. Greater transparency in the collection and processing of personal data

User privacysurveyshowsthat websiteusersvaluedataprivacy,and over 50% of them
would changeserviceproviderssimply becauseof their data policies or data sharing
practices. The trendwill continuein 2023.

5. Increase in requests and complaints of data subjects

Datasubjectsof theprivacyregulationsarebecomingmoreawareof their rightsandwantto
protecttheir personalinformation. Asdatasubjectscontinueto exercisetheir rightto know,
update,delete,or otherwisehandle the personalinformation businesseshavecollected
aboutthem,thiswill follow by a significantincreasein datasubjectrequestsandcomplaints
in 2023.

Copyright Data Protection Office

https://cookie-script.com/all-you-need-to-know-about-third-party-cookies.html
https://iapp.org/media/pdf/resource_center/cisco_consumer_privacy_survey_nov2019.pdf


6. More data security and privacy job positions

Increasingandchangingprivacyregulationsworldwidewill leadto moredatasecurityjobs
for humansin the comingyear. The increasein relatedjobs in recentyearsdispelsthe
myththatDataScienceandArtificial Intelligencereplacehumanlabor.

Source: https://cookie-script.com/blog/data-privacy-trends-in-2023Copyright Data Protection Office



World's Biggest Data Breaches

Mar 2021
533,000,000 records lost.

Phone numbers, full 

names, locations, email 

addresses and 

biographical information 

on 533 million users from 

106 countries. Scraped 

due to vulnerability 

ôôpatched in 2019õõ

Source:https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Data Breaches exceeding 15,000,000 records lost
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Data Protection and Privacy Legislation Worldwide
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Data Protection and Privacy

o 137 out of 194 countrieshad put in placelegislationto securethe

protectionof dataandprivacy.

o Africa andAsiashowdifferentlevelof adoptionwith 61 and57 per

centof countrieshavingadoptedsuchlegislations.

o The sharein theleastdevelopedcountriesisonly48percent.

Source: https://www.videezy.com/

https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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Guiding Principles

Source: Privacy and Personal Data Protection Guidelines for AfricaCopyright Data Protection Office



Key Considerations

Source: Privacy and Personal Data Protection Guidelines for AfricaCopyright Data Protection Office



Existing Privacy Laws and Frameworks in Africa

ÅSADC Model Law on Data Protection (2010) ðUnder Review

ÅECOWAS Supplementary Act A/SA.1/01/10on personal data protection (2010)

ÅEAC Framework for Cyberlaws(2008)

ÅAfrican Union Convention on Cyber Security and Personal Data Protection (Malabo 
Convention)

ÅPrivacy & Personal Data Protection Guidelines for Africa 

ÅAfrican Union Continental Data Policy Framework

ÅThe Digital Transformation Strategy for Africa (2020-2030)

ÅAfrican ContinentalFreeTrade Area(AfCFTA) agreement

AFRICA 

Source:https://www.teahub.io/viewwp/
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European Union (EU)
The Evolving Landscape of European Data Privacy Laws

ÅGeneral Data Protection Regulation (GDPR) 

ÅData Governance Act (DGA) 

ÅePrivacyDirectives

ÅePrivacyRegulation

ÅDigital Markets Act 

ÅDigital Services Act

ÅThe Draft Data Act 

ÅEuropean Health Data Space (EHDS) 

ÅArtificial Intelligence Regulation
Copyright Data Protection Office



Council of Europe (CoE)

Ratification of Mauritius to the 

Convention for the Protection of 

Individuals with regard to 

Automatic Processing of Personal 

Data (Convention 108) which 

came into force on  01 October 

2016.

Ratification of the Protocol 

amending Convention for the 

Protection of individuals with 

regard to automatic processing of 

personal data on 04 September 

2020.

Source: https://www.pinterest.com/
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üUnited Nations International Covenant on Civil and Political Rights

üUniversal Declaration of Human Rights

üUN Principles on Data Protection and Privacy

üUN Reports of the Special Rapporteur on the Right to Privacy

üGuidance Note on Data Privacy, Ethics and Protection for the United 
Nations Development Group (UNDG)

üUNESCOõs Principles on Personal Data Protection and Privacy 

üUnited Nations High Commission on Human Rightsõ resolution on 
The Right to Privacy in the Digital Age

United Nations

Source: https://www.worldatlas.com/
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American Data Privacy and Protection Bill, 

California Privacy Rights Act (2020),  Consumer Data 

Protection Act (Virginia),  Utah Consumer Privacy Act 

(UCPA), Connecticut Privacy Act, Colorado Privacy 

Act,  (CPA), Childrenõs Online Privacy Protection Bill

Source:https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

ÅDigital Personal Data Protection Bill 

2022

ÅData Protection Act 2018

ÅOnline Safety Bill

ÅPersonal Information Protection Law 

(PIPL)

India

UK

China

US
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Revenue Collected

DPO collected a total revenue of Rs11,741,500 in 2021 and Rs2,736,500for 
registration of controllers and processors in 2022.

Main Achievements of the Data Protection Office
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European Union Adequacy

In conjunctionwith theadequacyrequirementsestablishedby the
EuropeanUnion, the office preparedand submitteda report to
the EuropeanCommission(EC) Directoratefor its study and
perusal with a view to a subsequentadequacyfinding for
Mauritius. The report aims to provide an overview of the
Mauritian systemin order for the EC to conductan objective
assessment.
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Enforcing Data Protection Statistics 2021 ð2022
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Statistics & Nature of Cases/Complaints

For the year2021 to October 2022, 135 complaintshavebeenreceivedat the
DPO. Out of the135, 34 complaintshavebeenresolved. 101complaintsarestill
ongoingwhichareclassifiedasper tablebelow:

Nature of Complaint Total

CCTV Cameras 125

Fingerprints 1

Unlawful Disclosure of Personal 

Data
8

Rights of Data Subject Access 1
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THE FUTURE
A call for Global Privacy Standards

Source: https://www.videezy.com/
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Source: istockphoto 

Artificial Intelligence
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Source:www.blog.adva.com/

ROBOTICS
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Source: https://www.dotmagazine.online/

PEOPLE AND PERSONAL DATA PROTECTION
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Source: https://wallpapercave.com/

SETTING 

THE RIGHT 

EQUILIBRIUM
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COOPERATION

Source: https://www.globalmydomtrack.com/
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Thank You 

For 

Your Attentioné

Source: https://www.videezy.com/
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E-DPO Explained

Mr R. Mukoon

Data Protection Officer/Senior Data Protection 
Officer

Data ProtectionOffice

30 January 2023
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eDPO Explained

https://dpo.govmu.org

https://dpo.govmu.org/


Option 1

Societe, Trust, NGOs 

and Ministries having 

or not having a BRN 

through 

Representative(s)

Option 2

Register controllers/

processors under his 

management

through 

Representative(s) 

Option 3

one company

and/or  other 

companies through 

Representative(s) 

Option 4

Type of Administrators

Individual with BRN 

or no BRN.

Requires a Maupass

Account                                              
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Concepts in eDPO Portal

Administrator 
account other 

than Individual (3 
types)

ÅMust add its representative(s) under Manage 
Representatives menu

ÅThe representative must have a Maupass
account

Representative

ÅMust log in with its Maupass Account

ÅIt is the representative who register
controller/processor on behalf of the
Administrator (3 types)

ÅSubmit the Eforms for a controller/processor



Concepts in eDPO Portal

Administrator 
account other 
than Individual 

(2 types)

ÅManagement Companies 
and Group of Companies

ÅAdd controller/processor 
(Manage Organisations)



Administrator and Companies(s)

Must add

(Manage Organisation menu) 



Administrator and Representative(s)

Must add 



Misconceptions in eDPO Portal

Log in             as 
Administrator 
account other 
than Individual 

(3 types)

Scenario

ÅThis account cannot submit controller 
forms

ÅNeither submit eForms

ÅCan view controller(s)/processor(s), 
Eforms and its status

Solution to 
the above 
scenario ?

ÅThe representative must log in with its Maupass
Account

ÅIt is the representative who register
controller/processor on behalf of the Administrator

ÅSubmit the Eforms for a controller/processor



Controller/Processor Application Process

Controller/

Processor 
form 

Fill and 
Submit

Make Payment 
using the modes

available:
Cash, Cheque, 

Voucher, 
Epayment

Vetting by DPO

Request for 
Amendment
if required

Approve and 
Certificate 
generated

View Status
/ Certificate(s) 
in your Portal

(Administrator\

Representative
)



Epayment



Sample Portal View (status/certificate)



Status of Application in eDPO portal

Completed: Indicates application has been fully processed and 
Certificate has been generated.
Submitted : Indicates Application has been submitted to be 
vetted by the DPO.
Awaiting Payment: Applicant need to pay the Registration or 
Renewal Fee for Application.
In Process: Application is being processed at the DPO.
Awaiting Amendments: Application was sent back to applicant 
on the portal to make necessary amendments. Applicant will 
receive a mail with all information that need to be amended, 
and have to re-submit application once completed.
Rejected: Application has been rejected by the DPO and no 
certificate generated.



Complaint in eDPO portal



Complaint Status in eDPO portal

Draft: The complaint is still at the level of 

complainant and not yet submitted.

Submitted : Indicates that the complaint has been 

submitted to the DPO.

In Process: The complaint is being processed at the 

DPO.

Closed: The complaint is closed and the applicant 

has been notified.



Eforms in eDPO portal



Action Required and Response for Eforms



Eforms Status in eDPO portal

Draft: The Eform is still at the level of the applicant and is 

not yet submitted.

Submitted : Indicates that the Eform has been submitted 

to the DPO.

In Process: The Eform is being processed at the DPO.

Action Required: as explained previously

Action Completed: the required action requested by DPO

Approved: The eform is approved

Rejected: The eform is rejected



Eform status in eDPO portal



DPO Portal User Guide



Data Protection in the Telecommunications Sector 

Mr. D. C. NG Sui Wa
Chairperson

Information and Communication 
Technologies Authority 

30 January 2023
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The role and mandate of the National 
Cybersecurity Committee

Dr. V. Padayatchy
Chairman

National Cybersecurity Committee

30 January 2023
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CONFERENCE ON
òPROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSó

30THJanuary 2023

The role and mandate of the National Cybersecurity Committee

Presented by: Dr Viv Padayatchy

Chairman, National Cybersecurity Committee

Copyright Data Protection Office



The new legislation in place
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Multistakeholder

ÅA multi-stakeholder body with 
representatives from key government 
agencies, private sector and civil society

Name Organisation

Dr Viv Padayatchy Chairperson

Mr R.Hawabhay Chief Technical Officer, Ministry of Information Technology, Communication and Innovation

Mrs. D.Madhub Data Protection Commissioner

Data Protection Office

Mr C.Dawonauth Superintendent of Police

Dr K.Usmani Officer in Charge

CERT-MU

Mr J.Louis Officer in Charge

Information and Communication Technology Authority

Mr. Q.A Ismael Ghanty Chief Information Security Officer

Bank of Mauritius

Mr. Arvind Jadoo Chief Information Security Officer

Financial Services Commission

Mr Pravesh Gaonjur General Manager, Tylers

Mr Amreesh Phokeer Internet Measurement and Data Expert

Internet Society (Global) Mauritius

Mrs P.Sohun 5ŜǇǳǘȅ tŜǊƳŀƴŜƴǘ {ŜŎǊŜǘŀǊȅΣ tǊƛƳŜ aƛƴƛǎǘŜǊΩǎ hŦŦƛŎŜ

Mr A. Auckloo Technical Security Analyst, Cyber Terrorism Unit

Mr M.Seetaram Ag Senior Assistant Parliamentary Counsel

State Law OfficeCopyright Data Protection Office



Additional
Resources

ÅThe Committee may co-opt any person who 
may be of assistance in relation to any 
matter before it

The National Cybersecurity Committee
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Advisory

(a)advise the Government on 
cybersecurity and cybercrime;

The committee draws on its pool of 
resources and discuss cybersecurity 
matters. Government may refer matters 
for consideration by the committee or the 
committee may bring matters to the 
governmentôs attention via the Minister of 
ICT.

The National Cybersecurity Committee
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Implement 
Gov Policy

Åimplement Government policy relating to 
cybersecurity and cybercrime;

The committee may implement policy via 
its constituent agencies. However, the 
committee does not itself have any human 
or material resources outside its 
committee members.

Copyright Data Protection Office



Coordination

Åcoordinate all matters relating to 
cybersecurity and cybercrime;

Coordination is achieved by concertation 
between members either during a meeting 
or online discussions

Copyright Data Protection Office



Reporting

Åreceive and act on reports relating to 
cybersecurity and cybercrime;

The committee may receive reports either 
via its members or any other party who 
which to bring such matters to the 
committeeôs attention
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Critical 
Information 
Infrastructure

Åcoordinate and facilitate the implementation of a critical information 
infrastructure protection framework;

A critical information structure, from a cybersecurity viewpoint, is a set of 
information assets, systems, and processes that are considered essential to the 
operation and survival of the country. 

This includes sensitive data, intellectual property, key infrastructure, and 
systems that are necessary to meet business objectives. In the context of 
cybersecurity, protecting the critical information structure is a top priority to 
prevent data breaches, unauthorized access, and other types of cyber attacks.

Examples: 

- Telecommunication

- Port & Airport

- Health services

- Power Generation and Distribution

- Water collection, treatment and distribution

- etc

Copyright Data Protection Office



Information 
Aggregation

Åcoordinate the collection and analysis of 
internal and external cyber threats, and 
response to cyber incidents that threaten 
the Mauritian cyberspace;

Copyright Data Protection Office



Local and 
International 
Collaboration

Åcooperate with computer incident 
response teams and other relevant 
bodies, locally and internationally, on 
response to cyber threats and 
cybersecurity incidents;

CERT-MU is a key member of CC and is 
an active participant.

The CC actively seek collaboration with 
other local and international bodies to fight 
Cyber Crime
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Best 
Practices

Åestablish cybersecurity best practices 
and standards for critical information 
infrastructures;

CC work on selecting best practices such 
as ISO27001 protocols for CII
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Capacity 
Buidling

Åpromote capacity building on the 
prevention, detection and mitigation of 
cyber threats;

CC aim to promote the development of 
local Cybersecurity expertise via 
collaboration with training institutions and 
local organisations involved in the field of 
cybersecurity.
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Work done

ÅThe Committee starting its work in 
September 2022

ÅMeeting every 2-3 weeks

Å4 meetings held

ÅExcluding confidential matters 
discussed, the committee has:
ÅReviewed and gave its input on the national 

cybersecurity strategy

ÅReviewed the Maushield Platform

ÅReviewed the National Cyber incident 
response plan and simulation exercises

ÅStarted work on the CII Framework

ÅPlanning an event on Cybersecurity

Copyright Data Protection Office



The end Thank you!
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Data Protection in the Mauritian Business 
Community

Ms. A. Radhakeesoon
Chairperson

National Committee on Corporate Governance 
(NCCG)

Mrs. S. Ujoodha
CEO Mauritius Institute of Directors (MIoD)

30 January 2023
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Safe City

Mr. Bholah
Superintendent of Police

Mauritius Police Force

30 January 2023

Copyright Data Protection Office



Shri Atal Bihari Vajpayee Tower, Ebène

Mr. A. BHOLAH
Superintendent of Police

OC PMCCC

άtwh¢9/¢LbD t9w{hb![ 5!¢! !/wh{{ ![[ 9/hbhaL/ {9/¢hw{έ

Copyright Data Protection Office



TheMauritius PoliceForce(MPF) is responsiblefor

State Security. The duties of the MPFare prescribedunder

Sec. 9 of the PoliceAct.

The MPF has adopted the ά{ŀŦŜCity {ƻƭǳǘƛƻƴέto

enhancethe safety of Mauritian Citizensand visitors in line

with our PrimeaƛƴƛǎǘŜǊΩǎvision.

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSCopyright Data Protection Office



The Project consist of four components:

Police Main Command 
& Control Centre 

(PMCCC)

8 Sub-Command 
Centres

72 Station Monitoring 
Bay

Emergency Response 
Management System 

(ERMS)

Hotlines
999/ 112 

148 (Anonymous)

Å Gender Based Violence Apps
Å Elderly Apps

Cameras

- Intelligent Video 
System (IVS)

Å 4000 Cameras (Fix and PTZ)

- Intelligent Traffic 
Surveillance (ITS)

Å 300 cameras ( with Automatic 
Number Plate Recognition 
Plate (ANPR))

Radio Communication
- EP 820
- EV 750

Å 4500 radios
Å 350 radio (Police Vehicles)

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSCopyright Data Protection Office



tŜǊǎƻƴŀƭ 5ŀǘŀ  ŀǊŜ ŎŀǇǘǳǊŜŘ ǘƘǊƻǳƎƘ Χ

V Images of data subject
V Registration Number Plate
V Images are stored for 30 days

Cameras 

Radio
V Voice
V Video
V Snapshot

ERMS

V Name of Caller
V Phone Number,
V Address
V Location (GPS)

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSCopyright Data Protection Office



Protecting Personal Data

Code of Practice
(issued by the Data Protection Office)

The Mauritius Police Force is adhering to the Code of Practice for  Safe City which sets out the 
basic conditions for the use of Safe City Systems in accordance with the provisions of the Data 
Protection Act 2017(DPA).

Å All Cameras are sited at strategic location (such as public places, beaches, public road, 
larceny prone areas) 

Å The PMCCC is to ensure the proper running of the Safe City system(s) under its control 
and also ensure that all its personnel operating or monitoring the system(s) are trained 
and work under the legal framework.

Å Recorded material are processed in accordance with the DPA, i.e footages should be 
relevant, authentic and impartial.

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSCopyright Data Protection Office



Protecting Personal Data

ü Retrieval of Footages:

ï Two copies are retrieved: 

ÅhƴŜ ŀǎ ΨMaster CopyΩ ƛǎ ǎŜŀƭŜŘ ƛƴ ŀ  ǇƭŀǎǘƛŎ ŜǾƛŘŜƴŎŜ ōŀƎΣ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ōȅ ǘƘŜ 
Enquiring  Officer and is kept as exhibit for court production. 

ÅA second one as ΨǿƻǊƪƛƴƎ ŎƻǇȅΩ ƛǎ ƘŀƴŘŜŘ ƻǾŜǊ ǘƻ ǘƘŜ 9ƴǉǳƛǊƛƴƎ hŦŦƛŎŜǊ ŦƻǊ 
investigation

ü Disclosure of Personal Data to third party is done: 

V On issue of a Court Order,
V ¦Ǉƻƴ ǊŜǉǳŜǎǘ ŦǊƻƳ !ǘǘƻǊƴŜȅ DŜƴŜǊŀƭΩǎ hŦŦƛŎŜΣ ƻǊ
V From a Police Officer not below of the rank of an ASP, for investigation or 

advice from DPP

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORS

Å All Dataare stored on a server housed at the Government Online Centre (GOC), Ebene

ü Access to GOC is controlled. Only Engineer / Technician from MT/Huawei under 
the supervision of Police are granted access for maintenance 

Å Access to PMCCC/ SCC are restricted areas 

Å Stations Monitoring Bays have been placed out of  Public view.
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Å Training
ï PMCCC Personnel, SCC and those at Police Station are trained on relevant Laws and 

Code of Practice

ï Issuing of personal account number

Å Compliance Audit
ï PMCCC is subject to compliance audits by the DPO for 

Å How the PMCCC collects and processes the personal data?

Å Policies implemented in compliance with the DPA e.g. Privacy Policy, Retention Policy

Å Procedures for handling personal data breaches and rights of data subjects.

Safe Guard
Å Laws 

ï Constitution :- Sec 3 (c) the right of the individual to protection for the privacy of his 
house

ï Data Protection Act :- Sec. 44 (1)

Å Protect the privacy of individuals. The exception allowed:

ï 1. for public security

ï 2. prevention , investigation and detection of an offence

ï Information & Communication Technologies Act / Official Secret Act

If an officer has breached the above acts, legal actions will be taken against him

PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORSCopyright Data Protection Office



Data Protection in Health Sector

Dr. A. Bholah

MSc Global eHealth (University of Edinburgh)
MBBS (SSRMC)

Digital Health Office
Ministry of Health & Wellness

30 January 2023
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Digital Health Law

ÅProvidea generalframeworkfor the digitalhealthsector;

ÅDatasharingbetweenhealth institutions and practitioners,including
privateclinicsandmedicalpractitioners,andmedicalinsurances;

ÅDataprivacyanddataprotection;

ÅIncorporatenational policiesand long-term objectivesof the health
sector;

ÅDefine clearly the roles, functions and powers of the Ministry and
relevantDepartmentsfallingunder its aegis

ÅComplywith international conventionsand commitmentsratified by
the Governmentof Mauritius;
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ÅPropose any repealing of existing Acts (or parts thereof) and enactment of 
the New Digital Health Act;

ÅPropose appropriate legal mechanisms for the prevention of illegal Digital 
Health Services;

ÅDevelop regulations as follows for implementation of the Digital Health Bill, 
but not limited to:
ÅDigital Prescription

ÅDigital Signatures

ÅDigital Medical Certificates

ÅDigital Laboratory Results

ÅDigital Medical Reports

ÅAdvise on the human resources, institutional set-up and logistics required 
for implementing the Digital Health Bill.
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Dr. Bholah Amal

MSc Global eHealth (University of Edinburgh)
MBBS (SSRMC)

digitalhealth@govmu.org
214 8850
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Sharing the Data Protection Certification journey

Mr. K. Sumputh
Chief Security Officer

ABSA

30 January 2023
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