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1. Global rise in data privacy regulations

The globalrisein dataprivacyregulationsvill continueto risein 2023 By the end of 2024
It iIs expectedhat 75% of the globalpopulationwill haveits personainformationcovered
underprivacyregulations

2. Companies will invest more in privacy technologies

Privacyenhancingechnologiesook the centerstagan 2022 and will continueto rise in
2023 In 2019GooglelaunchedPrivacySandboxandis currentlyworkingon Trust token
AP| andotherprivacytechnologieso replacethird-partycookies In 20210 2022, bigtech
companieswere chargedwith multi-million fines for the GDPR breaches The total
amount of fines appointedon Meta alone until the end of 2022 by the Irish Data
ProtectionCommissionfor breachinghe GDPR and ePrivacyDirective seeksnearlytl
billion. In addition,the Irish Data ProtectionCommissionalsohas40 openinquiriesfor
other big tech compan|esTh|s tendencywill continuein 2023 and we shouldseemore
companieschargedwith big fines for breachesof privacy regulations,especiallythe
Europeanones

Sourcehttps://cookie-script.com/blog/dataprivacytrends-in-2023
http://www.pptback.com/flowersabstractgradientyellow-flowers-
pptbackground.html



https://privacysandbox.com/intl/en_us
https://cookie-script.com/blog/google-delays-blocking-third-party-cookies#trust-token-api
https://cookie-script.com/blog/google-delays-blocking-third-party-cookies
https://cookie-script.com/knowledge-base/what-are-the-biggest-gdpr-fines-so-far
https://cookie-script.com/gdpr-and-e-privacy-regulation-compliance.html
https://cookie-script.com/blog/cookie-law
https://cookie-script.com/blog/meta-fined-265-mln-euro-for-facebook-gdpr-breaches
https://cookie-script.com/blog/data-privacy-trends-in-2023
http://www.pptback.com/flowers-abstract-gradient-yellow-flowers-pptbackground.html

3.A cookieleRgure

Googlehasannouncedhatby the end of 2023 it will officiallystopsupportingl hird-Party
Cookieson the GoogleChromebrowser The trend will continuefor removingcookiesin
favorof consenbaseddatacollectingsolutions

4.Greater transparency in the collection and processing of personal da

User privacysurveyshowsthat websiteusersvalue dataprivacy,and over 50% of them
would changeserviceproviders simply becauseof their data policies or data sharing
practicesThe trendwill continuein 2023

5. Increase in requests and complaints of data subjects

Datasubject®f the privacyregulationgsrebecomingnore awareof their rightsandwantto

protecttheir personalnformation As datasubjectg€ontinueto exerciseéheirrightto know,

update,delete,or otherwisehandlethe personalinformation businesse®ave collected
aboutthem, thiswill follow by a significantncreasen datasubjectequestand complaints
In 2023


https://cookie-script.com/all-you-need-to-know-about-third-party-cookies.html
https://iapp.org/media/pdf/resource_center/cisco_consumer_privacy_survey_nov2019.pdf

6. More data security and privacy job positions

Increasing@ndchangingrivacyregulationsvorldwidewill leadto more datasecurityjobs
for humansin the comingyear The increasan relatedjobsin recentyearsdispelsthe
myththatDataScienceandArtificial Intelligencaeplacehumanlabor.

Sourgeédhttps://cookie-script.com/blog/dataprivacytrendsin-2023
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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0 137 out of 194 countrieshad put in placelegislatiorto securethe
protectionof dataandprivacy

o AfricaandAsiashowdifferentlevelof adoptionwith 61 and57 per |

centof countrieshavingadoptedsuchlegislations

® 0 Thesharan theleastevelopedountriessonly48percent
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https://www.videezy.com/
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide

Guiding.Principles

o Global interoperability o Data minimization

° Choice

o Legal environment

o Technical environment

o Anonymity and pseudonymity o Business environment

Privaey and Personal Data Protection Guidelines for Af



Key Considerations

Collection
Limitation

Security
Safeguards

o

Purpose
Data Quality Specification Use Limitation

Individual
Participation

< ="\ __

CopyaNSBRFcEPINEC and Personal Data Protection Guidelines for Afric

Openness Accountability



AERICA

Existing Privacy Laws and Frameworks in Africa

A SADC Model Law on Data Protectlon (208Q)nder Reviews . .
A'ECOWAS Supplgm _* ary 'ttA/SA 1/01/a60 personél data mon (20;10)
A EAC‘Ramewqu fe;?:ybeﬂaﬁﬁzoo& '..f’" -

A African Unlon Conventlon on Cyber Security and Personal Data Protectlon WEL
Convention)

A Privacy & Personal Data Protection Guidelines for Africa
A African Union Continental Data Policy Framework

A The Digital Transformation Strategy for Africa (22@80)

A African ContinentaFreeTrade Area(AfCFTA) agreement

Source:




European Union (EU)

The Evolving Landscape of European D Date

a_Privacy Laws

AGeneral Data Protection Regulation ( ": «

AData Governance Act (DGA) RN iz A
AePrivacyirectives - / » 5
AePrivacyRegulation | i (vt

ADigital Markets Act
ADigital Services Act
AThe Draft Data Act
AEuropean Health Data Space (EHDS)
AArtificial Intelligence Regulgotlo

pyrlgkrl)ata Protection Office il



Council of Europmi

Ratification of Mauritius to the
Convention for the Protection of /
Individuals with regard to
Automatic Processing of Persong _ _
Data (Convention 108) which amending Convention for the

came into force ord1 October Protection of individuals with
2016 regard to automatic processing ¢

/ personal data ob4 September
2020.

Copyright Data § J

Ratification of the Protocol

Source:



U United Nations International Covenant on Civil and Political Rights
U Universal Declaration of Human Rights

U UN Principles on Data Protection and Privacy

U UN Reports of the Special Rapporteur on the Right to Privacy

U Guidance Note on Data PrivacyxEthics and Protection for the United
Nations Development-Group (UNDG)

UUNESCOOs Principle_s- om_:Per s ongEmeesDat

uUni t ed Nations a1 gh Commi ssi on on H
The Right to Privacy in the Digital Age

https://www.worldatlas.com/
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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\me Achievements of the Data Protection Offu
e

venue Collected
DPO collected a total revenueR®$11,741,500n 2021 ancR32,736,50(10r

registration of controllers and processors in 2022.

Revenue Collected

14

Millions

12

10

Revenue in Rupees

=] (%] £ -3 a1 = 2]
| | |

B )

2020 2021 2022
Copyright Data Protection Office e /
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In conjunctiornwiththe adequacyequirementgstablishe®ythe
EuropeanUnion, the office preparedand submitteda report to

the EuropeanCommission(EC) Directoratefor its study and
perusal with a view to a subsequentadequacyfinding for

Mauritius The report aims to provide an overviewof the
Mauritian systemin order for the EC to conductan objective
assessment

J
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Enforcing Data Protection Statistics 282022

\_/

Number of controllers registered Number of processors registered

Copyright D

At

Supreme Court Case

ICT Appeal Tribunal Case

Certification

Complaints Closed

Authorisations for transfer of personal data ahroad
Data Protection Impact Assessments

Personal Data Breach Notifications

Legal Advice

0

A Protection Office

50 100 150 200 250 300 350 400 450
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Statistics & Nature of Cases/Complaints

For the year2021to October2022 135 complaintshavebeen receivedat the

DPO. Out of the 135 34 complaintdhavebeenresolved101 complaintsarestill
ongoingwhichareclassifiecsper tablebelow

Nature of Complaint Total
CCTV Cameras 125
Fingerprints 1
Unlawful Disclosure of Person: 3
Data
Rights of Data Subject Access 1 -
e -
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"SETTING
THE RIGHT

'EQUILIBRIUM

A
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Mr R.Mukoon

Data Protection Officer/Senior Data Protection
Officer

DataProtectionOffice

30 January 2023
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eDPO Explained
https://dpo.govmu.or

DPO Portal

Username

Password @

Create an account as DPO Administrator/User I

Eorgot Password?

Maupass Forgot Password?

Maupass Registration?

Register Anonymous Complaint



https://dpo.govmu.org/

Type of Administrators

Option 3

Register controllers/
processors under his

ta management

Option 1

3. Management through
Companies Representative(s)

1.Individual

Option 2
Option 4

Societe, Trust, NGOs
and Ministries having
N or not having a BRN ,,

“ through 4. Group of
2.0rganisations Representative(s) Companies




Concepts in eDPO Portal

AMust add its representative(s) under Manage
Representatives menu

AEECES A The representative must have a Maupass

account other
LERREEIEREN  account

types) J

~N

o )
AMust log in with its Maupass Account

Alt is the representative who register
controller/processor on behalf of the
SEMESENEY  Administrator (3 types)

A Submit the Eforms for a controller/processor




Concepts in eDPO Portal

~

A Management Companies
and Group of Companies

Ao gl (=1l @8 A Add controller/processor
account other (Manage Organisations)

than Individual

(2 types) -/




Administrator and Companies(s)

,/ ==

3. Maagement g

Companies 4. Group of
Companies

Must add

(Manage OrganisatioW

Controller/Processor




Administrator and Representative(s)

CRDC
3. Management 4. Group of
Companies Companies

2.0rganisations

e

Representative(s)




Misconceptions in eDPO Portal

AThis account cannot submit controller
) forms
Log In as

v eesas A Neither submit eForms

account other .
than Individual ACan view controller(s)/processor(s),

(3 types) Eforms and its status Y,

Scenario

\

AThe representative must log in with its Maupass
Account

Solution to Y[ IS the representative who register
the above controller/processor on behalf of the Administrator

SCEUEUCEA A Submit the Eforms for a controller/processor

)




Controller/Processor Application Process

Vetting by DPO

Controller/ Request for
5 Amendment
rocessor if required

o Approve and
I;i” ban_d Certificate
Lo generated

‘ Make P‘ayment ‘ ‘ View Status

. | Certificate(s)
using-the'modes In your Portal
available:

Cash, Cheque, (Admlnlstratgr\
Voucher, Representative
Epayment )
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Epayment

DATA PROTEC TION OFFICE

DRAFT APPLICATIONS

No records found

PENDING FEES

REGISTERED CERTIFICATES

C10020

3 Click to Pay

DPFO/2022/09/0091

View Certificate
New Controlier for &CO

-

) C10021

Controlier for Limted

~ z ~
2 T oncroler for )
ATOUNT. 1UUL.OU > - -

B ciorn

DPOI2022/05/0082 Cr0022
New Controlier for

Amount. 1000.0C



Sample Portal View (status/certificate

Controller Applications

Reference T] Application Type T] Controller Name T| Representative Name T] Status T| -
Appiication Application Certificate
DP0/2022/08/0004 Controller L) Completed @
DPO/2022/08/0001 Controller Y  -ooication submitted @
DP0/2022/09/0031 Controller _ Completed @
DPO/2022110/0101 Controller C In Process @
DPO/2022/08/0019 Controller _ Completed @
DPO2022/09/0033 Controller _ Completed @
DPQ/2022/10/0105 Controller _ Completed @
DPO/2022110/0107 Controller — Completed @
DPO2022M10/0106 Controller _ Completed @
DP0/2022/10/0108 Controller _ Completed @




Status of Application in eDPO portal

Completed: Indicates application has been fully processed and
Certificate has been generated.

Submitted : Indicates Application has been submitted to be
vetted by the DPO.

Awaiting Payment: Applicant need to pay the Registration or
Renewal Fee for Application.

In Process: Application is being processed at the DPO.

Awaiting Amendments: Application was sent back to applicant
on the portal to make necessary amendments. Applicant will
receive a mail with all information that need to be amended,
and have to re-submit application once completed.

Rejected: Application has been rejected by the DPO and no
certificate generated.




| od S

Registration of ONLINE Complaint

Complainant  Respondent  Complaint Details  Declaration ~ Documents
NID : MO
First Name : Mr X Last Name : YYYYYY
Block / House Street :
No. :
Locality : Select v Town / Village :
District : Select v Postcode : Select v
Email Address : dpoyep@govmu.org Occupation :
Phone No : Mobile No :
& Back [ SaveasDraft @ Print



Complaint Status in eDPO portal

Draft: The complaint is still at the level of
complainant and not yet submitted.

Submitted : Indicates that the complaint has been
submitted to the DPO.

In Process: The complaint is being processed at the
DPO.

Closed: The complaint is closed and the applicant
has been notified.




Eforms in eDPO portal

pPo DPO PORTAL LoguT

EForms
Transfe sonal Dat: Yersonal Date at: 2C ac ) a ’
Ir I.Il\'( r of Personal Data | N!)IIA'I(‘ ition of Personal Data 4 Data lf’f(m ction Impact |- Compliance Audit I Cortification Form
Abroad Breach Assessment
Reference T] Category T| Submitted Date | Status T|
View Letter

No records found.

10 v



Action Required and Response for Eforms

APPLICATION CERTIFICATION FORM

Ref Number: CERT/2022/1

[ Action Required [ Notes

Particulars of controller/processor Details Documents Action Required
Controller / Processor Certificate : | Select 7 ’
Name of controller/processor”® : ‘ Firm Lim ’

(Please tick whether application is by controller/processor)

Name of controller : | |
(Please specify name of controller if application is being done by processor) 4

Block / House No. : no 2 Street™ : E- STREET ]

Locality* : < Town / Village : E. ]

[ Action Required % Motes

Action Required from DPO

To submit Records of Processing report updated version.




Eforms Status in eDPO portal

Draft: The Eform is still at the level of the applicant and Is
not yet submitted.

Submitted : Indicates that the Eform has been submitted
to the DPO.

In Process: The Eform is being processed at the DPO.
Action Required: as explained previously

Action Completed: the required action requested by DPO

Approved: The eform Is approved
Rejected: The eform is rejected




EForms

~+ Transfer of Personal Data Abroad

Eform status in eDPO portal

~+ Notification of Personal Data Breach

-+ Data Protection Impact Assessment

-+ Compliance Audit ~+ Certification Form

Reference Tl

DRAFT/2022/14

DRAFT/2022/10

DRAFT/2022/15

DRAFT/2022/16

DRAFT/2022/19

DRAFTI2022/5

DRAFT/2022/25

DRAFTI2022/27

BREA/2022/7

DPIA2022/2

Category Tl

Certification Form

Data Protection Impact Assessment

Certification Form

Certification Form

Notification of Personal Data Breach

Transfer of Personal Data Abroad

Data Protection Impact Assessment

Data Protection Impact Assessment

Notification of Personal Data Breach

Data Protection Impact Assessment

L8

Submitted Date |5

28/11/2022

28/11/2022

Status T|

Draft

Draft

Draft

Draft

Draft

Draft

Draft

Draft

Action Completed

In Process

View

RN N NN NN N NS

Letter



DPO Portal User Guide

User Guide
for
Dpo Portal
for the
Data Protection Office

(Version No. 5.0)




PPO

Data Protection Office

Data Protection in the Telecommunications Sect:

Mr. D. C. NG SWa

Chairperson

Information and Communication
Technologies Authority

30 January 2023
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Data Protection Office

The role and mandate of the National
Cybersecurity Committee

Dr. V.Padayatchy

Chairman
National Cybersecurity Committee

30 January 2023

Copyright Data Protection Office



CONFERENCE ON
OPROTECTI NG PERSONAL DATA ACROSS ALL ECONOMI

30™January 2023

The role and mandate of the National Cybersecurity Committee
Presented by: Dr Viv Padayatchy
Chairman, National Cybersecurity Committee



The new legislation In place

LEGAL SUPPLEMENT 567
to the Government Gazette of Mauritius No. 173 of 24 November 2021

THE CYBERSECURITY AND CYBERCRIME ACT 2021

Act No. 16 of 2021

S54. Repeal

The Computer Misuse and Cybercrime Act 1s repealed.



AA multistakeholder body with
representatives from key government
agencies, private sector and civil society

Chairperson

Name

Dr Viv Padayatchy

Mr R.Hawabhay Chief Technical Officer, Ministry of Information Technology, Communication and Innovation

Mrs. D.Madhub Data Protection Commissioner

Data Protection Office

Mr C.Dawonauth Superintendent of Police

Multistakeholder

Dr K.Usmani Officer in Charge

CERMU

Mr J.Louis Officer in Charge

Information and Communication Technology Authority

Mr. Q.A Ismael Ghanty Chief Information Security Officer

Bank of Mauritius

Mr. Arvind Jadoo Chief Information Security Officer

Financial Services Commission
Mr Pravesh Gaonjur General Manager, Tylers

Mr Amreesh Phokeer Internet Measurement and Data Expert

Internet Society (Global) Mauritius
Mrs P.Sohun 58Ldzié t SNXYI ySyid {SONBGIFNEBI tNAYS aAiAyArads
Mr A. Auckloo Technical Security Analyst, Cyber Terrorism Unit

Mr M.Seetaram Ag Senior Assistant Parliamentary Counsel
e Afé%aw Office



The National Cybersecurity Committs

Additional AThe Committee may eopt any person who
may be of assistance in relation to any
Resources matter before it

Copyright Data Protection Office o



The National Cybersecurity Committee

(a)advise the Government on
cybersecurity and cybercrime;

The committee draws on its pool of

resources and discuss cybersecurity

matters. Government may refer matters

for consideration by the committee or the
committee may bring matters to the
government 0s attent i'on

CT.
/
o

Copyright Data Protection Office o



Aimplement Government policy relating to
cybersecurity and cybercrime;

Implement

The committee may implement policy via
Its constituent agencies. However, the
committee does not itself have any human
or material resources outside its
committee members.

Gov Policy

/
7

Copyright Data Protection Office o



Acoordinate all matters relating to
cybersecurity and cybercrime;

Coordination

Coordination is achieved by concertation
between members either during a meeting
or online discussions

/
7

Copyright Data Protection Office o



Areceive and act on reports relating to
cybersecurity and cybercrime;

The committee may receive reports either

via its members or any other party who

which to bring such matters to the
committeedOs attention

I

/
7

Reporting

Copyright Data Protection Office o



Critical
Information

Infrastructure

A coordinate and facilitate the implementation of a critical information
infrastructure protection framework;

A critical information structure, from a cybersecurity viewpoint, is a set of
information assets, systems, and processes that are considered essential to the
operation and survival of the country.

This includes sensitive data, intellectual property, key infrastructure, and
systems that are necessary to meet business objectives. In the context of
cybersecurity, protecting the critical information structure is a top priority to
prevent data breaches, unauthorized access, and other types of cyber attacks.

Examples:

- Telecommunication

- Port & Airport

- Health services

- Power Generation and Distribution

- Water collection, treatment and distribution

- etc /

Copyright Data Protection Office o



Information

Aggregation

Acoordinate the collection and analysis of
Internal and external cyber threats, and
response to cyber incidents that threaten
the Mauritian cyberspace;

( £Q MAUSHIELD
‘__'v Mauritius Cyber Threat Information Sharing Platform
Hom: About Us Me i

MAUSHIELD Membership Programme




| ocal and
International

Collaboration

Acooperate with computer incident

res
boo
res
cyb

ponse teams and other relevant
les, locally and internationally, on
ponse to cyber threats and
ersecurity incidents;

CERT-MU is a key member of CC and is
an active participant.

The CC actively seek collaboration with
other local and international bodies to fight
Cyber Crime

> 4

Copyright Data Protection Office o
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Aestablish cybersecurity best practices
and standards for critical information
Best infrastructures:

Practices

CC work on selecting best practices such
as 1SO27001 protocols for Cll

Copyright Data Protection Office o



Apromote capacity building on the
prevention, detection and mitigation of
cyber threats;

Capacity

PRI CC aim to promote the development of
BUIdIIng local Cybersecurity expertise via
collaboration with training institutions and
local organisations involved in the field of '
cybersecurity.

/

> 4

Copyright Data Protection Office o



AThe Committee starting its work in
September 2022

AMeeting every 2-3 weeks
A4 meetings held
A Excluding confidential matters

Work done discussed, the committee has:

AReviewed and gave its input on the national
cybersecurity strategy

AReviewed the Maushield Platform

AReviewed the National Cyber incident '
response plan and simulation exercises

A Started work on the CII Framework /
APlanning an event on Cybersecurity
4

Copyright Data Protection Office o



Thank you!

Copyright Data Protection Office



Data Protectio O.ff.ice
Data Protection in the Mauritian Business
Community

Ms. A.Radhakeesoor

Chairperson

National Committee on Corporate Governar
(NCC6

Mrs. SUjoodha

CEOQO Mauiritius Institute of Directonsl(oD)

30 January 2023
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Data Protection Office

Safe City

Mr. Bholah

Superintendent of Police
Mauritius Police Force

30 January 2023
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Police Main C:)gnmand and Control Centre

M
e

k. A BHOLAH
h{endent of Police
C PMCCC

" _ " ShriAtalBihari Vajpayee-Tower,

Lm0 - 7 TP 0 5 W -
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The Mauritius PoliceForce (MPH is responsiblefor

’ State Security The duties of the MPFare prescribedunder
Sec 9 of the PoliceAct

The MPF has adopted the & { | Gitys{ 2 f dzitoh 2 y ¢
enhancethe safety of Mauritian Citizensand visitorsin line
with our Primea A Y A &isida NI &

PROTECTING PERSONAL:DATAACROSS ALLESCONONMIE SECTORDN Office
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The Project consistfof, four, components:

Police Main Comman
& Control Centre
(PMCCC)

8 SubCommand
Centres

72 Station Monitoring

Bay

Emergency Response
Management System

(ERMS)

Hotlines
999/ 112
148 (Anonymous)

Cameras

Intelligent Video
System (IVS)

A 4000 Cameras (Fix and PTZ]

A Gender Based Violence Apps
A Elderly Apps

Intelligent Traffic
Surveillance (ITS)

300 cameras ( with Automati
Number Plate Recognition
Plate (ANPR))

<)

Radio Communicationb—)

PROTECTING PERSONAL:DATAACROSS AL EGONONIE SECTORDN Office

EP 820
EV 750

4500 radios
350 radio (Police Vehicles)




PeSNE 2V bk capbutedithrough L. NS O

Name of Caller
Phone Number,
Address

Location (GPS)

l'

<<K<<<

V Images of data subject
V Registration Number Plate
V Images are stored for 30 days

V  Voice
Radio V  Video
V Snapshot

PROTECTING PERSONAL:DATAACROSS AL ESONONIE SECTORDN Office



ProtectingrPersonal Data

Cotle dffPsattiee
(issued by the Data Protection Office)

The Mauritius Police Force is adhering to the Code of Practice for Safe City which sets out the

basic conditions for the use of Safe City Systems in accordance with the provisions of the Data
Protection Act 2017(DPA).

A All Cameras are sited at strategic location (such as public places, beaches, public.road,
larceny prone areas)

A The PMCCC is to ensure the proper running of the Safe City system(s) under its control
and also ensure that all its personnel operating or monitoring the system(s) are trained
and work under the legal framework.

A Recorded material are processed in accordance with the DiPfgotages should be
relevant, authentic and impartial.

PROTECTING PERSONAL\DATAACROSSALECCNOMIC SECTORS



Protecting Personal Data

A All Dataare stored on a server housed at tB®vernment Online CentréGOC)Ebene

U Access to GOC is controlled. Only Engineer / Technician from MT/Huawel un
the supervision of Police are granted access for maintenance

A Access to PMCCC/ SCC are restricted areas
A Stations Monitoring Bays have been placed out of Public view.

U Disclosure of Personal Data to third party is done:

V Onissue of a Court Order, 5

V! LY NBIldzSad FNRY !'GGd2NySeé DSYSNIXftQa h¥FFAOS:
V From a Police Officer not below of the rank of an ASP, for investigation or

advice from DPP
U Retrieval of Footages
I Two copies are retrieved:
AhyS MasierGBp2 A& &SIkt SR Ay | LX Fa0A0 SOARSYOS «
Enquiring Officer and is kept as exhibit for court production.

A Asecondonea®¥ g 2 NJ A IA D2KBYRSR 20SNJ (12 (0KS 9yl dzAh NA
investigation
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Safe Guard
A Laws

I Constitution:- Sec 3 (c) the right of the individual to protection for the privacy of his
house

i Data Protection Act- Sec. 44 (1)
A Protect the privacy of individuals. The exception allowed:
I 1. for public security
I 2. prevention , investigation and detection of an offence

i Information & Communication Technologies Act / Official Secret Act

If an officer has breached the above acts, legal actions will be taken against.him

A Training

T PMCCC Personnel, SCC and those at Police Station are trained on relevant Laws and
Code of Practice

I Issuing of personal account number

A Compliance Audit

I PMCCC is subject to compliance audits by the DPO for
A How the PMCCC collects and processes the personal data?
A Policies implemented in compliance with the DPA e.g. Privacy Policy, Retention Policy
A Procedures for handling personal data breaches and rights of data subjects.
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Dr. A. Bholah

MSc Global eHealth (University of Edinburgh)
MBBS (SSRMC)
Digital Health Office
Ministry of Health & Wellness

30 January 2023
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| Health Information Exchange
gﬂ;r;?c%rs . Other HIE
* EMR IiF

'

Patient
« Personal
Health Records
Lab
« Results ﬂ a
Independent A G.c;\:tzlritnr:’znt
Health Facility Efﬂcier):cy

. Imogmg@

Pharmacy
* Rx History

Community
Hospital

* PACS

* HIS

« Departmental

Hospital
* PACS

* HIS
Offiggartmental

Specialty "

Practice
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What is
HIPAA Compliance? @Q

HIPAA compliance is adherence to the physical,
administrative, and technical safeguards outlined in HIPAA,
which covered entities and business associates must uphold
to protect the integrity of Protected Health Information (PHI).
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The 3 Types of HIPAA Safeguards

Administrative Physical Technical

fo . Y

& =
Examples: Examples: Examples:
e Risk assessment e Alarm systems e Data encryption
e Assigning a e Security systems e Antivirus software
privacy affiial e Locking areas e Automatic log-off
e Staff training where PHI is stored

e Audit controls
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A

Personal sensitive data

This is the full data including
personal and special” data.

Name

Date of birth
Email

User ID

Health

John Briggs
14.04.87
jb89@mail.com
john_briggs_89

type 1 diabetes

A

Pseudonymous data

IDs are replaced with pseudonyms.

Sensitive data is encrypted.

Names User-78463
Date of birth 14.04.87

Email

User ID

Health type 1 diabetes

Copyright Data Protection Office

v/

Anonymous data

IDs removed & sensitive data
randomised/generalised.

Sex Male
Age 30-49
Health type 1 diabetes




Personal Pseudonymized
information data
ANONYMIZATION
Personal J Anonymized
information data

IRREVERSIBLE
(e B0 X
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Plaintext:

Here's my Encrypt
private data

Public”
key
\ 4
Ciphertext:
U2sdGVkX1o
KSus91yVnP
Plaintext:
Here's my -« Decrypt

private data
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Digital Health Law

AProvidea generalframeworkfor the digital health sector;

ADatasharingbetween health institutions and practitioners,including
orivate clinicsand medicalpractitioners,and medicalinsurances

ADataprivacyand data protection;

Alncorporate national policiesand longterm objectivesof the health
sector,

ADefine clearly the roles, functions and powers of the Ministry and
relevantDepartmentdfallingunderits aegis

AComplywith international conventionsand commitmentsratified by
the Governmentof Mauritius,
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APropose any repealing of existing Acts (or parts thereof) and enactment c
the New Digital Health Act;

APropose appropriate legal mechanisms for the prevention of illegal Digital
Health Services;

ADevelop regulations as follows for implementation of the Digital Health Bil
but not limited to:
ADigital Prescription
ADigital Signatures
ADigital Medical Certificates
ADigital Laboratory Results
ADigital Medical Reports

AAdvise on the human resources, institutional-setand logistics required
for implementing the Digital Health Bill.
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Dr. Bholah Amal

AR M e 8 \ISc Global eHealth (University of Edinburc
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digitalhealth@govmu.org
214 8850
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Sharing the Data Protection Certification journey

Mr. K.Sumputh

Chief Security Officer
ABSA

30 January 2023
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