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G rlvacy nghts prevent the government from spymg on people (without cause)

anacy nghts keep orga.msahons from usmg personal data for their own goals
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» nvacy Rights help ensure those Who steal or misuse data are held accountable
” anacy nghts help maintain social boundanes
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° Privacy nghts help bu11d trust
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1. Global rise in data privacy requlations

The global rise 1n data privacy regulations will continue to rise in 2023. By the end of 2024,
it 1s expected that 75% of the global population will have its personal information covered
under privacy regulations.

2. Companies will invest more in privacy technologies

Privacy-enhancing technologies took the center stage in 2022 and will continue to rise 1n
2023. In 2019 Google launched Privacy Sandbox and 1s currently working on 1rust token
API and other privacy technologies to replace third-party cookies. In 2021 - 2022, big tech
companies were charged with multi-million fines for the GDPR breaches. The total
amount of fines appointed on Meta alone until the end of 2022 by the Irish Data
Protection Commussion for breaching the GDPR and ePrivacy Directive seeks nearly €1
billion. In addition, the Irish Data Protection Commission also has 40 open mquiries for
other big tech companies. This tendency will continue m 2023, and we should see more
companies charged with big fines for breaches of privacy regulations, especially the
uropean ones.

Source: https://cookie-script.com/blog/data-privacy-trends-in-2023
http://www.pptback.com/flowers-abstract-gradient-yellow-flowers-
pptbackground.html



https://privacysandbox.com/intl/en_us
https://cookie-script.com/blog/google-delays-blocking-third-party-cookies#trust-token-api
https://cookie-script.com/blog/google-delays-blocking-third-party-cookies
https://cookie-script.com/knowledge-base/what-are-the-biggest-gdpr-fines-so-far
https://cookie-script.com/gdpr-and-e-privacy-regulation-compliance.html
https://cookie-script.com/blog/cookie-law
https://cookie-script.com/blog/meta-fined-265-mln-euro-for-facebook-gdpr-breaches
https://cookie-script.com/blog/data-privacy-trends-in-2023
http://www.pptback.com/flowers-abstract-gradient-yellow-flowers-pptbackground.html

3. A cooRieless future

Google has announced that by the end of 2023, 1t will othcially stop supporting T'hird-Party
Cookies on the Google Chrome browser. The trend will continue for removing cookies n
favor of consent-based data-collecting solutions.

4. Greater transparency in the collection and processing of personal data

User privacy survey shows that website users value data privacy, and over 50% of them
would change service providers simply because of their data policies or data sharing
practices. The trend will continue 1 2023.

5. Increase in requests and complaints of data subjects

Data subjects of the privacy regulations are becoming more aware of their rights and want to
protect their personal information. As data subjects continue to exercise their right to know,
update, delete, or otherwise handle the personal mmformation busmesses have collected
about them, this will follow by a significant increase in data subject requests and complaints

in 2023.


https://cookie-script.com/all-you-need-to-know-about-third-party-cookies.html
https://iapp.org/media/pdf/resource_center/cisco_consumer_privacy_survey_nov2019.pdf

6. More data security and privacy job positions

Increasimg and changing privacy regulations worldwide will lead to more data security jobs
for humans 1 the coming year. The increase i related jobs n recent years dispels the
myth that Data Science and Artificial Intelligence replace human labor.

Sowftes https://cookie-script.com/blog/data-privacy-trends-in-2023
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Data Protection and Privacy -Legislation Worldwide
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o 137 out of 194 countries had put in place legislation to secure the
protection of data and privacy.

o Africa and Asia show different level of adoption with 61 and 57 per
cent of countries having adopted such legislations.

, o The share i the least developed countries is only 48 per cent.

.3 .
)\ ~ ’-v. ) e : » »>
..f‘ii. ".ﬂ "1‘1 .‘ "' T .E*J’_g ,':\r;’f AT
. 5 ‘) * l’ » Pt .:”—..'..-l 5. ‘e
M e

¢

Source; . \ -
CopyrightiData Protection Qffice


https://www.videezy.com/
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide

Guiding Principles
o Global interoperability o Data minimization

° Choice

o Legal environment

o Technical environment

o Anonymity and pseudonymity o Business environment

PPiVccy and Personal Data Protection Guidelines for Africa



Key Considerations

Collection Purpose
Limitation Data Quality Specification Use Limitation

Security Individual
Safeguards Participation

o le]|=]e

Copyright S&p P& PHIVALY and Personal Data Protection Guidelines for Africa

Openness Accountability




AFRICA

Existing Privacy Laws and Frameworks in Africa

 SADC Model LaW on Data Protectlon (2010) - Under Review -

. E'COWASSﬁpple Ene g A/ tectiol

3‘0&3&1’@1 ws (¢
. Afrlcan Union
Convention) _

e Privacy & Personal Data Protection Guidelnes for Africa

e African Union Continental Data Policy Framework

The Digital Transformation Strategy for Africa (2020-2030)

» African Continental Free Trade Area (AfCFTA) agreement

Source:

onvqntlon on Cyber Secunty and Personal Data Protectlon (l\/Ia]abo
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European Union (EV)

. 2 N .'.
The Evolving Landscape of European Dg Ivacy Laws

* General Data Protection Regulation (GD.PR)‘ /;ﬁl,{/ff% :
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* Data Governance Act (DGA) Ny “‘

* ePrivacy Directives 8 / e 2 Bt XN,
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* ePrivacy Regulation . 1«" B p A -"...-:;-;.g,},}i-.;"'~
* Digital Markets Act
* Digital Services Act
e The Draft Data Act
e Furopean Health Data Space (EHDS)
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Council of Europe (CoE)

Ratfication of Mauritius to the
Convention for the Protection
Individuals with regard to

Data (Convention 108) which

2016.

Automatic Processing of Personal

came mto force on 01 October

of

4

Source:
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Ratitication of the Protocol
amending Convention for the
Protection of individuals with
regard to automatic processing of

personal data on 04 September
2020.




» United Nations International Covenant on Civil and Political Rights
»Universal Declaration of Human Rights

»UN Principles on Data Protection and Privacy

» UN Reports of the Special Rapporteur on the Right to Privacy

»Guidance Note on Data Privacy, Ethics and Protection for the United
Nations Development Group (UNDG)

»UNESCO’s Principles on Personal D_até Protection and Privacy

»United Nations High Commission on Human Rights’ resolution on
The Right to Privacy in the Digital Age

https://www.worldatlas.com/
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

| 4
' \Kehievements of the Data Protection Office
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evenue Collected
BPO collected a total revenue of Rs 11,741,500 1n 2021 and Rs 2,736,500 for

registration of controllers and processors 1n 2022.
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In conjunction with the adequacy requirements established by the
European Union, the office prepared and submitted a report to
the European Commission (EC) Directorate for its study and
perusal with a view to a subsequent adequacy finding for
Maurititus. The report aims to provide an overview of the
Mauritian system In order for the EC to conduct an objective
assessment.
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Enfofcing Data Protection Statistics 2021 - 2022

\_/

Number of controllers registered Number of processors registered

Copyright Da

a

Supreme Court Case

ICT Appeal Tribunal Case

Certification

Complaints Closed

Authorisations for transfer of personal data abroad
Data Protection Impact Assessments

Personal Data Breach Notifications

Legal Advice

0

Protection Office

50 100 150 200 250 300 350 400 450

N
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| QQMUCS & Nature of Cases/Complaints

For the year 2021 to October 2022, 135 complaints have been received at the
DPO. Out of the 135, 34 complaints have been resolved. 101 complaints are still
ongoing which are classified as per table below:

Nature of Complaint Total
CCTYV Cameras 125
Fingerprints 1
Unlawful Disclosure of Personal g
Data
Rights of Data Subject Access 1 -
Y U/ >
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E-DPO Explained

Mr R. Mukoon

Data Protection Officer/Senior Data Protection
Officer

Data Protection Office

30 January 2023
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eDPO Explained
https://dpo.govmu.or

DPO Portal

Username

Password @

Create an account as DPO Administrator/User I

Eorgot Password?

Maupass Forgot Password?

Maupass Registration?

Register Anonymous Complaint



https://dpo.govmu.org/

Option 3
Register controllers/
processors under his

ta management

Option 1

3. Management through
Companies Representative(s)

1.Individual

Option 2
Option 4

Societe, Trust, NGOs
and Ministries having
N or not having a BRN ,,

“ through 4. Group of
2.0rganisations Representative(s) Companies




Concepts in eDPO Portal
.

« Must add its representative(s) under Manage
Representatives menu

Administrator o -
ST G The representatlve must have a Maupass

LERREEIEREN  account
types) %

o N
« Must log in with its Maupass Account

It Is the representative who register
controller/processor on behalf of the
SEMESENEY  Administrator (3 types)

« Submit the Eforms for a controller/processor




Concepts in eDPO Portal

~

« Management Companies
and Group of Companies

A6 mllalEigEle]i s » Add controller/processor
account other (Manage Organisations)

than Individual

(2 types) -/




Administrator and Companies(s)

,/ ==

3. Maagement g

Companies 4. Group of
Companies

Must add

(Manage OrganisatioW

Controller/Processor




Administrator and Representative(s)

CRDC
3. Management 4. Group of
Companies Companies

2.0rganisations

e

Representative(s)




Misconceptions in eDPO Portal

« This account cannot submit controller
) forms
Log In as

e » Neither submit eForms

account other .
el » Can view controller(s)/processor(s),

(3 types) Eforms and its status Y,

Scenario

\

 The representative must log in with its Maupass
Account

Solution to M IS the representative who register
the above controller/processor on behalf of the Administrator

SCSUEUCESR .« Sybmit the Eforms for a controller/processor

)




Controller/Processor Application Process

Vetting by DPO

Controller/ Request for
5 Amendment
rocessor if required

o Approve and
I;i” ban_d Certificate
Lo generated

‘ Make P‘ayment ‘ ‘ View Status

. | Certificate(s)
using-the'modes In your Portal
available:

Cash, Cheque, (Admlnlstratgr\
Voucher, Representative
Epayment )




. ——

Epayment

DATA PROTEC TION OFFICE

DRAFT APPLICATIONS

No records found

PENDING FEES

REGISTERED CERTIFICATES

C10020

3 Click to Pay

DPFO/2022/09/0091

View Certificate
New Controlier for &CO

-

) C10021

Controlier for Limted

~ z ~
2 T oncroler for )
ATOUNT. 1UUL.OU > - -

B ciorn

DPOI2022/05/0082 Cr0022
New Controlier for

Amount. 1000.0C



Sample Portal View (status/certificate

Controller Applications

Reference T] Application Type T] Controller Name T| Representative Name T] Status T| -
Appiication Application Certificate
DP0/2022/08/0004 Controller L) Completed @
DPO/2022/08/0001 Controller Y  -ooication submitted @
DP0/2022/09/0031 Controller _ Completed @
DPO/2022110/0101 Controller C In Process @
DPO/2022/08/0019 Controller _ Completed @
DPO2022/09/0033 Controller _ Completed @
DPQ/2022/10/0105 Controller _ Completed @
DPO/2022110/0107 Controller — Completed @
DPO2022M10/0106 Controller _ Completed @
DP0/2022/10/0108 Controller _ Completed @




Status of Application in eDPO portal

> Completed: Indicates application has been fully processed and
Certificate has been generated.

> Submitted : Indicates Application has been submitted to be
vetted by the DPO.

> Awalting Payment: Applicant need to pay the Registration or
Renewal Fee for Application.

> In Process: Application is being processed at the DPO.

> Awalting Amendments: Application was sent back to applicant
on the portal to make necessary amendments. Applicant will
receive a mail with all information that need to be amended,
and have to re-submit application once completed.

> Rejected: Application has been rejected by the DPO and no
certificate generated.




| od S

Registration of ONLINE Complaint

Complainant  Respondent  Complaint Details  Declaration ~ Documents
NID : MO
First Name : Mr X Last Name : YYYYYY
Block / House Street :
No. :
Locality : Select v Town / Village :
District : Select v Postcode : Select v
Email Address : dpoyep@govmu.org Occupation :
Phone No : Mobile No :
& Back [ SaveasDraft @ Print



Complaint Status in eDPO portal

> Draft: The complaint is still at the level of
complainant and not yet submitted.

> Submitted : Indicates that the complaint has been
submitted to the DPO.

> In Process: The complaint is being processed at the
DPO.

> Closed: The complaint is closed and the applicant
has been notified.




Eforms in eDPO portal

pPo DPO PORTAL LoguT

EForms
Transfe sonal Dat: Yersonal Date at: 2C ac ) a ’
Ir I.Il\'( r of Personal Data | N!)IIA'I(‘ ition of Personal Data 4 Data lf’f(m ction Impact |- Compliance Audit I Cortification Form
Abroad Breach Assessment
Reference T] Category T| Submitted Date | Status T|
View Letter

No records found.

10 v



Action Required and Response for Eforms

APPLICATION CERTIFICATION FORM

Ref Number: CERT/2022/1

[ Action Required [ Notes

Particulars of controller/processor Details Documents Action Required
Controller / Processor Certificate : | Select 7 ’
Name of controller/processor”® : ‘ Firm Lim ’

(Please tick whether application is by controller/processor)

Name of controller : | |
(Please specify name of controller if application is being done by processor) 4

Block / House No. : no 2 Street™ : E- STREET ]

Locality* : < Town / Village : E. ]

[ Action Required % Motes

Action Required from DPO

To submit Records of Processing report updated version.




Eforms Status in eDPO portal

> Draft: The Eform is still at the level of the applicant and Is
not yet submitted.

> Submitted : Indicates that the Eform has been submitted
to the DPO.

> In Process: The Eform Is being processed at the DPO.

> Action Required: as explained previously

> Action Completed: the required action requested by DPO
> Approved: The eform is approved

> Rejected: The eform Is rejected




EForms

~+ Transfer of Personal Data Abroad

Eform status in eDPO portal

~+ Notification of Personal Data Breach

-+ Data Protection Impact Assessment

-+ Compliance Audit ~+ Certification Form

Reference Tl

DRAFT/2022/14

DRAFT/2022/10

DRAFT/2022/15

DRAFT/2022/16

DRAFT/2022/19

DRAFTI2022/5

DRAFT/2022/25

DRAFTI2022/27

BREA/2022/7

DPIA2022/2

Category Tl

Certification Form

Data Protection Impact Assessment

Certification Form

Certification Form

Notification of Personal Data Breach

Transfer of Personal Data Abroad

Data Protection Impact Assessment

Data Protection Impact Assessment

Notification of Personal Data Breach

Data Protection Impact Assessment

L8

Submitted Date |5

28/11/2022

28/11/2022

Status T|

Draft

Draft

Draft

Draft

Draft

Draft

Draft

Draft

Action Completed

In Process

View

RN N NN NN N NS

Letter



DPO Portal User Guide

User Guide
for
Dpo Portal
for the
Data Protection Office

(Version No. 5.0)




PPO

Data Protection Office

Data Protection in the Telecommunications Sector

Mr. D. C. NG Sui Wa

Chairperson

Information and Communication
Technologies Authority

30 January 2023
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Data Protection Office

The role and mandate of the National
Cybersecurity Committee

Dr. V. Padayatchy

Chairman

National Cybersecurity Committee

30 January 2023

Copyright Data Protection Office



CONFERENCEON
“PROTECTING PERSONAL DATA ACROSS ALL ECONOMIC SECTORS”

30™ January 2023

The role and mandate of the National Cybersecurity Committee
Presented by: Dr Viv Padayatchy

Chairman, National Cybersecurity Committee



The new legislation in place

LEGAL SUPPLEMENT 567
to the Government Gazette of Mauritius No. 173 of 24 November 2021

THE CYBERSECURITY AND CYBERCRIME ACT 2021

Act No. 16 of 2021

S54. Repeal

The Computer Misuse and Cybercrime Act 1s repealed.



* A multi-stakeholder body with
representatives from key government
agencies, private sector and civil society

Organisation

Dr Viv Padayatchy Chairperson

Mr R.Hawabhay Chief Technical Officer, Ministry of Information Technology, Communication and Innovation
Mrs. D.Madhub Data Protection Commissioner

Data Protection Office
Mr C.Dawonauth Superintendent of Police

Officer in Charge

Multistakeholder

CERT-MU

_ st

Information and Communication Technology Authority

Mr. Q.A Ismael Ghanty Chief Information Security Officer

Bank of Mauritius
Mr. Arvind Jadoo Chief Information Security Officer

Financial Services Commission

Mr Pravesh Gaonjur General Manager, Tylers

Mr Amreesh Phokeer Internet Measurement and Data Expert

Internet Society (Global) Mauritius

m Deputy Permanent Secretary, Prime Minister’s Office
Mr A. Auckloo Technical Security Analyst, Cyber Terrorism Unit

Mr M.Seetaram Ag Senior Assistant Parliamentary Counsel
Igtgte Law Office



The National Cybersecurity Committee

Add itional * The Committee may co-opt any person who
may be of assistance in relation to any
Resources matter before it
o

Copyright Data Protection Office o



he National Cybersecurity Committee

(a)advise the Government on
cybersecurity and cybercrime;

The committee draws on its pool of
resources and discuss cybersecurity
matters. Government may refer matters
for consideration by the committee or the
committee may bring matters to the
government’'s attention via the Minister of

CT.
/
o

Copyright Data Protection Office o



« Implement Government policy relating to
cybersecurity and cybercrime;

Implement

: The committee may implement policy via
Gov PO‘IC\/ Its constituent agencies. However, the
committee does not itself have any human
or material resources outside its
committee members.

/
7

Copyright Data Protection Office o



 coordinate all matters relating to
cybersecurity and cybercrime;

Coordination

Coordination is achieved by concertation
between members either during a meeting
or online discussions

/
7

Copyright Data Protection Office o



Reporting

* receive and act on reports relating to
cybersecurity and cybercrime;

The committee may receive reports either
via its members or any other party who
which to bring such matters to the
committee’s attention

Copyright Data Protection Office o



Critical
Information

Infrastructure

» coordinate and facilitate the implementation of a critical information
infrastructure protection framework;

A critical information structure, from a cybersecurity viewpoint, is a set of
information assets, systems, and processes that are considered essential to the
operation and survival of the country.

This includes sensitive data, intellectual property, key infrastructure, and
systems that are necessary to meet business objectives. In the context of
cybersecurity, protecting the critical information structure is a top priority to
prevent data breaches, unauthorized access, and other types of cyber attacks.

Examples:

- Telecommunication

- Port & Airport

- Health services

- Power Generation and Distribution

- Water collection, treatment and distribution

- etc /

Copyright Data Protection Office o



Information

Aggregation

 coordinate the collection and analysis of
Internal and external cyber threats, and
response to cyber incidents that threaten
the Mauritian cyberspace;

( £Q MAUSHIELD
‘__'v Mauritius Cyber Threat Information Sharing Platform
Hom: About Us Me i

MAUSHIELD Membership Programme




Local and
International

Collaboration

« cooperate with computer incident

res
boo

oonse teams and other relevant
les, locally and internationally, on

res
cyb

ponse to cyber threats and
ersecurity incidents;

CERT-MU is a key member of CC and is
an active participant.

The CC actively seek collaboration with
other local and international bodies to fight
Cyber Crime

> 4

Copyright Data Protection Office o
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Best

Practices

» establish cybersecurity best practices
and standards for critical information
Infrastructures;

CC work on selecting best practices such
as 1SO27001 protocols for Cll

Copyright Data Protection Office o



» promote capacity building on the
prevention, detection and mitigation of
cyber threats;

Capacity
CC aim to promote the development of
local Cybersecurity expertise via
collaboration with training institutions and
local organisations involved in the field of '
cybersecurity.

/

> 4
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* The Committee starting its work In
September 2022

* Meeting every 2-3 weeks
* 4 meetings held

« Excluding confidential matters
Work done discussed, the committee has:

« Reviewed and gave its input on the national
cybersecurity strategy

Reviewed the Maushield Platform

Reviewed the National Cyber incident '
response plan and simulation exercises

Started work on the Cll Framework /
Planning an event on Cybersecurity
4
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Thank you!
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Data Protection Office

Data Protection in the Mauritian Business
Community

Ms. A. Radhakeesoon

Chairperson

National Committee on Corporate Governance
(NCCG)

Mrs. S. Ujoodha

CEO Mauiritius Institute of Directors (MloD)

30 January 2023
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Safe City

Mr. Bholah

Superintendent of Police

Mauritius Police Force

30 January 2023
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%, Police Main Command and Control Centre
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The Mauritius Police Force (MPF) is responsible for

'3 State Security. The duties of the MPF are prescribed under

Sec. 9 of the Police Act.

The MPF has adopted the “Safe City Solution” to
enhance the safety of Mauritian Citizens and visitors in line

with our Prime Minister’s vision.

PROTECTING PERSONAL DATA ACROSS ALL ECONOIMIE SEETORS L2 Protection Office
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The Project consist of four components:

Police Main Command
& Control Centre
(PMCCC)

8 Sub-Command
Centres

Emergency Response
Management System
(ERMS)

Hotlines
999/ 112
148 (Anonymous)

72 Station Monitoring
Bay

Cameras

Intelligent Video
System (IVS)

* Gender Based Violence Apps
e Elderly Apps

4000 Cameras (Fix and PTZ)

Intelligent Traffic
Surveillance (ITS)

300 cameras ( with Automatic
Number Plate Recognition
Plate (ANPR))

Radio Communication

PROTECTING PERSONAL DATA ACROSS ALL ECONOIMIE SEETORS L2 Protection Office

EP 820
EV 750

4500 radios
350 radio (Police Vehicles)




Personal Data are captured through ...

AaEN

Name of Caller
Phone Number,
Address
Location (GPS)

AN NI NN

v" Images of data subject
v' Registration Number Plate
v" Images are stored for 30 days

v Voice

Radio v Video
v" Snapshot

PROTECTING PERSONAL DATA ACROSS ALL ECONOIMIE SEETORS L2 Protection Office



Protecting Personal Data

Code of Practice
(issued by the Data Protection Office)

The Mauritius Police Force is adhering to the Code of Practice for Safe City which sets out the
basic conditions for the use of Safe City Systems in accordance with the provisions of the Data
Protection Act 2017(DPA).

« All Cameras are sited at strategic location (such as public places, beaches, public road,
larceny prone areas)

« The PMCCC is to ensure the proper running of the Safe City system(s) under its control
and also ensure that all its personnel operating or monitoring the system(s) are trained
and work under the legal framework.

* Recorded material are processed in accordance with the DPA, i.e footages should be
relevant, authentic and impartial.

PROTECTING PERSONAL DATA ACROSS ALL ECONOIVHC 5ECTORS



Protecting Personal Data

All Data are stored on a server housed at the Government Online Centre (GOC), Ebene

» Access to GOC is controlled. Only Engineer / Technician from MT/Huawei under
the supervision of Police are granted access for maintenance

* Access to PMCCC/ SCC are restricted areas

Stations Monitoring Bays have been placed out of Public view.

» Disclosure of Personal Data to third party is done:

v" On issue of a Court Order,
v _Upon request from Attorney General’s Office, or
v From a Police Officer not below of the rank of an ASP, for investigation or

advice from DPP
» Retrieval of Footages:

— Two copies are retrieved:

One as ‘Master Copy’ is sealed in a plastic evidence bag, authenticated by the
Enquiring Officer and is kept as exhibit for court production.

* A second one as ‘working copy’ is handed over to the Enquiring Officer for
investigation

PROTECTING PERSONAL DATA ACROSS ALL ECONOIMIE SEETORS L2 Protection Office



. Safe Guard

— Constitution :- Sec 3 (c) the right of the individual to protection for the privacy of his
house

— Data Protection Act :- Sec. 44 (1)
* Protect the privacy of individuals. The exception allowed:
— 1. for public security
— 2. prevention, investigation and detection of an offence

— Information & Communication Technologies Act / Official Secret Act

If an officer has breached the above acts, legal actions will be taken against him

* Training
— PMCCC Personnel, SCC and those at Police Station are trained on relevant Laws and
Code of Practice

— Issuing of personal account number

e Compliance Audit

— PMCCC is subject to compliance audits by the DPO for
* How the PMCCC collects and processes the personal data?
* Policies implemented in compliance with the DPA e.g. Privacy Policy, Retention Policy
* Procedures for handling personal data breaches and rights of data subjects.

PROTECTING PERSONAL DATA ACROSS ALL ECONOIVHC 5ECTORS



Dr. A. Bholah

MSc Global eHealth (University of Edinburgh)
MBBS (SSRMC)
Digital Health Office
Ministry of Health & Wellness

30 January 2023
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| Health Information Exchange
gﬂ;r;?c%rs . Other HIE
* EMR I'F

'

Patient
« Personal
Health Records
Lab
« Results ﬂ a
Independent A G.c;\:tzlritnr:’znt
Health Facility Efﬂcier):cy

o Imogmg@

Pharmacy
* Rx History

Community
Hospital

* PACS

* HIS

« Departmental

Hospital
* PACS

= * HIS
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What is
HIPAA Compliance?

HIPAA compliance is adherence to the physical,
administrative, and technical safeguards outlined in HIPAA,
which covered entities and business associates must uphold
to protect the integrity of Protected Health Information (PHI).

Copyright Data Protection Office



The 3 Types of HIPAA Safeguards

Administrative Physical Technical

fo . Y

& =
Examples: Examples: Examples:
e Risk assessment e Alarm systems e Data encryption
e Assigning a e Security systems e Antivirus software
privacy affiial e Locking areas e Automatic log-off
e Staff training where PHI is stored

e Audit controls

Copyright Data Protection Office



A

Personal sensitive data

This is the full data including
personal and special” data.

Name

Date of birth
Email

User ID

Health

John Briggs
14.04.87
jb89@mail.com
john_briggs_89

type 1 diabetes

A

Pseudonymous data

IDs are replaced with pseudonyms.

Sensitive data is encrypted.

Names User-78463
Date of birth 14.04.87

Email

User ID

Health type 1 diabetes

Copyright Data Protection Office

v/

Anonymous data

IDs removed & sensitive data
randomised/generalised.

Sex Male
Age 30-49
Health type 1 diabetes




Personal Pseudonymized
information data
ANONYMIZATION
Personal J Anonymized
information data

IRREVERSIBLE
(e B0 X

Copyright'Data Protection Office




Plaintext:

Here's my Encrypt
private data

Public”
key
\ 4
Ciphertext:
U2sdGVkX1o
KSus91yVnP
Plaintext:
Here's my -« Decrypt

private data

Copyright Data Protection Office



Digital Health Law

* Provide a general framework for the digital health sector;

* Data sharing between health institutions and practitioners, including
private clinics and medical practitioners, and medical insurances;

e Data privacy and data protection;

* Incorporate national policies and long-term objectives of the health
sector;

* Define clearly the roles, functions and powers of the Ministry and
relevant Departments falling under its aegis

 Comply with international conventions and commitments ratified by
the Government of Mauritius;

Copyright Data Protection Office



* Propose any repealing of existing Acts (or parts thereof) and enactment of
the New Digital Health Act;

* Propose appropriate legal mechanisms for the prevention of illegal Digital
Health Services;

* Develop regulations as follows for implementation of the Digital Health Bill,
but not limited to:
* Digital Prescription
Digital Signatures
Digital Medical Certificates
Digital Laboratory Results
Digital Medical Reports

* Advise on the human resources, institutional set-up and logistics required
for implementing the Digital Health Bill.

Copyright Data Protection Office



Dr. Bholah Amal

e m MSc Global eHealth (University of Edinburgh)
WSk W MBBS (SSRMC)
digitalhealth@govmu.org

214 8850
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PPE

Data Protection Office

Sharing the Data Protection Certification journey

Mr. K. Sumputh

Chief Security Officer
ABSA

30 January 2023
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Absa Bank Mauritius Limited
Bringing Possibilities to Life

Our Journey to the
Data Protection Certification

Kevin Sumputh
Chief Security Officer, Absa Bank Mauritius Limited
30 January 2023




The Data Protection Journey of Absa Bank Mauritius Limited @

Aug 2019 Jul 2020
Data Privacy Officer Privacy Processes Embedded

DiE 20 e e gt O — — — — — e e e e - -
Mauritius Data Protection Act

Oct 2022
; First Organization to receive
————————— Data Protection Certificate

Q.

April 2018 June 2019
Integrated Plan — Privacy Programme Privacy Policy June 2021

Application for
Data Protection Certificate



The Integrated Plan — Privacy Programme (2018- 2020)

* Gap assessments & Legislative reviews (incl. GDPR)

Governance  Publish Privacy Policy and Standards

Target Operating
Model

* Roles and Responsibilities of the Data Protection Officer
* Recruitment of the Data Protection Officer

» Data Subject Rights — Define processes
* Privacy Notice and Terms & Conditions Reviews
» Data collection and Lawful processing

Privacy Processes

 Define requirements of the Privacy Impact Assessment

» Mandatory for all New/ Amended Projects (Cloud
Projects)

 Define process in line with DPA and Banking Act
* Internal breach escalation process

Information Breach
Management
Process

» Implement process in adherence to DPA and Banking Act
* Internal breach escalation process

Repository of
Personal Data

» Customer Data Flows, Touchpoints & Repository
* Retention of Personal Data

Supplier Contract

Review

Data Transfer &

Sharing

 Define a Privacy Due Diligence for Suppliers
* Include Data Privacy Clauses in contracts

* Security Controls in place (including Suppliers)
» Data Leakage Prevention Tool (DLP)

Flagging
Functionality

* Marketing Opt Out process and functinality
» Data Subject Requests

* Devise induction and refresher trainings
+ Assign Departmental Privacy Champions

* Define list of annual reviews
* Define scope of reviews

Assurance Reviews

Management

Information

» Compliance to review and approve the Integrated Plan
* Independent reviews

* Define processes of reporting (Board, Group)
* Develop platform for automated MlIs

Governance &
Control

Cyber &
Information
Security

D

Sourcing &
Procurement

Group
Stakeholders

> Internal Audit >Board of Directors> >




Data Protection Certification (2021-2022)

Areas covered in the Application for Certification Form

*Registration
and Renewal

eLawfulness,
fairness and
transparency

«Duties of
controller

*Collection of
personal data

*Right of
access

Our Challenges...

Conditions for

Consent

* Is consent verifiable?
* |s consent easy to

withdraw

Consent

«Data
minimization

*Purpose

limitation *Accuracy

*Special
categories of
personal data

*Storage
limitation

*Duty to
destroy data

*Record of
processing

*Security of
processing

«Data Impact
Assessment

authorization

*Prior
*Transfer of
and personal data

consultation

sAutomated
individual
decision
making

*Rectification,
erasure or
restriction of
processing

*ISO-IEC

Records of
Processing

* Are records of all
processing operations

maintained?

*Training

Rectification, erasure
or restriction of
processing

Data Protection
Impact Assessment

 Erasure or Restriction
of processing?

» Bank of Mauritius
requirements (7 years)

» Must be completed for
high risk operations.

Right to object

* Personal data should
no longer be
processed



Data Protection Certification (2022) (absa)

DATA PROTECTION OFFICE

Certificate of Compliance

Certification Number: 01

This is to certify that

ABSA Bank (Mauritius) Limited

7 g g .
ne certification )'('(/lll?'('"ll’ll[.\'

mal data under section 48
n Act 2017

This certificate rema

28" September 2025

30" September 2022 _&E}

Data Protection ommissioner

Mauritius
Data Protection ¢ Wice

Our purpose is to bring your possibility to life.

We believe in possibility, in the actions of people ( a b Sa ,

who always find a way to get things done.

« First Organization and Bank in Mauritius to receive a Certificate of Compliance

« Commendable support received from Data Protection Office

What it meant for us?

* Re-enforces trust and confidence with our stakeholders
(Customers, Suppliers, Regulators, Absa Group)

* Opportunity for the marketing of the Absa brand

« Recognition and Pride to the Absa team



) Thank you (



Panel Discussion

Data Protection in the financial sector

Mrs. K. Hurdowar

Barrister-at-law, Senior Manager
&
Data Protection Officer
Financial Services Commission

Miss. C. Domingue

Manager Compliance
Swan

30 January 2023
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IMPORTANCE
OF
DATA PROTECTION

INFORMATION
PRIVACY

CYBER
SECURITY

MOBILE
DEVICES
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: Commission

MAURITIUS

POWERPOINT PRESENTATION
ON
IMPORTANCE
OF
DATA PROTECTION IN the FINANCIAL SERVICES SECTOR

Presented by: Mrs Khemalini Hurdowar
Senior Manager /Data Protection Officer

Office of the Chief Executive
Financial Services Commission

Copyright Data Protection Office 30 ]anual‘y 2023




Commission
MAURITIUS

ﬁ Sorvican. THE FINANCIAL SERVICES SECTOR

* Regulation of financial services include the regulation of
banking and non-banking activities

Financial Services
Sector

Mauritius
|

Financial Services Bank of Mauritius
Commission

| I | I—l

Global Non-banking Financial
Business Institutions Banks

Insurance & Capital
Pensions Markets Other NBFls



Financial
Services

LEGAL & REGULATORY FRAMEWORK

i

Commission
MAURITIUS

Right of appeal to Judicial Committee
of the Privy Council

Confidentiality (with transparency)
for Global Business

Compliance with International norms
and standards

« [0SCO principles

» |AIS principles

« |OPS principles

« OECD Principles

* FATF recommendations (AML-
CFT)

« Signatory to I0SCO Administrative

Arrangement on Exchange of

egislation (Relevant Acts)

e Financial Services Act

e Insurance Act

e Securities Act

e Private Pension Schemes Act
» Captive Insurance Act

e Protected Cell Companies Act

sset and Initial Token
Services Act

v Aflexible legal and regulatory framework for the financial services

industry

Information / Privacy N
personal data)

Companies Act

Limited Partnerships Act
Foundations Act

Financial Reporting Act

FIAMLA

Asset Recovery Act

Limited Liability Partnership Act
Prevention of Corruption Act / Prevention of Terrorispf Act

v" The right balance between regulation and business development




Financial

4 Services
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MAURITIUS

Activities regulated by the FSC

» FSC has several objects & functions : licensing, supervision, enforcement, financial literacy &
developmental role for the country

» The Financial Services Act (FSA) of 2007, simplifies the regulatory regime and consolidates the

legislative framework of the global business sector.
In monitoring the conduct of business activities of its licensees, the FSC focuses inter alia on market conduct, An
Money Laundering and Combating the Financing of Terrorism requirements, good corporate governance principl
and international norms and standards.

Management Companies (MCs) are service providers which act as intermediaries between their
clients and the FSC ( applications for Global Business Licence ). MCs are licensed by the FSC under
Section 77 of the FSA.

An applicant for a Global Business Licence has to pass the test of a resident corporation conducting
business outside Mauritius. An applicant for a Global Business Licence is required to submit the
appropriate application to the FSC, channelled through a Management Company of its choice.

Under the Financial Services Act, corporations are also allowed to operate as Global Legal Ad
Confrvestmerit'Béarnkers.

There is also the concept of Authorised Companies .


https://www.fscmauritius.org/media/3929/financial-services-act-2007.pdf

Financial \

4 Services
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MAURITIUS

Activities regulated by the FSC ( part2)

» There are other financial services activities, regulated under other relevant acts (¢.©
the Insurance Act , the Securities Act , Trust Act , and the Private Pension Schemes AGE

Indicative list :
Long term Insurance , General Insurance Business ,External Insurance Business ( non- Mauritian Poli
, professional reinsurer, insurance agent, broker, salesperson

» Qualified trustee, enforcer , successor to enforcer / Funds — CIS / CEF / CIS functionaries / foreign
schemes

Pension scheme , Foreign Pension scheme , External Pension scheme

Captive insurer, Captive insurance agent /Virtual Asset Service Providers / VCC Fund

vV vV

Providers of market infrastructure like Securities Exchange, Clearing & Settlement Facility

» Securities or Capital Market Intermediaries ( e.g investment dealer/ adviser etc )/ represen

Copyright Data Protection Office


https://www.fscmauritius.org/media/3666/insurance-act-2005-14-october-2016.pdf
https://www.fscmauritius.org/media/3667/securities-act-2005-14-october-2016.pdf
https://www.fscmauritius.org/media/1187/the-private-pension-schemes-act-2012.pdf

Financial \

4 Services
: Commission

MAURITIUS

» Actuarial services ,Payment intermediary services ( outside Mauritius ) , Family office (singl

>

Copyright Data Protection Office

Activities regulated by the FSC ( pa

Some of the financial business activities, other than those under the relevant acts (e.g the Insu
Act , the Securities Act and the Private Pension Schemes Act), as listed in the Second Schedule
the Financial Services Act are:

Assets Management , Crowdfunding , Credit Finance , Custodian Services (non-ClIS), Distributio
Financial Products, Factoring, Leasing, Pension Scheme Administrator, Registrar and Transfer Age
Treasury Management, Peer-to Peer Lending

Credit Rating Agencies/Rating Agencies , Global headquarters administration, Global treasury activiti

Representative Office (for financial services provided by a person established in a foreign jurisdicti

office (multiple)

This list is not exhaustive and the FSC Rules may provide for other financial business activi


https://www.fscmauritius.org/media/3666/insurance-act-2005-14-october-2016.pdf
https://www.fscmauritius.org/media/3667/securities-act-2005-14-october-2016.pdf
https://www.fscmauritius.org/media/1187/the-private-pension-schemes-act-2012.pdf
https://www.fscmauritius.org/media/3929/financial-services-act-2007.pdf

Financial
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MAURITIUS

Statistics

Contribution of the Financial Services Sector to the GDP
14 % for year 2021

Number of licensees

As at December 2022

12 813 GBCs

6141 Authorised Companies

YV Vv Vv V¥V Y VY V

1318 domestic entities ( excluding insurance salespersons )
Source : Statistics Mauritius - National Accounts - December 2022 Issue

» Contribution to the Consolidated Fund

Copyright Data Protection Office
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Challenges in the Financial Services Se

Data valuable ( like oil in previous century ) & needs to be protected - several types of personal d
e.g trusts information, payslips, beneficial owner information

Constitution —Right to privacy /Article 22 of the Code Civil Mauricien provides that: "Chacun
au respect de sa vie privée« / Data Protection Act 2017

The need for data protection laws is derived from this general principle that everyone has the righ
the protection of his private life

Globalisation, coupled with the rapid technological developments pose new challenges to the protec
of personal data in the Financial Services sector

The scale of collection and sharing of personal data has increased exponentially / online platforms

Both private companies and public authorities make use of personal data on an unprecedented 5
their day to day activities - corresponding need for safeguards

Whilst technology has transformed both the economy and social life of people and furthe
free flow of personal data whether onshore or offshore, ensuring a high level of protecti
ata iIs essential.
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Impact of EU GDPR on the Financial Services sec

EU GDPR incorporated into national legislation - The Data Protection Act 2017

» The updated regulatory framework strengthens the ties between Mauritius and Europe.
thus helps to attract Foreign Direct Investment and fosters a more business friendly
environment.

» There are wide-scale privacy changes in all organizations and companies in Mauritius. The
regulator (DPO) has unprecedented powers to initiate action for fines in case of non-
compliance.

» Companies and organizations must notify the national supervisory authority, namely the
Mauritius DPO, of data breaches which put individuals at risk and communicate all high ri
breaches as soon as possible to the data subject.

» Data controllers and processors must conduct a Data Protection Impact Assessment pri
any processing of sensitive data that likely involves high risks to the privacy of dat
subjects.

Copyright Data Protection Office



FUNCTIONS OF THE FSC DATA
PROTECTION OFFICER

* INFORM AND ADVISE THE ORGANIZATION AND STAFF

* ENSURE COMPLIANCE WITH THE DPA AND OTHER DATA PROTECTION LAWS

* MANAGE INTERNAL DATA PROTECTION ACTIVITIES

* MANAGE DATA BREACH NOTIFICATIONS

Copyright Data Protection Office



FUNCTIONS OF FSC DATA PROTECTION
OFFICER

* ADVISE ON DATA PROTECTION MANAGEMENT

* TRAIN STAFF TO BE IN COMPLIANCE WITH DP LAWS IN VIEW OF AUDITS/ INSPECTION

* BE THE LIAISON OFFICER WITH THE DATA PROTECTION OFFICE ON DATA PROTECTION
MATTERS FOR PROJECTS

* BE THE FIRST POINT OF CONTACT FOR THE DATA PROTECTION OFFICE AND FOR
INDIVIDUALS WHOSE DATA ARE PROCESSED

X * PERFORM SUCH OTHER DUTIES AS MAY BE RELEVANT TO THE IMPLEMENT
DATA PROTECTION STANDARDS

Copyright Data Protection Office
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Compliance of FSC as Data Controllerf{1j

Registration — work with several clusters / Committees / Secretariat to encompass & disclose the types of data
processed by FSC ( employees and non-employees like officers in licensees like directors, applicants for licences,
shareholders ,trustees, beneficial owners, suppliers, whistleblowers etc ) & the uses of the data (elaborate and
extensive Data Controller form)

Importance of identifying & keeping personal data e.g even children data in Financial Literacy campaigns
Appointment of Data Protection Champions across the organization

Training & Awareness sessions to staff and Committees on key concepts, risks of breaches of data e.g human
error / computer systems & Consequences of Non-Compliance — offences in Mauritius— risk of delisting
internationally

Staff should protect personal data ( data on employees and non-employees e.g licensees, suppliers, students,
speakers and whistleblowers)

Precautions for staff to take to avoid leakage of Personal Data ( e.g careful to rename and check scanned documents
prior to sending emails, check the correct emails before sending, correct use of fax numbers, use of hard copies, use
of printer, discretion when talking about personal data matters in the course of work, careful when insertin
documents in envelope )

What happens in case of a personal data breach?
copyricht-Data@piyetial that personal data of licensees data properly safeguarded (+ confidentiality under FSA)
Consequences of unlawful disclosure / offences & reputational damage to the institution and the country
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Compliance of FSC as Data Controllert{2

~ Crucial that personal data of licensees data properly safeguarded (+ confidentiality under FSA)
~ Documents posted on the Intranet for information on Data Protection issues

~ Principles in handling Personal Data

~ Security of Personal Data- IT Policy for Data Security

~ Safeguards against IT risks e.g use of passwords / risks of hacking / disaster recovery

~ High Risk Data Assessment for high risk data, such as large scale data and sensitive data (e.g health
details) -guidance provided

~ Special Categories of Data ( Section 2 and Section 29 of DPA )

~ Data Protection laws and Communiques e.g Social media and the Internet ( FSC We Connect

Copyright Data Protection Office
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Compliance of FSC as Data Controlle

v

>
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Appropriate security measures be taken for unauthorised processing of personal data and against accide
destruction or damage / IT Security measures

The FSC has also appointed a Chief Information Security Officer ( “CISO” ) who has helped to enhance
security systems at the FSC.

CYBERSECURITY viewed as very important

Convention on Cybercrime /The Cybersecurity & Cybercrime Act 2021
Our staff continue to work to enhance FSC’s cyber security posture, while supporting our digital transformation
initiative.

FSC requests confirmation of IT security measures / disaster recovery etc from some licensees
FSC is aligned with the Government’s efforts to improve the nation’s cybersecurity.

FSC is vigilant to the evolving threat landscape and continuously maintain the highest level of resilience. Thi
focus cannot be compromised. Although the monetary cost of improving cyber resilience may seem high, t
of successful attacks — in terms of both financial damage and reputational impact — are far higher.

In addition, we continue to evaluate our data footprint and improve our data collection processes so
only the data we need to fulfill our mission.
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Compliance of FSC as Data Controllery(4

~ Investors from EU - Extra-territorial application of EU GDPR (data belonging to EU citizens and residents )

The law, therefore, applies to organizations that handle such data whether they are EU-based organizations or not
known as “extra-territorial effect.”

~  Similarities between provisions of the DPA and EU GDPR

~ Prompt advice on any matters arising to ensure compliance e.g Contracts ( local / international — procurement
Online Platform / other projects )

~ Consent issues — pictures / bio-data / recordings / Annual Reports / calendar/ Projects with other institutions like
bonus malus system

~Transfer of data abroad — list of countries - personal data can only be transferred to a third country which ensures
an adequate level of protection for the rights of data subjects in relation to the processing of personal data.

» Qutsourcing — only to EU —GDPR compliant countries

~  Change in particulars to Data Controller form reported to MRU DPO e.g data wrt vaccination , informatio
Covid cases, new type of data kept at RCE

~  Can notify data breach to Data Protection Commissioner & communicate to data subject

Copyright Data Protection Office
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FSC & Importance of Data Protection

» International Financial Centre, the Mauritius jurisdiction maintains an environment of transpare
stability, and predictability providing the right platform to investors for doing business. Reputatio
the sector important

~ Financial Services sector - High number of Licensees, huge amount of data
~ Foreign Investors look for a jurisdiction which safeguards their personal data
» FSC measures :

~ DPOs of licensees regarded as officers under the Financial Services Act ( and require Fitness and
propriety assessments )

~  The FSC expects licensees to comply with the all relevant laws and take measures to enforc
compliance with laws / data protection best practices

~ An example in the Fintech space is the following licensing condition for one activity :

copyrighiaercempany shall adopt cyber security and data protection best practices as part of its
obligations.”
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FSC & Importance of Data Protection{

» Individual rights to protection of data should be upheld at all times

~ FSC signatory to IOSCO Administrative Arrangement for the transfer of personal data between e
European Economic Area (“EEA”) — Appendix A and each of the non-EEA Authorities — Append
(‘the “AA”) - Exchange of Information — 15t September 2021

» This is a mechanism under Art 46 of the EU-GDPR for transfer of personal data with appropriate safegu
(in case of repeated exchanges )

~ Importance of protection of personal data & robust data protection regimes in place

~ Any sharing in a controlled manner —Data Protection Principles applied & Safeguards in place

~ Privacy notice posted on Website

~ Need to comply with safeguards — A breach can entail delisting from the AA

~ Signature of the AA — good sign internationally for upgrading of standards and modernizatio
Financial Services sector

Copyright Data Protection Office
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FSC & Importance of Data Protection (3)

Financial Services sector - High number of Licensees, huge amount of data
CERTIFICATION — FSC encourages Certification by licensees
Data Breaches — consequences locally and internationally

EU-GDPR — heavy fines in the world https://www.enforcementtracker.com/

v V Vv VY VY

So many cases - Insufficient legal basis for data processing / Insufficient technical and
organisational measures to ensure information security /Non-compliance with general
data processing principles

» Growth of CYBERINSURANCE to protect against cyberisks & data breaches

» But ! Reinsurers limit their underwriting — need for appropriate IT security systems/
Cyberhygiene & Data Protection mechanisms

Copyright Data Protection Office


https://www.enforcementtracker.com/

i

sevices CONCLUSION

MAURITIUS

» Financial services — a continuously changing sector
» Flexibility & innovation required to boost the sector with appropriate safeguards

« Duty for FSC to administer the relevant Acts judiciously and to protect the consumers of
financial services — Data protection measures

« Accountability to data subjects ( locally & internationally )

* Need to take measures to be in line with international standards & best practices including
data protection — EU GDPR

* Need to benchmark our practices with renowned jurisdictions

« Personal data standards to be kept - FSC to maintain its reputation as an internationally
recognised/ respected regulator e.g being on Appendix A of the IOSCO MMQOU

» Need to constantly update with developments in Data Protection
« Consistently help to increase the competitiveness of Mauritius as an international financial

centre
y
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THANK YOU!
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Presented by Clotilde Domingue
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THINK TWICE
AWARENESS
COMPAIGN

Data Protection Videos

Interview with the Data Protection
Commissioner

Screensaver

Posters
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THINK
TWICE
VIDEOS
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Interview with the Data
Protection Commissioner

Jeisha Madhub

MData PrOWEBN Commissioner, MATTITTS

Copyright Data Protection Office
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' Clients’ data,
Our Responsibility

Thumbs up for theswornder
you do for being Compliant

Together, let's protect SWAN

Q.

Protection Office



SWAN

for life

s month

#BeCyberSmart
#DoYourPart
#BeSecure
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Always stop

a link, open ar

ook, ar
attachmer

SWAN

for life

SWAN

for life

Browser

Notification

Useful? Annoying? Malicious?

Cyber Security
vareness month

sitor ta block or allas
when n question M en, these notifications ca sseful pu
earchers have ident: can he used to

« Deliver excessive advertisements

+ Display Inappropriate content

+ Send malicious advertisements, known as malvertising
- Trigger installation of unwanted software

Always stop, look, and think

an altachment, or take any action! @ @

before you click on a link, open

CYBER SECURITY AWARENESS

SWAN



