Government of
Mauritius

Gregg Gerber

Strategic Engagement, Emerging Markets




B|B|CRED A )¢ Netw Hork Eitmes Technocoy | PersonalTech | Business Day BOCBSNEWS

TRy

NEWS Asia-pACIFIC § Hackers Claim to Have 12 Million Apple

i
me US & Canada Latin America UK  Africa -Asla-Pal: Europe Mid-East South Asia Busing De

Japan defence firm Mitsubishi Heavy in vice Records
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Japan's top weapons maker has confirmed it

was the victim of a cyber attack reportedly

targeting data on missiles, submarines and
nuclear power plants.
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Mitsubishi Heavy Industries (MHI) said viruses
were found on more than 80 of its servers and

computers last month.
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[B|B|C s By SICEFAN GORMAN
For neary a decade, hackers enjoyed widespread sooaes
& rewsmos | INEWWS TECHNOLOGY

network of Nortel hetworks Lic., (L0 T00EY a
Home | World | UK | England | N. Ireland  Scotland | Wales | Business now fallen on hard times.

. Valve's online game service
'Nitro' targeted mpy hackers -

hit chemical comy s> ="
hackers. Eljel)luﬂjh.glun pﬂﬁ with Blmmherg

TPy T \TTIa!
I%L Sl \ I* %S Where Washington and Business Intersect
s i VPN

Economy Industries Local Business Markets  Policy & Regulation World Business

The government said it was not aware of any

New York»  Business - Markets» Tech+

ZDNet

arabian e

Home / News & Blogs / Zero Day

ness.com
W' Cyber attack takes Qatar's RasGas offline

@& By Patrick Osgood Thursday, 30 August 2012 10:55 AM

com
Its owner and operat
intrusion into a user and
region in China. investigating a secu
discussion forums

Summary: Symantec has traced the attacks bac

Country of origin of t ted izations®
ountry of origin of targeted organizations’ The attackers used |

hack to access a dat;

ceditcaracata. | Anonymous claims credit for erashing FBI,
Valve said that, so 1s)| DOJ sites

misused or Steam a.

Losing trust
The defacement too
taken offline when V;

At first the firm said t

However, a messag
__| Valve boss Gabe N
| were shutdown bec

Valve's investigation
Symantec's security response team has sounded an| 99&s beyond the Ste
against private companies involved in the research,

RasGas, the second largest producer of Qatari LNG after Qatar
; Petroleum, has been hit with an "unknown virus” which has taken the

The initial investigati company offline.
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_ _ | game purchases, en Jactive ar . .
The attacks, dubbed Nitro, combine social engineeri{ credit card informati A RasGas spokesperson confirmed that “an unknown virus has affected
remote access Trojan to infect targeted Windows © spattac o e systems" since Monday 27 August.

From Symantec’s report [PDF]:
RasGas confirmed the sitnation by fax yesterday. “RasGas is presently

experiencing technical issues with its office computer systems,” said the
ter hac R25Gas fax seen by Oil & Gas Middle East, dated 28 August. “We will

ing ta re inform you when our system is back up and running.”
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(Advanced) Persistent Targeted attacks




1986 - 1991
Era of Discovery

1992 - 1998
Era of Transition

1999 - 2005
Era of Fame & Glory

2006 - Present
Era of Mass
Cybercrime
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Attacker
(Malicious
Outsider)

Basic Scripts
/MetaSploit

Visible /
Low Value

Insider
(Malicious and
Non-malicious)

Hack-tivist

Social
Engineering

Privileged
Access

Media Worthy

Critical Assets Asset or Access

Vision & Security Solution Strategy - Confidential

Cyber
Criminals
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State Nation
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Strategy Rethink: Anatomy of an attack

1. Researc

2. Incursio

3. Discove

4. Capture

5. Exfiltrate




IT Security pressures — changing world  Time

User demands
- Social Networking
- Fav technology

Information
- Supply chain
- De-perimeteri$®

Governance
Compliance

-to enable
- to respond

Reduce costs
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Threats
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Security - Type

Complexity
(More controls)
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Where Does Your Threat Intelligence Reside?

Internal

Targeted Attacks

Are meant specific organizations — They’re not
seen at a global level, Symantec can provide
researcher-level tools & local assistance to help
you detect and prevent these types of attacks

Global Intelligence
Network

Like-minded organizations can share intelligence to
help peers, some industries and agencies are not able
to for National Security Reasons

@ Symantec.




Symantec Cyber Threat Intelligence

Cyber Awareness Cyber Preparedness
Cyber Briefing Center | Strategist Advisories

: 15C Security Base Iining| Threat Intelligence Reports
Cyber Risk Assessments | Cyber Training Reputation Analysis | Business Risk Modeling
Cyber Readiness Assessments
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What Makes Symantec Unique?

N
@Symantec_
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The Biggest
Organisations Provide
Trust our People Risk-Based

& Services Perspective

Leaders in
Threat Research
& Technology

Market
Validation

@Symantecu




Symantec Cyber Threat Intelligence Summary

Government
Engagement

A
L1

Participationin
National Cyber
Strategies

Security
Intelligence
Group

Our Global
Intelligence Network
and Reputation
Feeds add Threat
Contextto YOUR
Infrastructure

Highly
Targeted
Threat
Analysis

The Symantec’s Threat
Analysis Tools Used by
Our Researchers Are
Also Available to You to
Analyze Highly
Targeted Attacks

Leverage
Existing
Investments

Our Modular Approach
means we can Leverage
Investments in Your
Existing Security
Controls, and
Demonstrate Where to
allocate resources
With Risk Modeling

Cyber
Readiness
Programs

We Help you
understand YOUR
risks and Prepare
for Cyber Threats

@ Symantec.




Attack Scenarios




Targets - Depend on the objective of the attacker

$13 BILLION LOST

PROTECT AMERICA’S #575
" TRADE SECRETS [

WWW.FBL.GOV i
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Modus operandi

My /Money went to
N
sER
and all I got was
this lousy T-Shirt




Modus operandi




Specifically on defense
5th Domain of Warfare

T,

Alr Space Cyber

Merge of EW and SIGINT with cyber

#0plsrael
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Specifically on defense
Makes sense from a military point of view

Sensors, communications and robotics
technologies dominating future battlefield




Specifically on defense
Historically listen to information & deny access to information

The connection has timed out
: oo kg torespend
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New paradigms include modifying information to create a false
operational picture and damage the infrastructure, or remotely control it
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Cyber Awareness

Strategist Cyber
Advisories

Summary business reports defining
best practices for mitigating the
attack
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Cyber Training
Cyber threat detection and incident
response course (10day)




Cyber Preparedness

4 N

Security
Base Lining

Define/validate
the state of your
environment &
security controls

N

CCS

Policy/Assessment h CCS Vulnerability 2% CCS
Mgr. Magr. : o Risk Manager




Cyber Response

a

Business
Critical
Services

Product and threat
analysis support

N

24x7 Access \F

Personalized

Priority Access to
Strategists
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Cyber Forensics — In-Progress & Post Incident

Security
Base Lining

(Re)
Define/validate
the state of your
environment &
security controls

CCS Non-classified Classified

Policy/Assessme Managed
nt Mgr. Security Services

— iy Reputation Feeds Reputation Feeds A i
Altiris " SSIM P p | Reputation

Feeds

‘ STAR Threat Expert DeepSight Feeds Data Cache
SEP/CSP DeepSight Feeds
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Symantec Cyber Lifecycle Offering

Cyber Awareness

Analysis &

Response )
Incident &

Event Mgmt.

[1rea npa
Assessment

Cyber Forensics

Cyber Preparedness

Security
Base Lining

. Business Risk
Intelligence Modeling
Feeds & Reports

Cyber Incident
Advice
Cyber Threat
Response

Cyber Response

@ Symantec.
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Gregg Gerber

Gregg_gerber@symantec.com
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