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Two technical solutions

 

Computer & Information security

Major technical challenge

How to build computer systems 
which use personal data while 
protecting an individual's privacy?
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Computer Security

The protection of computer 
systems from the theft of or 
damage to their hardware, 
software or electronic data as 
well as from the disruption or 
misdirection of the services they 
provide
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Countermeasures

Security by design
(principle of least privilege)

Security measures
(access control, two-factor 

authentication, cryptography,
firewalls, intrusion detection)

Hardware protection

Secure operating systems

End-user training

Incident response planning
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Information Security

Maintaining the Confidentiality, 
Integrity, Availability and
Non-Repudiation of information 
in an organisation
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Countermeasures

Security policy

Human resources security

Physical security

Data security

Network security

Asset management

Business continuity management

+ Regulatory compliance
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